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1. Allmänt om verksamheten 
 

1.1 Vision och syfte 

ForumCiv är en partipolitiskt och religiöst obunden medlemsorganisation som verkar för en rättvis och 

hållbar utveckling globalt. 

ForumCivs vision är: En rättvis och hållbar värld där alla människor har makt att förändra. ForumCivs 

syfte är att: Stärka människor som lever i marginalisering, som organiserar sig för att hävda sina 

rättigheter och bilda opinion för förändring som bidrar till en rättvis och hållbar värld. 

  

1.2 Styrning och ledning 

ForumCiv har sitt säte i Stockholm. Årsmötet är ForumCivs högsta beslutande organ där 

varje medlemsorganisation har en röst. Årsmötet väljer ordförande, styrelse, valberedning 

och revisorer baserat på nomineringar från medlemsorganisationerna. ForumCivs 

verksamhet utgår från de ramar som årsmötet beslutar om i den övergripande 

verksamhetsplanen. Generalsekreteraren leder organisationens löpande verksamhet och är 

direkt underställd styrelsen. 

Under 2023 hade styrelsen 8 (11) protokollförda möten och utsåg ett arbetsutskott som hade 9 (7) 

protokollförda möten. Representanter från styrelsen deltog i årsmöte, extra årsmöte och medlemsmöte. 

Styrelsen följde under året upp ForumCivs interna system för styrning och kontroll och utvärderade sitt 

eget och generalsekreterarens arbete. 

Förtroendevalda i styrelsen får ersättning för resor, logi och förlorad arbetsförtjänst med 

intyg från arbetsgivare för faktisk förlorad arbetsinkomst i samband med uppdrag för 

ForumCiv. Egna företagare får ersättning för förlorad arbetsinkomst upp till fastställt SGI-tak. 

ForumCiv erbjuder ersättning för barntillsyn på dagtid för deltagande i styrelsemöten 

under föräldraledigheten mot uppvisande av kvitto. 

 

1.3 Medlemsorganisation 

ForumCivs medlemmar är organisationer baserade i Sverige. Alla medlemsorganisationer är för ett 

starkt och aktivt civilsamhälle där människor har makt att förändra sina liv och skapa förändring på 

lokal, nationell och global nivå.  

81 (78) personer deltog på ForumCivs årsmöte den 13 maj 2023. Av dessa var det som mest 44 (49) 

röstberättigade ombud i mötet. Årsmötet informerades om att 8 (12) organisationer lämnat ForumCiv 

sedan det föregående årsmötet och att ForumCiv fått 35 nya medlemmar sedan föregående årsmöte. 

Antalet medlemmar per 31/12 2023 var 205 (208). 

Årsmötet 2023 var ett hybridmöte där medlemmarna hade möjlighet att delta antingen digitalt eller 

fysiskt på ForumCivs kansli i Stockholm. Det finns numera en god rutin inom ForumCiv att genomföra 

hybrida årsmöten. Detta har öppnat upp för organisationer som inte är baserade i Stockholm att delta i 

diskussioner och rösta på lika villkor som de som har möjlighet att vara på plats Årsmötet beslutade om 
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ForumCivs idéprogram 2024–2033, röstade igenom ändringar av stadgarna och valde en ny styrelse. 

Årsmötet beviljade styrelsen ansvarsfrihet efter att årsredovisning avlagts. 

På medlemsmötet hade 92 personer anmält sig från totalt 60 medlemsorganisationer. Övriga deltagare 

var ForumCivs kansli och styrelse. Medlemsmötet fokuserade på ForumCivs första mål i den strategiska 

planen: ForumCiv och medlemsorganisationerna utvecklar tillsammans nytänkande och mer effektiva 

sätt att arbeta för demokrati och mänskliga rättigheter. 

 

2. Hållbarhetsupplysningar 
Från och med 2023 har ForumCiv omstrukturerat och förtydligat sin verksamhetsplan. 

Verksamhetsplanen är uppdelad i tre huvudområden. Dessa områden är: 

1. Strategiskt inriktad verksamhet med fokus på aktiviteter som bidrar direkt till de strategiska 

målen för 2023–2027. 

2. Resultatinriktad verksamhet vilket omfattar stöd till medlemmar, kommunikation- och 

påverkansarbete, kapacitetsutveckling, vidareförmedling, och direkt genomförande av program 

i land- och regionkontor. 

3. Effektivitets- och hållbarhetsverksamhet vilket omfattar ledningsprocesser, HR-frågor 

insamling av medel, säkerhetsarbete, IT, internkommunikation, metodutveckling för program, 

programstöd och kvalitetssäkring, ekonomisk och intern kontroll. 

Denna omstrukturering syftar till att förbättra ändamålsenligheten i ForumCivs verksamhet inom dessa 

centrala områden. 

 

2.1 Organisation 

År 2023 bestod ForumCiv av huvudkontoret i Stockholm (med fem enheter), tre regionala kontor och 

två landskontor. De regionala kontoren finns i Litauen, Colombia och Kenya, och landskontoren i 

Kambodja och Liberia. 

ForumCivs förändringsteori och idéprogram (2013–2023) styr verksamhetens inriktning. 

Resultatmodellen mäter resultat på olika nivåer, inklusive rättighetsbärare, civilsamhället, ansvarsbärare 

samt juridiska/politiska ramverk. Vi utvärderar vår verksamhet med hjälp av Indicators of Change 

baserade på vår förändringsteori. Ett nytt idéprogram beslutades 2023. 

ForumCivs huvudkontor leder stödet till och samarbetet med medlemmarna, påverkans- och 

kommunikationsarbetet samt den globala kapacitetsutvecklingen som riktar sig till medlemmar och 

partners. 

ForumCivs arbete når stora delar av världen och omfattar en mångfald av partners och görs alltid med 

ett rättighetsbaserat perspektiv. Vi integrerar även principerna om do no harm/icke göra skada, 

mångdimensionell fattigdom, konfliktsensitivitet och förändring, miljö- och klimaträttvisa samt 

jämlikhet och jämställdhet. 

Utvecklingssamarbetet syftar till att stärka civilsamhället och genomförs dels genom vidareförmedling, 

kapacitetsutveckling och organisatoriskt stöd till svenska organisationer som samarbetar med lokala 

partnerorganisationer i andra länder runt om i världen. Vidareförmedling till svenska organisationer för 
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utvecklingsinsatser handläggs av enheten Svenska Partnerskapsprogrammet på huvudkontoret och det 

regionala kontoret i Colombia. 

De regionala kontoren och landskontoren stöttade det lokala civila samhället genom 16 program. Dessa 

program erbjuder kapacitetsutveckling, organisatoriskt stöd, nätverksmöjligheter och vidareförmedling 

till organisationer inom det civila samhället. 

Sidas stöd till civilsamhällets informations- och kommunikationsverksamhet avslutades under 2023. 

Som en följd handlägger huvudkontoret inte längre vidareförmedling till svenska organisationer för 

informations- och kommunikationsbidrag. Dessutom har praktikantprogrammet avvecklats då UHR, 

Universitet och Högskolerådet, avslutade sina program. 

 

2.2 Förändringar i ledningsgruppen 

De förändringar som har skett i ledningsgruppen under 2023 är: 

En senior rådgivare inom säkerhet och strategisk planering lämnade organisationen under det sista 

kvartalet av året. Med detta ändrades ledningsgruppen till att bestå av 12 (13) personer. 

 

2.3 Personal 

Av ForumCivs 108 (105) anställda är 37 (39) procent män och 63 (61) procent kvinnor. Under 2023 

hade huvudkontoret i Stockholm 42 (47) anställda varav 19 (22) procent män och 81 (78) procent 

kvinnor. 

2023 nyanställdes 2 (8) personer till huvudkontoret. 

ForumCiv har kollektivavtal i Sverige och personalrelaterade policydokument och riktlinjer som gäller 

alla anställda i hela organisationen. 

 

2.4 Finansiering 

ForumCivs verksamhet finansieras genom anslag från Sida, EU, andra svenska myndigheter, privata 

organisationer samt genom medlemsavgifter. Sida Civsam är fortsatt den huvudsakliga givaren. 

Nio av våra program finansierades av Sida under 2023, medan EU:s delegationer finansierade fyra 

program. Universitets- och Högskolerådet, Utrikesdepartementet, Hewlett Foundation, Ford 

Foundation, Colombia Cooperation Agency och Vinnova finansierade ett program vardera. 

ForumCiv skickade 35 (24) ansökningar till olika givare under 2023. 5 av dem avbröts av ForumCiv 

efter att ha väntat en rimlig tid på en bekräftelse på finansiering från givaren. 19 (14) av ansökningarna 

finansierades inte av givaren och 3 (6) väntade fortfarande på ett svar från givaren i slutet av året. 8 (4) 

ansökningar godkändes, en av dem är godkännandet av Financial Framwork Organization till EU på en 

global nivå. Dee återstående sju ansökningarna godkändes för de regionala kontoren i Latinamerika och 

Karibien och i Östra och Södra Afrika.  
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2.5 Interna processer 

ForumCiv har förbättrat sina processer avseende effektivitet och hållbarhet. Vi håller fast vid vårt 

åtagande att vara en lärande organisation. 

Stöd till styrelsen och arbetsutskott är effektivt och håller en hög kvalitet. Arrangerandet av årsmötet 

och medlemsmötet gick som planerat. Från och med 2023 hanterar Swedish Partnership Programme 

Unit (SPPU) medlemsansökningar vilka hanteras inom Grants Management System. 

Inom Security and Safety Risk Management (SSRM) har vi gjort betydande framsteg. Travel Request-

processen har omarbetats och görs numera online. ForumCiv spelade en aktiv roll i etableringen av Civil 

Society Security Forum och organiserade genom detta en SSRM-konferens för svenska 

civilsamhällsorganisationer. Över 60 organisationer deltog. 

Inom Human Resources har vi uppdaterat lönesättningsriktlinjerna, lanserat ett nytt sätt att arbeta med 

introduktion och genomför fortbildning inom olika policyer såsom anti-korruption, hantering av 

intressekonflikter och uppförandekod. Vi har initierat processen "Employee Voice" och stärkt våra 

riktlinjer för likabehandling och mot korruption. 

Inom IT rullades processen gällande dokumentklassificering ut i februari 2023. Denna process innebar 

en förbättrad säkerhet, införande av IT-styrningsdokument, inklusive IT-strategin. För att underlätta en 

effektiv internkommunikation har vi tagit fram en guide för detta. Internt har vi t förbättrat 

intranätsavsnittet för lärande, organiserat en arkiveringsdag och förbättrat CIVIS. 

Trots vissa förseningar är lanseringen av det nya Grants Administrative Systemet, CIVIS, har vi kunnat 

se hur väl det kommer att fungera. Det kommer, förutom att hantera bidrag, kunna stödja 

partnerbedömning, följa kapacitetsutveckling, användas för programhantering och bevakning av 

finansieringsmöjligheter. 

Vi har uppdaterat och lanserat programhandboken, slutfört Impact Analysis Report, tagit fram grunden 

för integration av RBA, vidareutvecklat våra Development Perspectives, samt lanserat en ny struktur 

för operativ planering och uppföljning Vi har dessutom genomfört stickprovskontroller av arkivering 

för att säkerställa överensstämmelse med Sida-villkor. 

  

3. Väsentliga händelser under 

verksamhetsåret 
3.1 Vår verksamhet 

2023 fortsätter vara ett år av kontraster, precis som föregående år. Å ena sidan såg vi resultatet av den 

kontinuerliga förbättringsstrategin när det gäller organisationens interna strukturer. Å andra sidan är den 

kontext ForumCiv arbetar i alltmer ostabil och komplex. ForumCiv är en stark organisation med ett 

"glokalt" arbetssätt. Relationen till medlemsorganisationerna är god och samarbetet mellan styrelse och 

personal fungerar bra.  

Under hela året har ForumCiv aktivt arbetet med olika former av påverkansarbete för att uppmärksamma 

vikten av det arbete våra medlemmar och vi bedriver samt vilka konsekvenser nedskärningar och 

omfördelningen av biståndsbudgeten får. Att påtala vikten av ett starkt, effektivt, pluralistiskt 

civilsamhälle som ges förutsättningar att arbeta långsiktigt har under året varit viktigare än någonsin. 
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De goda resultat som ändå uppnåddes är tack vare dedikerade medlemmar, partners och personalens 

arbete. 

Sedan 2023 har ForumCiv aktivt implementerat sina nya strategiska mål för perioden 2023–2027, samt 

uppdaterat policyplattformen. Trots utmaningar som budgetnedskärningar och osäkerhet på grund av 

förändringar i den svenska utvecklingssamarbetspolitiken har ForumCiv visat betydande framsteg inom 

flera områden. Här kan vi se förbättringar i medlemsengagemang, kommunikation och 

opinionsbildning, kapacitetsutvecklingsinitiativ, och effektiv programgenomförande. 

ForumCiv står inför olika interna utmaningar. Minskade bidrag från Sida är ett betydande problem och 

understryker vikten av att informera viktiga finansiärer om värdet av hållbart utvecklingssamarbete. 

Framstegen som gjorts under 2023 och det förbättrade samarbetet med lands- och regionkontor bör 

fortsätta för att uppnå bättre operationell påverkan.  

ForumCiv och dess medlemmar verkar i en dynamisk global, regional och lokal miljö och hanterar 

utmaningar inom olika områden. Att anpassa sig till geopolitiska förändringar är avgörande och kräver 

en dynamisk strategi för att hantera konflikter och bygga starka relationer med partners. Samarbetet 

mellan huvudkontoret och region- och landkontor är avgörande och kräver starkt ledarskap samt 

anpassningsförmåga till förändrade förväntningar från givare. ForumCivs engagemang för ett 

rättighetsbaserat perspektiv utmärker organisationen. 

Det finns tre huvudsakliga trender i det globala sammanhanget som påverkar ForumCivs verksamhet. 

Klimatkrisen förvärras och påverkar sårbara befolkningsgrupper globalt, vilket väsentligt påverkar 

ForumCivs verksamhet. Globala konflikter, som kriget i Ukraina och konflikten mellan Israel och 

Hamas, har omfattande konsekvenser och påverkar det civila samhället, då det bl a blir mycket svårare 

att främja mänskliga rättigheter och demokrati. Förändringar i den svenska regeringens 

utvecklingspolitik påverkar ForumCivs möjligheter att utföra sin verksamhet på bästa sätt. 

ForumCivs regionala kontor påverkas alla av klimatkrisen och det globalt krympande demokratiska 

utrymmet men har olika utmaningar inom de kontexter de verkar. Östeuropa präglas av Rysslands 

anfallskrig mot Ukraina, Latinamerika brottas med svåra utmaningar relaterade till implementeringen 

av fredsavtalet i Colombia, Östra och Södra Afrika anpassar sig bl a till faktorer som förhållandet mellan 

USA och Kina. ForumCivs landkontor står också inför specifika utmaningar. Kambodja har stora 

utmaningar med minskat demokratiskt utrymme och regeringsrestriktioner. I Liberia är korruption och 

fattigdom stora utmaningar för att uppnå demokrati, öppenhet och ansvarsutkrävande. 

 

3.2 Vidareförmedling 

Under 2023 utbetalades 202 mkr till 92 utvecklings-, praktikant- och informationsprojekt som beviljats 

till 66 svenska organisationer. Vidareförmedlingen finansierades av bidrag från Sida Civsam, Sida 

Partnership Forum, Sida Europa samt Universitets- och högskolerådet (UHR). Projekten genomfördes i 

samarbete med lokala civilsamhällesorganisationer i 58 (63) länder, och informationsprojekten 

genomfördes i Sverige (antal länder är ett preliminärt antal vilket bekräftas vid partners årsrapportering 

av projekt). Alla projekt som beviljas stöd från ForumCiv ska ha ett rättighetsbaserat perspektiv samt 

bidra till både regeringens strategier för respektive bidrag och till ForumCivs syfte. 

 

3.2.1 Utvecklingsbidrag 

Utvecklingsbidrag förmedlas till svenska organisationer som bedriver utvecklingssamarbete i 

partnerskap med civilsamhällesorganisationer i andra länder. Detta görs genom det svenska 
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partnerskapsprogrammet (Swedish Partnership Programme SPP) och finansiering av egna bidrag till 

EU-finansierade program. År 2023 förmedlades 199 (205) miljoner kronor till 60 (58) svenska 

partnerorganisationer som genom 60 (94) projekt och program finansierade utvecklingsarbete i 58 (63) 

länder (antal länder är ett preliminärt antal vilket bekräftas vid partners årsrapportering av projekt). 

Den nya fasen av SPP inleddes 2023. Från och med denna fas är alla svenska organisationer som stöds 

genom programmet medlemmar i ForumCiv. Insatser har ägnats åt att främja jämlika partnerskap och 

möjliggöra erfarenhetsutbyten. Införandet av tre nya finansieringstyper – Large Partnership Funding, 

Medium Partnership Funding och Pilot Partnership Funding – har bidragit till att öka mångfalden bland 

civilsamhällesorganisationer. Rapporteringssystemet har övergått till en dialogbaserad metod, vilket 

ökar flexibiliteten och förbättrar stödet till partnerskapen. 

Åtgärder för att säkerställa avtalsefterlevnad, inklusive möten om korruptionsbekämpning för 

medlemmar och hantering av avvikelsefall har genomförts. Fråge- och svartillfällen för sökande 

organisationer och ett särskilt möte för att lösa problem relaterade till överföringar via svenska banker 

har genomförts. Omstruktureringen har möjliggjort för ForumCiv att effektivisera sitt arbete och 

optimera resurserna som plattform, vilket ökar flexibiliteten och främjar lokalt ägandeskap. 

 

3.2.2 Informations- och kommunikationsbidrag 

Infokom-bidrag vidareförmedlades till svenska organisationer som bedriver informations- och 

påverkansarbete i Sverige i syfte till att sprida kunskap och/eller driva opinion för en rättvis och hållbar 

värld. 

I början av januari meddelade Sida Partnership Forum att de avslutar Infokom-bidraget på grund av brist 

på finansiering och att alla projekt var tvungna att avslutas senast den 31 mars. Detta innebar att alla 

projekt som beviljades för att starta 2023 (18 projekt) ställdes in. Samtidigt fasades 20 projekt ut som 

påbörjades 2021/2022 och som skulle fortsätta genomföras under 2023. 

ForumCiv slutrapporterade till Sida Partnership Forum i maj. 

 

3.3 Direkt implementering 

Totalt stöttade ForumCiv 117 organisationer genom 13 program via sina landskontor och regionala 

kontor. Ändamålskostnaderna för ForumCivs direktstödsprogram via sina kontor i Afrika, Asien, 

Latinamerika och Europa var 82 MSEK. 

 

3.3.1 Östeuropa 

Arbetet i Östeuropa har övergripande påverkats efter Rysslands storskaliga invasion av Ukraina. Det 

politiska läget och den humanitära katastrofen i Östeuropa har avsevärt förvärrats och mycket av det 

arbete som ForumCiv tidigare stöttat har omöjliggjorts. ForumCiv har därför kontinuerligt anpassat sina 

metoder och strategier för att kunna hantera de ökade riskerna samt hitta nya sätt och former för att 

kunna fortsätta stötta civilsamhällets förmåga att driva en rättighetsbaserad utveckling i Belarus. 

Under 2023 implementerade regionkontoret för Östeuropa två program: Innovation for Future Civil 

Society in Belarus som finansieras av Sida, och Build bridges, not walls: Reinvigorating Civil society 

in Belarus, som finansieras av EU. 
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Programmen stöttar en bredd av olika civilsamhällesaktörer och initiativ i Belarus inom demokrati, 

mänskliga rättigheter, miljö och jämställdhet. Arbetet fokuserar främst på påverkansarbete men också 

att stärka det belarusiska civilsamhället genom erfarenhetsutbyte med svenska organisationer samt olika 

typer av workshops och utbildningar. På grund av den hårdnande politiska situationen har stödet till 

diasporaorganisationer som fortsätter att verka för ett rättvist och demokratiskt Belarus utanför landets 

gränser ökat. 

Regionkontoret har också ansvarat för samordningen av nätverket för Eastern Partnership (EaP) 

Network i nära samarbete med huvudkontoret. EaP är en svensk civilsamhällesplattform som syftar till 

att stärka samarbetet med civilsamhället i länderna inom Östliga partnerskapet (Armenien, 

Azerbajdzjan, Georgien, Moldavien, Ukraina och Vitryssland) och Ryssland. EaP slutförde 

genomförandet av ett initiativ finansierat av Sida, inklusive en studieresa till Armenien 2023. 

Under 2022 beviljade svenska UD finansiering av projektet #Sweden4EaP. Huvudsyftet med projektet 

var att ge en bredare grupp intressenter från de berörda länderna möjlighet att diskutera ändrade 

prioriteringar och tillvägagångssätt, samt ge rekommendationer till ansvariga politiker och tjänstemän 

(inom svenska UD och berörda EU-institutioner) inför framtagandet av den nya politiska ramen för det 

östliga partnerskapet. Projektet hade ett slutmöte där många regeringstjänstemän, företrädare för 

ambassaderna inom det östliga partnerskapet och medlemmar av det civila samhället deltog. Över 200 

personer deltog i diskussioner om nya planer för det östliga partnerskapet. Flera olika sätt att dela 

information användes, såsom podcasts och webbseminarier. Fokus var på ämnen för att göra saker mer 

demokratiska, jämställdhet, mänskliga rättigheter och arbetstagares rättigheter. Projektet avslutades med 

framgång och det svenska nätverket för EaP inledde samtal med Sida om framtida planer. 

En regional strategi för Östeuropa utvecklades också och lämnades in som en del av en ansökan om att 

få status som finansiell rampartner till EU i Östeuropa. 

 

3.3.2 Latinamerika och Karibien 

Regionkontoret för Latinamerika och Karibien har skrivet och lanserat sin regionala strategi. Strategin 

togs fram genom samråd med lokala och regionala organisationer i det civila samhället samt med 

ForumCivs medlemsorganisationer som arbetar inom regionen. 

Under 2023 genomförde kontoret fyra program, däribland Aremos Paz med finansiering från Europeiska 

Fredsfonden, EU:s delegation i Colombia och Sida. Programmet, som genomförs i partnerskap med fem 

andra svenska organisationer i Colombia, fokuserar på fredsbyggande och landsbygdsutveckling. Inom 

detta initiativ kunde kontoret implementera en fond för skydd och självskydd som gav akut stöd till 

ledare inom det civila samhället verksamma i riskområden.  Detta samt genomförandet av en workshop 

ledde också till att stärka nätverkskapaciteten i det lokala civilsamhället genom skapandet av "Juntanza 

Nacional Campesina", en plattform för bondeorganisationer. 

Det andra programmet "Nätverk mot tystnad" är regionalt och omfattar Bolivia, Centralamerika, 

Colombia, Ecuador, El Salvador, Guatemala, Honduras och Nicaragua Programmet finansieras av Sida 

och genomförs med tre medsökande; ForumCivs medlemsorganisation Reportrar utan gränser, samt två 

latinamerikanska organisationer Fundación para la Libertad de Prensa och Centro de Investigación 

Periodistico.Programmet fokuserar på yttrandefrihet och främjar en gynnsam miljö för journalistik och 

ett aktivt civilt samhälle.  Syftet är att stärka det latinamerikanska civila samhällets organisationer och 

medier som är engagerade i att försvara yttrandefriheten, bekämpa censur och desinformation samt 

upprätthålla de mänskliga rättigheterna. 
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SvEO-fonden, som finansieras av den svenska ambassaden i Colombia och är inriktad på att stödja det 

colombianska civilsamhället, är det tredje programmet. Med tekniskt stöd från ROLAC lade två 

colombianska civilsamhällesorganisationer, Corpointegral och Plataforma nacional de mujeres por la 

paz y el territorio, fram förslag till fonden som beviljades. 

Det fjärde programmet var ett samarbete med Clowner utan gränser i Brasilien, med finansiering från 

APC (Presidential Agency for Cooperation of Colombia), för att genomföra kapacitetsutveckling om 

artivism. 

 

3.3.3 Östra och Södra Afrika 

Under 2023 fortsatte regionkontoret för Östra och södra Afrika att genomföra program i Kenya, 

Tanzania och Uganda med hjälp av innovativa och effektiva metoder. 

Fas 3 av Wajibu Wetu-programmet, under swahili-namnet Wajibu Wetu; Jumuika, Sikika! som fritt 

översätts till "Det är vårt ansvar; låt oss delta och bli hörda", med finansiering från Sida genom svenska 

ambassaden i Nairobi fortsatte. Programmet syftar till att stärka ett inkluderande styre och demokrati, 

förbättra samhällsgemenskapen och stärka samhällets egenmakt, motståndskraft och anpassning samt 

bidra till jämställdhet. Förutom direkt stöd till det kenyanska civilsamhället, arbetar programmet med 

nätverk, rörelsebyggande och kapacitetsutveckling. Bland de viktigaste resultaten kan nämnas 

konstruktiva dialogmöten, initiering av ett ramverk för en ledarskapsakademi och samarbete för en 

akademi för aktivism. Programmet bidrar aktivt till att främja partnerskap, kapacitetsuppbyggnad och 

dialog kring mänskliga rättigheter och demokrati. 

Programmet Inclusive growth through decent work in the Great Rift Valey genomförs i ett 

utvecklingspartnerskap med Internationella Arbetsorganisationen (ILO) i Kenya, med finansiering av 

Sida genom svenska ambassaden i Nairobi. ForumCiv använder rättighetsbaserade metoder för att 

förbättra samhällenas tillgång till offentliga och sociala tjänster. Projektet gjorde betydande framsteg 

och lade grunden för en potentiell andra fas. Projektet har aktivt engagerat intressenter genom 

workshops och möten, och har fokuserat på att dela med sig av resultat, säkra stöd och främja 

samskapande mellan rättighetsinnehavare, skyldighetsbärare och andra intressenter med åtagandebrev 

och arbetsgrupper. Att stärka samhällen har varit ett viktigt fokus, inklusive utbildning av facilitatorer 

och beställning av en studie om offentlig politik i de län där genomförandet sker. 

ForumCiv har två avtal med Hewlett Foundation, ett för programmet Strengthen Agency for Social 

Accountability (SASA) i Kenya och Tanzania och ett för att utveckla vår egen Organizational 

Effectiveness (OE). SASA-programmet syftar till att bidra till att samhället bygger upp ansvarstagande 

och lyhörda strukturer och processer för offentlig styrning. Bland de viktigaste resultaten kan nämnas 

utbildning av rörelseledare och en festival för mänskliga rättigheter och demokrati i samarbete med 

tanzaniska partnerorganisationer. Kontinuerliga kapacitetsutvecklingssessioner genomfördes med 

enskilda partners, vilket förbättrade lärandet över programgränserna. 

För SASA OE-programmet rekryterades en insamlingskonsult, och vi inväntar rapportering. Vidare har 

en HR-konsult anlitats vars slutrapport kommer under 2024. Coaching för tre ForumCiv-chefer och 

tematiska utbildningar och PME-utbildningar för personal tillhandahölls också under tertialen. 

Dessutom arbetar ForumCiv i partnerskap med en konstellation av partners från Sverige och Uganda i 

projektet Paid to Poop som finansieras av Vinnova för att utöka sanitetssystemet och bidra till kolerafria 

samhällen. ForumCiv bidrog med Right(s) Way Forward-metodiken till projektet, alla aktiviteter 

slutfördes 2023 och samhällena ökade sin kapacitet och implementerade sina strategier för dialog med 

skyldighetsbärare. 

Transaction 09222115557516213719 Signed BF, ML, EF, IS, KMA, AV, MN, ND, NH, PL, PW, EA, AS, AB



 

11/36 

ForumCiv har ett finansieringsavtal med Ford Foundation som är specifikt avsatt för programmet 

Enhancing Artivism for Social Transformation (EAST). Syftet med programmen är att bidra till att 

stärka medborgarna och främja demokratiska värderingar, mänskliga rättigheter och grundläggande 

friheter genom att stärka kapaciteten hos aktörer inom den kreativa sektorn och media för att innovativt 

förespråka demokrati, god samhällsstyrning, mänskliga rättigheter, jämställdhet och klimaträttvisa i 

Kenya. 

Regionkontoret har genomfört olika insatser för att förbättra resultatkommunikationen, inklusive 

produktionen av ForumCiv ”impact documentary”, som belyser de positiva resultaten av ForumCivs 

stöd till gräsrotsorganisationer. Dessutom har kontoret samordnat mediekampanjer i TV, radio och 

livestreams under strategiska organisatoriska evenemang i Kenya och Tanzania. Dessutom har de stött 

programaktiviteter på viktiga FN-dagar som Internationella läskunnighetsdagen, Internationella 

demokratidagen, 16 dagar av aktivism och Dagen för mänskliga rättigheter, vilket har givit viktiga 

plattformar för påverkansarbete i linje med vårt uppdrag. 

 

3.3.4 Liberia 

ForumCivs landkontor Liberia har under 2023 implementerat två program med fokus på markrättigheter 

för kvinnor. Det ena är Our Land: A Pathway to Sustainable Ownership and Land Use for Women and 

Youth in Liberia som finansieras av Sida på svenska ambassaden i Monrovia. Det andra genomförs i 

samarbete med ActionAid Liberia inom Securing Land Rights for Women and Rural Communities In 

South-eastern Liberia, och finansieras av EU-delegationen. Insatser för att förbättra partnerkapaciteten 

har inneburit att dela länkar till vår Changers Hub med partnerorganisationer. Det pågår även coachning 

och mentorskap i rapportskrivning vilket har resulterat i betydande förbättringar i resultatbaserad 

förvaltning av partners. I det sist nämnda, bidrog ForumCiv med metoden Right(s) Way Forward som 

en del av ett projekt med syfte att säkra kvinnors markrättigheter. 

Den fjärde upplagan av vårt flaggskeppsevenemang Rural Women Land Rights Conference hölls med 

ett ökat tekniskt innehåll. Ett brett spektrum av intressenter hade för avsikt att skapa planer för att 

förbättra påverkansarbetet för genomförandet av resolutionen från tidigare konferenser. 

Kontoret började använda metoder för att samla in resultat för att spåra och dokumentera processer och 

förändringar till följd av vårt stöd. Denna övning kommer att omfatta både program och ekonomi, med 

en översyn av kapacitetsutvecklingsplanen för att skräddarsy metoder för varje partners specifika behov. 

Vissa planerade aktiviteter, t.ex. dialogen mellan syd, syd och nord, online-utbildning i markförvaltning 

för kvinnor och att underlätta för kvinnor och flickor att delta i konferenser, slutfördes 2023. 

 

3.3.5 Kambodja 

Under 2023 fortsatte vårt kontor att genomföra Tonle Sap Conservation-projektet tillsammans med fyra 

partners, finansierat av EU via Wildlife Conservation Society (WCS). Trots utmaningarna utvecklades 

projektet relativt smidigt, vilket gjorde det möjligt för Community Fisheries att stärka sin 

resursförvaltningskapacitet och upprätta fruktbara samarbeten med intressenter. 2024 är programmets 

sista år.  

Utöver insatserna för kapacitetsutveckling gjordes insatser för att stödja de gemenskapsbaserade 

organisationerna (CBO) för att locka finansiering för genomförandet av deras gemenskapsplaner och 

integrationen av deras initiativ i lokala utvecklingsplaner. Utöver dessa resultat visade sig de proaktiva 

insatserna för att öka medvetenheten och engagera samhället vara fruktbara. Sexton utvalda lokala 

organisationer lyckades säkra bidragsmedel från medlemmar i samhället och välgörenhetskällor. 
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År 2023 använde kontoret Landstrategin för åren 2023–2027 för att samla in medel till nya program. 

Insatserna ledde inte till ny finansiering. 

 

3.4 Kommunikation och påverkan i Sverige 

I början av januari meddelade Sida Partnership Forum att de avslutar Infokom-bidraget på grund av brist 

på finansiering och att alla projekt måste avslutas senast den 31 mars. ForumCivs ansökan för 2023–

2027 beviljades inte. Detta innebar att Infokom vidareförmedling och programmet Global Development 

Issues avslutades. Den tilltänkta personalstyrkan minskade från 11 till 4, enheten omorganiserades och 

en ny verksamhetsplan för 2023 utverkades. 

Fokus för påverkansarbetet under 2023, där målgruppen främst är beslutsfattare, har varit demokrati och 

mänskliga rättigheter, biståndspolitik samt civilsamhällets roll i sin egen rätt. Utöver det har arbetet med 

Globalportalen prioriterats. 

Initialt under 2023 ägnades mycket påverkansarbete åt nedmonteringen av Infokom och hur det påverkar 

biståndsdebatten, granskningen av svenskt bistånd och resultatrapporteringen till allmänheten. Under 

året har opinionsarbetet bland annat handlat om att påverka regeringens aviserade förändringar inom 

biståndet, regeringens frysning av utvecklingsbiståndet till Palestina samt driva opinion för en EU-

lagstiftning som kräver att företag respekterar mänskliga rättigheter och miljö. ForumCiv har varit aktiv 

i debatten i egna kanaler, genom diverse nätverk, i möten med beslutsfattare och i media. Under året har 

nya rekord slagits när det gäller engagemang för vårt innehåll, framför allt i samband med 

påverkansarbete kring biståndspolitik. 

Ett fokus under 2023 har också varit att lyfta medlemmars röster. Till exempel i ett gemensamt uttalande 

med 104 medlemmar, genom partnerskapsvideor, kommunikation kring projektet Sweden for Eastern 

Partnership samt samarbeten i sociala medier och på hemsidan. Under senare delen av 2023 ägnades 

mycket tid åt att arrangera festivalen People and Power som genomfördes med stor framgång och i 

samarbete med medlemmar. 

Under året har ForumCiv ägnat mycket tid till att uppdatera våra hemsidor med starkare positioner i 

våra kärnfrågor, information om arbetet i våra region- och landskontor samt utveckla innehållet och 

strategin för våra sociala media kanaler. 

Globalportalen riktar sig till unga i Sverige, och syftet är att öka kunskapen om och engagemanget för 

globala rättvisefrågor. Detta sker i huvudsak via målgruppsanpassad kommunikation på webb och 

sociala medier och egna workshops. Under året har Globalportalen arbetat mer med videomaterial till 

våra kanaler och haft flertalet framgångsrika samarbeten med deltagarorganisationer. Globalportalen 

har ökat antal följare och stärkt närvaron på LinkedIn. I Globalportalens verksamhet ingår även att lyfta 

deltagarorganisationernas arbete och stärka deras kommunikationskapacitet genom utbildningstillfällen. 

Ett fokus under året har varit att säkra ny finansiering till Globalportalen. 

4. Måluppfyllelse 
ForumCiv påbörjade genomförandet av sin strategiska plan för 2023–2027. Specifika delmål är satta 

per år, med målet att uppnå sex strategiska mål fram till 2027: 

1. ForumCiv och medlemsorganisationerna utvecklar tillsammans nytänkande och mer effektiva 

sätt att arbeta för demokrati och mänskliga rättigheter. 

2. ForumCiv och medlemsorganisationerna tar en utökad roll i rörelsen för klimaträttvisa. 
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3. ForumCiv och medlemsorganisationerna arbetar för ökad jämställdhet, samt för att upptäcka 

och förhindra tillbakagång. 

4. ForumCiv och medlemsorganisationerna är tillsammans en stark påverkansröst i Sverige och 

EU. 

5. ForumCiv stärker kapacitet och effektivitet mellan medlemmar, partnerorganisationer, 

ForumCivs egna program, och partnerskapsprogrammet genom ömsesidigt lärande. 

6. ForumCiv har en breddad finansiering som resulterar i ökande bundna och obundna medel. 

 

4.1 Nytänkande och mer effektiva sätt att arbeta för 

demokrati och mänskliga rättigheter 

Det strategiska målet är ”ForumCiv och medlemsorganisationerna utvecklar tillsammans nytänkande 

och mer effektiva sätt att arbeta för demokrati och mänskliga rättigheter”. År 2023 låg fokus på att 

formulera en omfattande plan för innovationer från 2024 till 2027. Målet inkluderade att påbörja testning 

av minst en innovativ metod inom olika områden som programdesign, genomförande, bevakning, 

utvärdering eller kapacitetsutveckling. 

Under året ägnade sig ForumCiv åt aktiviteter för att förtydliga begreppet "innovation" och tydligt 

definiera sitt synsätt på att arbeta innovativt för mänskliga rättigheter och demokrati. En kartläggning 

av innovativa erfarenheter inom ForumCivs program och kontor genomfördes, vilket ledde till 

samarbetsdiskussioner med medlemmar. Många medlemsorganisationer och ForumCiv-enheter 

identifierade innovativa lösningar för att förbättra verksamhetens effektivitet. 

Nya samarbeten etablerades i våra land- och regionala kontor, med särskilt fokus på att identifiera 

intressenter för samarbete kring företag och mänskliga rättigheter. Möten med aktörer som det 

internationella svenska industrirådet (NIR) och den nationella kontaktpunkten (NKP) för OECD 

behandlade frågor relaterade till företag och mänskliga rättigheter. 

Vid medlemsmötet den 21 oktober 2023 kretsade diskussionerna kring denna fråga, och input från 

medlemmarna kommer att vägleda arbetet under 2024. Behovet av att arbeta för demokrati och 

mänskliga rättigheter har ökat, men utmaningar kvarstår på grund av minskade resurser. Förslag från 

medlemmarna inkluderade att organisera dialogmöten, underlätta tematiskt kunskapsutbyte, arrangera 

fysiska möten utanför Stockholm, främja dialog mellan medlemmar och civilsamhällsorganisationer 

som ännu inte är en del av plattformen, samt samarbeta med grupper med kultur eller utbildning som 

fokusområden. 

Utmaningarna ökade under 2023 på grund av nedskärningar i Sidas finansiering och ökad   konkurrens 

om resurser, samtidigt ser man en fortsatt nedgång av demokrati och mänskliga rättigheter i många 

länder. Mot bakgrund av detta är de beslutade målen för 2024: 

• ForumCiv kommer att erbjuda möjligheter till nätverkande och kunskapsutbyte mellan 

medlemsorganisationer, vilket leder till kreativa lösningar på utmaningar och nya samarbeten 

mellan medlemmar och ForumCiv. 

• ForumCiv kommer att stärka befintliga och etablera nya relationer med företag och 

affärsgrupper, vilket leder till samarbete mellan ForumCiv och/eller medlemmar och dessa 

företag/grupper kring olika initiativ för att skydda och främja demokrati och mänskliga 

rättigheter. 
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4.1.1 Utökad roll i rörelsen för klimaträttvisa 

Det strategiska målet är att "ForumCiv och medlemsorganisationerna tar en utökad roll i rörelsen för 

klimaträttvisa". Den pågående klimatkrisen, med dess alltmer skadliga effekter på människors liv och 

försörjning, har trappats upp under flera år och förväntas fortsätta försämras. Dessa kriser förvärrar 

rådande ojämlikheter och utgör ytterligare utmaningar för redan marginaliserade grupper, trots deras 

minimala bidrag till klimatkrisen. 

Som svar har ForumCiv valt att integrera ett tillvägagångssätt för miljö- och klimaträttvisa i sitt arbete. 

Miljörättvisa betonar vikten av rättvis behandling och meningsfull delaktighet för alla individer, oavsett 

diskriminerande faktorer, i utformningen, genomförandet och efterlevnaden av miljölagar. Den 

förespråkar lika deltagande i beslutsfattandet om miljöfrågor och betonar ett rättighetsbaserat 

tillvägagångssätt som placerar beslut om förvaltning av biologisk mångfald i centrum för människors 

välbefinnande. Å andra sidan granskar klimaträttvisa de grundläggande orsakerna till klimatkrisen och 

erkänner att vissa grupper bär en oproportionerlig stor börda på grund av systematiska ojämlikheter. 

Dess mål är att lindra påverkan på marginaliserade samhällen och hantera frågor som resursutvinning, 

föroreningar och miljöförstöring. 

Två specifika mål sattes upp för 2023 i förhållande till detta strategiska mål. Det första målet syftade till 

att "baserat på resultaten från grundstudien om hur ForumCiv arbetar med miljö- och 

klimatförändringar, kommer organisationen att strukturera sitt arbete med klimaträttvisa framöver". 

Studien visade att medan vissa kontor och enheter visade omfattande kunskap och förståelse för 

klimaträttvisa hade andra begränsad medvetenhet. Dessutom rådde brist på tydlighet bland ForumCiv-

personal, medlemmar och partners angående skillnaderna mellan miljö- och klimaträttvisa och andra 

tillvägagångssätt för miljöfrågor. Trots de olika resultaten så framgick det tydligt att miljö- och 

klimatfrågor anses vara väldigt viktiga. Framsteg har gjorts när det gäller att införliva miljövänliga 

metoder inom ForumCivs, dess medlemmars och partners verksamheter. 

Det andra målet för 2023 var "ForumCiv kommer också att fokusera på att öka kunskapen och 

förståelsen för klimaträttvisa bland alla medlemsorganisationer och ForumCiv-personal". Fokus låg på 

att utveckla en gemensam definition som effektivt kunde klargöra begreppen miljö- och klimaträttvisa 

och deras relevans för ForumCivs arbete. Under 2023 utformades denna definition genom aktiv 

medverkan av personal från olika kontor. 

ForumCiv har en tydlig ram för sitt arbete inom det här området, därtill kompletteras arbetet med verktyg 

utformade för att öka kunskapen hos ForumCiv och dess medlemmar. Dessa verktyg underlättar 

ytterligare utveckling av metoder och program samtidigt som de främjar kontakter med experter inom 

området.  

Därtill har ForumCiv gått med i Allians för Rättvist Klimatomställning (ARK). Detta i ett led att fortsätta 

bygga på samarbetet med medlemmar avseende klimaträttvisa 

Mot bakgrund av resultatet från 2023, är målet för 2024 följande: 

• ForumCiv kommer att säkerställa ökad kunskap och förståelse bland sin personal. 

 

4.1.2 Arbeta för ökad jämställdhet 

Det tredje strategiska målet är "ForumCiv och dess medlemsorganisationer arbetar för att öka 

jämställdheten samt för att upptäcka och förhindra tillbakagång". Den globala situationen för kvinnor 

har försämrats de senaste åren. Kvinnors tillgång till sina mänskliga rättigheter har minskat på grund av 

faktorer som demokratisk tillbakagång och eskalerande klimatkris, dessa försämringar har förstärkts 
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sedan pandemin. Eftersom dessa trender inte verkar minska i framtiden, gör det än mer viktigt och 

avgörande att vi bibehåller fokus på att adressera de utmaningar som kvinnor och flickor står inför i vårt 

arbete. 

År 2023 hade ForumCiv ett specifikt mål kopplat till detta mål: "Baserat på resultaten från grundstudien 

om hur ForumCiv arbetar med jämställdhet kommer organisationen att strukturera sitt arbete om 

jämställdhet framöver. "Studien avslöjade att personalen på alla kontor och enheter upplever sig väl 

bekanta med begreppet jämställdhet. Med det sagt, finns det fortfarande rum att vidareutveckla och 

implementera insatser för jämställdhet. I jämförelse med de två andra utvecklingsperspektiven (miljö- 

och klimaträttvisa samt konfliktsensibilitet och transformation) är förståelsen för jämställdhet mer 

avancerad hos personalen. 

Tillsammans med all personal antog ForumCiv 2023 att utvecklingsperspektivet om jämställdhet också 

numera ska innehålla begreppet rättvisa. Jämställdhet betonar lika rättigheter, möjligheter och 

behandling för alla individer, oavsett kön, medan rättvisa erkänner olika behov och förespråkar rättvis 

behandling baserad på dessa skillnader. I grund och botten strävar jämställdhet efter likabehandling och 

möjligheter, medan rättvisa tar itu med unika behov för att säkerställa ett rättvist utfall. Båda begreppen 

är avgörande för att främja ett samhälle där alla individer, oavsett kön, har makt att bestämma över sina 

liv och kan delta fullt ut i samhället. 

Med tanke på framstegen som gjorts under 2023 beslutade ForumCiv att inte sätta upp ett specifikt mål 

för 2024 under Mål 3. Istället kommer organisationen att samla in data om framsteg från kontor, enheter, 

program och projekt för att uppnå det tredje strategiska målet under hela året. Detta beslut konstaterar 

behovet av tid och resurser för att hantera föränderliga omständigheter. 

  

4.2 ForumCiv och medlemsorganisationerna är 

tillsammans en stark påverkansröst i Sverige och EU 

Den fjärde strategiska målsättningen är att "ForumCiv och medlemsorganisationerna är tillsammans en 

stark påverkansröst i Sverige och EU". ForumCiv engagerar aktivt beslutsfattare och allmänheten 

genom att dra nytta av det omfattande nätverkets kunskap och erfarenhet. Medlems- och 

partnerorganisationernas mångfaldiga perspektiv och erfarenheter spelar en betydande roll för 

framgången i dessa initiativ. 

Den genomförda analysen år 2022 visade på betydande nedskärningar i Sidas biståndsbudget. Analysen 

förväntades vara densamma, oavsett vilken regering som vann hösten 2022. Mot denna bakgrund sattes 

målet för 2023 att "I samarbete med svenska medlemsorganisationer öka kunskapen om och förespråka 

starkt parlamentariskt stöd för svenskt utvecklingsbistånd på minst en procent av BNI som inte urholkas 

av kostnader som inte bidrar till målet eller syftet med utvecklingsbiståndet. (Detta kan även inkludera 

fokus på klimaträttvisa och/eller jämställdhet, beroende på medlemmarnas önskemål)". 

Dock genomförde den svenska regeringen det radikala beslutet om biståndsbudgeten som innebar ett 

avslutande av Infokombidraget, minskning av medel genom CIVSAM-strategin, och att man frångick 

biståndsmålet om en procent BNI. Detta illustrerar hur osäker vår arbetskontext är. Här krävs ett mer 

dynamiskt tillvägagångssätt vid formuleringen av mål för strategiska målsättningar. 

Under 2023 var vi tvungna att fatta svåra beslut om hur vi skulle fortsätta med vårt påverkans- och 

kommunikationsarbete, med tanke på den kraftigt minskade finansieringen. Ett strategiskt beslut 

fattades om att koncentrera oss på påverkansarbete som rör det civila samhällets roll och dess minskande 

utrymme, demokrati och mänskliga rättigheter, utvecklingsbistånd och effektiviteten i 

utvecklingssamarbetet. Trots finansieringsutmaningarna ökade samarbetet med medlemmarna när det 
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gäller opinionsbildning och kommunikation under året i de prioriterade områdena överträffade till och 

med de nivåer som noterats under tidigare år. 

ForumCiv prioriterade påverkansarbete och kommunikation som svar på regeringens förändrade syn på 

utvecklingsbistånd. Med fokus på Reformagendan och Civilsamhällets strategi vidtog organisationen 

interna åtgärder, engagerade sig i nätverk och genomförde externa påverkansinsatser. Gemensamma 

kommunikationsinsatser involverade ForumCivs medlemmar och deltagande i möten med inflytelserika 

aktörer, inklusive EU-kommissionären, OECD-DAC-granskningsteamet, ministrar, statssekreterare och 

politiker. Ytterligare engagemang inkluderade möten med nätverket för generalsekreterare och 

styrgruppen för Gemensamma Åtaganden och främjande av samarbete och kunskapsdelning mellan 

medlemmarna. ForumCiv fortsatte också sitt aktiva deltagande i olika nätverk för Strategiska 

Partnerskapsorganisationer till Sida CIVSAM. År 2023 var organisationen ordförande för nätverket för 

programchefer och deltog i nätverken för generalsekreterare, metod och controllers. 

Med tanke på minskningen av resurser för påverkansarbete och kommunikation prioriterade ForumCiv 

ner sin medverkan i Concords arbetsgrupper. Beslutet var att bibehålla engagemang i Concords styrelse 

och aktivt delta i AidWatch-gruppen, i linje med ForumCivs och dess medlemmars prioriteringar för 

svensk utvecklingspolitik. ForumCiv behöll också sitt medlemskap i CSO Task Force on Business and 

Human Rights, vilket återspeglar dess engagemang för innovativa metoder för mänskliga rättigheter och 

demokrati, och i arbetsgruppen för civic space. Aktivt deltagande i diskussioner och påverkan relaterat 

till förhandlingarna om direktivet om hållbarhetskontroll för företag upprätthölls. 

ForumCiv bedrev aktiv påverkan och kommunikation angående den svenska regeringens beslut att 

avsluta finansieringen till det civila samhället i Gaza på grund av konflikten mellan Israel och Hamas 

då flera medlemsorganisationer har partnerskap med civilsamhällsorganisationer i Gaza och 

Västbanken. 

Inom den regionala strategin för Latinamerika och Karibien, som involverar medlemsorganisationer, 

engagerade sig ForumCiv aktivt i fyra nätverk. För det första bidrog vi till Colombiagruppen i Sverige, 

och etableringen av nätverket för Latinamerika i Sveriges riksdag. För det andra deltog ForumCiv i ad 

hoc-arbetsgruppsmöten för Guatemala inom EU-LAT-nätverket. De återstående två nätverken är i linje 

med det internationella samfundets arbete om Colombia: Space for Cooperation towards Peace in 

Colombia och plattformen Oidhaco. 

Kommunikationsstrategin uppdaterades under året för att återspegla förändringarna, med ett beslut att 

anpassa den till alla strategiska mål för 2023–2027. Med tanke på betydande minskningar i resurser för 

påverkan och kommunikation samt pågående stora förändringar i regeringspolitiken blev en specifik 

inriktning på Sverige nödvändig. Betoningen på EU och dess utvecklingsbistånd hanteras delvis genom 

ForumCivs insamlingsverksamhet, liksom genom vårt medlemskap i Concord och även genom 

CSDDD-arbetet. 

Målet för 2024 är: 

• ForumCiv kommer att bibehålla sitt ökade samarbete med medlemsorganisationer. Påverkans- 

och kommunikationsarbetet kommer att rikta sig mot beslutsfattare, andra duty bearer och 

allmänheten i Sverige med fokus på att upprätthålla integriteten i utvecklingsbiståndet samt att 

svenskt och internationellt bistånd måste präglas av ett rättighetsperspektiv och baseras på 

behoven hos människor som lever i fattigdom och under förtryck. 
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4.3 Ömsesidigt lärande 

Det femte strategiska målet är "ForumCiv stärker kapacitet och effektivitet mellan medlemmar, 

partnerorganisationer, ForumCivs egna program, och partnerskapsprogrammet genom ömsesidigt 

lärande". Olika metoder används för att utveckla ömsesidig kapacitet, och hela kapacitetsutvecklingen 

utformas utifrån en analys av behov och sammanhang. 

I december 2022 skrevs en ny plan för kapacitetsutveckling. En online-plattform för medlemmar 

etablerades, och en ny roll som medlemskoordinator på ForumCiv infördes. Medlemmarna visade 

intresse och behov av kapacitetsutveckling inom olika områden med betoning på ömsesidigt lärande. 

Dock var deltagandet på online-plattformen inte särskilt högt, och deltagandet i möten och 

utbildningstillfällen tenderade att vara relativt låg. Detta visade på behovet av att få en djupare förståelse 

för medlemmarnas behov och deras förmåga att investera tid i utvecklingsaktiviteter. 

Som ett resultat etablerades två mål för detta strategiska mål år 2023. Det första målet innebar att 

genomföra en ny medlemsundersökning för att bedöma både behoven av kapacitetsutveckling och den 

kunskap och de färdigheter som medlemmarna kunde dela med sig av till varandra. För att öka 

effektiviteten i kapacitetsutvecklingsinsatserna beslutades att inkludera både medlemmar och partners i 

en enhetlig behovsbedömning. Undersökningen fick svar från totalt 105 organisationer, där 69% (73 

organisationer) var medlemsorganisationer. Endast ett litet antal respondenter var partners till 

medlemmar. Bland medlemsorganisationerna som deltog i undersökningen var 88% antingen nuvarande 

SPP-partners eller avsåg att ansöka. 

Några viktiga slutsatser från undersökningen inkluderar: 

• Online-läroplattformen är inte tillräckligt känd av medlemmar och partners, även om 

majoriteten hade deltagit i andra kapacitetsutvecklingsinitiativ och visat intresse för att få 

tillgång till onlinekurser och resurser, särskilt självstyrda kurser och läsning. 

• Kommunikationsinsatser för att informera medlemmar och partners om möjligheter inom 

kapacitetsutveckling behöver förbättras, då många visade intresse men saknade information om 

tillgängliga möjligheter. 

• Traditionella format för kapacitetsutveckling såsom workshops, seminarier, erfarenhetsutbyte 

och föreläsningar ansågs vara effektiva för medlemmar och partners. En hybridansats (online 

och personligt) och möjligheter till kapacitetsutveckling på plats ansågs vara mest relevanta. 

• Medlemmarna föredrog längre, djupgående sessioner några gånger om året om utvalda ämnen, 

vilket möjliggör djupare diskussioner, kunskapsutbyte och nätverkande. 

• Respondenterna angav varierande preferenser för kapacitetsutvecklingsämnen baserat på deras 

roller. Partners visade mer intresse för administration, intern kontroll, effektivitet och 

inkludering, medan medlemmarna var mer benägna att fokusera på program- och 

projektutveckling, ledning och påverkan. 

Det andra målet innebar att utveckla en ny kapacitetsutvecklingsplan baserad på resultaten av 

medlemsundersökningen, grundstudien om rättighetsbaserat arbete och utvecklingsperspektiv samt 

behov som identifierats av enheter och kontor på ForumCiv. Trots budgetnedskärningar i början av 

2023, vilket orsakade förseningar, gjordes framsteg i uppdateringen av behovsbedömningen för 

kapacitetsutveckling, etableringen av en global kapacitetsutvecklingsplan och underlättandet av 

samordningsmöten mellan enheter på huvudkontoret för att förbättra samarbetet och synergierna kring 

kapacitetsutvecklingsinitiativ. 

Under 2024 kommer aktiviteter att genomföras med fokus på de mest prioriterade ämnena för 

medlemmar och partners, inklusive riskhantering (specifikt mot korruption och om 

upphandlingsprinciper), rättvisa partnerskap (med fokus på avkolonisering av bistånd), påverkan, 
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program- och projektutveckling med ett rättighetsbaserat perspektiv, Right(s) Way Forward-träningar 

och riktat stöd för organisationsutveckling. 

Dessutom användes insikter från behovsbedömningen för att förbättra användningen av online-

läromedel. Kurser på läroplattformen kartlades och anpassades för att passa behoven av program PMEL 

med ett rättighetsbaserat tillvägagångssätt, riskhantering, ekonomistyrning, motverkan av korruption, 

likabehandling, rättvisa partnerskap, påverkan, att nå fram till duty bearers, rättighet(er) etc. Riktlinjerna 

för att använda e-läroplattformen reviderades och uppdateringar är på gång för resurscentra och det 

interna resurscentret, inklusive sidan för Right(s) Way Forward, samt utvecklingen av förberedande, 

introduktions- och uppdateringsträningar. 

När det gäller Right(s) Way Forward gjordes specifika ansträngningar för att förbättra samarbetet med 

medlemmar och partners. Två betydande milstolpar nåddes: ett utbildningstillfälle för svenska 

organisationer som återigen kan börja använda metoden, efter att det pausats på grund av Covid 19-

pandemin. För det andra initierades diskussioner om metoden med partners i RO EE. Denna långvariga 

uppgift var avgörande för att anpassa och lära sig hur man effektivt använder Right(s) Way Forward i 

den regionen. 

Utmaningarna som både medlemmar och ForumCiv står inför är talrika och ständigt föränderliga. För 

att effektivt tillhandahålla medlemmar läroämnen är det avgörande att prioritera ämnen av störst behov. 

Målen för det femte strategiska målet år 2024 är följande: 

• Baserat på behovsbedömningen för 2023 kommer ForumCiv att utveckla och genomföra en 

serie workshops och andra interaktiva evenemang för medlemmar, med målet att öka deras 

kunskap och förståelse för dessa prioriterade ämnen. 

• ForumCiv kommer att etablera ett systematiskt övervaknings- och utvärderingssystem för sina 

aktiviteter med fokus på att främja ökad kunskap och lärande (som nämnts ovan) under hela 

2024. Baserat på resultaten kommer aktiviteter att läggas till, tas bort eller revideras. Denna 

iterativa process kommer att fortsätta under de kommande åren. 

 

4.4 Breddad finansiering som resulterar i ökande bundna 

och obundna medel 

Det sjätte strategiska målet är "ForumCiv har en breddad finansiering som resulterar i ökande bundna 

och obundna medel". För närvarande är vår beroende av bidrag från Sida betydande, vilket begränsar 

användningen av medel och ger minimala interna resurser för innovation och pilotprojekt. Dessutom 

lägger osäkerheten och volatiliteten kring utvecklingssamarbetspolitiken i Sverige till en riskfaktor för 

ForumCivs verksamhet. Målet är att utöka finansieringen genom att engagera ytterligare institutionella 

givare, inklusive FN och EU, samt privata givare, samtidigt som vi undviker konkurrens med våra 

medlemmar. Ökningen av obundna medel ger större flexibilitet för vår organisation. 

Två mål etablerades för detta strategiska mål år 2023. Det första syftade till att öka kontakterna med och 

stödet från multilaterala finansiärer. Under året framgick det att det fanns en möjlighet att utöka 

kontakterna med institutionella donatorer generellt. För att närma sig dem mer strategiskt var det 

avgörande att uppdatera och etablera strategiska planer för alla ForumCivs verksamheter. Utöver att 

implementera den redan befintliga insamlingsstrategin, strategisk plan 2023–2027 och den regionala 

strategin för Östra och Södra Afrika, som vägledde ForumCivs insamlingsinsatser, utvecklades nya 

strategier för Latinamerika och Karibien, Östeuropa och Kambodja. Utformningen av landstrategin för 

Liberia påbörjades också 2023. 
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ForumCiv skickade in 35 ansökningar till olika givare under 2023, vilket markerar en ökning med 11 

från 2022. Fem av dem avbröts av ForumCiv efter att ha väntat en rimlig tid på bekräftelse om 

finansiering från givaren. Av ansökningarna finansierades 19 inte av givare, och tre väntade fortfarande 

på svar vid årets slut. Åtta ansökningar godkändes, inklusive en från Financial Framework Organization 

för EU på global nivå. De återstående sju ansökningarna godkändes för de regionala kontoren i 

Latinamerika och Karibien samt i Östra och Södra Afrika. 

Det andra målet för det strategiska målet var att organisera ett informations- och insamlingsevenemang 

"People and Power". Evenemanget ägde rum i november 2023, med särskild fokus på att utforska 

möjligheter att erhålla oöronmärkta medel. När vi planerar för detta evenemang 2024 har vi värdefulla 

erfarenheter, resultat och informationsmaterial som kan användas för att locka givare. 

Godkännandegraden för ansökningarna 2023 låg på 23%, en betydande förbättring från 2022. 

Framgångsrika givare inkluderade Ford Foundation, Hewlett Foundation, ALINVEST Green Fund of 

the EU, APC (Agencia Presidencial de Cooperación Colombia), Sida genom den svenska ambassaden i 

Kenya och EU-kommissionen. Denna framgång i godkännandegraden, tillsammans med en ökning av 

antalet givare och att erhålla Financial Framework Organization-status för EU, är mycket bra. 

Nyckelfaktorer som bidrog till denna framgång var besök i Bryssel för att etablera kontakter, 

formuleringen av en tydlig strategisk riktning och en ökning både i kvantitet och kvalitet av ansökningar. 

Medan ForumCiv kapitaliserar på dessa framsteg kommer det att finnas fortsatta ansträngningar att 

utforska möjligheter med FN-fonder, även om dessa ansträngningar har varit utmanande. Försöken att 

diversifiera givarpoolen har ännu inte givit de resultat vi önskar på grund av begränsningar av resurser, 

i kombination med externa hinder. 

Målen för 2024 inkluderar: 

• ForumCiv kommer att bygga vidare på sina framgångar med multilaterala finansiärer och säkra 

ytterligare finansiering från EU, samtidigt som några relationer etableras med FN-finansiärer. 

• ForumCiv kommer att fastställa en realistisk plan (inklusive en budget och andra resurser) för 

hur man ska bredda insamlingen av bundna och obundna medel fram till 2027. 

 

5. Framtida utveckling 
5.1 Intern utveckling 

Arbete enligt de strategiska målen har fortgått och från och med 2024 kommer också arbetet att göras 

enligt Idéprogram 2024–2033. 

ForumCivs kontor och enheter verkar inom olika kontexter vilket har gjort att samtliga utvecklat olika 

prioriteringar för verksamhetsåret 2024. Parallellt finns en samsyn om ForumCivs mål och strategier, 

mer specifikt gäller det följande prioriteringar: 

• Ge stöd till och engagera medlemsorganisationer 

• Effektiv kommunikation- och påverkansarbete 

• Fortsätta utveckla kapaciteten hos medlemmar, partners och personal, främst genom utbyte av 

kunskap och erfarenheter 

• Uppnå finansiell hållbarhet och effektivitet 

• Uppnå programmål och säkerställa effekt 
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• Fortsätta att bygga upp den strategiska flexibiliteten och anpassningsförmågan i hela 

organisationen 

• Delta i och bidra till globala initiativ 

 

Prioriteringar för varje enhet och kontor: 

Secretary General's Office: Bibehålla relevans som plattform och organisation, anpassning till interna 

och externa faktorer, säkerställa en fungerande och effektiv organisation genom nödvändiga 

anpassningar, öka medlemsvärdet, genomföra effektiva insamlingsåtgärder och betona 

kommunikationen om våra resultat. 

Advocacy & Communication: Påverkansarbete kring ForumCivs kärnfrågor (Mänskliga rättigheter 

och demokrati, civilsamhället roll och utvecklingsbiståndet), opinionsbilda om EU-valet, stärka 

kommunikationen och samarbetet med medlemmarna, främja Globalportalen och insamlingsinitiativ, 

samt ge internt stöd till enheter och kontor. 

Quality Support Unit: Implementera alla funktioner i Grant Management System CIVIS, samarbeta 

med medlemsorganisationer i innovations, företags- och utvecklingsfrågor. Förbättra kapacitets-

utvecklingsinsatser, optimera Right(s) Way Forward-metoden. Uppdatera ’Risk Management 

Framework’, använda programhandboken och effekthanteringssystemet effektivt. Stödja integrationen 

av den rättighetsbaserade metoden (RBA) och utvecklingsperspektiven på alla kontor. 

Finance: Förse organisationen med stöd genom ekonomisk utbildning, säkerställa ekonomisk kvalitet 

och programefterlevnad. Digitalisera och automatisera ekonomiska processer, utveckla riktlinjer och 

rutiner och genomföra stickprov. Följa upp revisionsrekommendationer, granska organisatoriska 

bedömningsverktyg, systematiskt hantera avvikelseärenden. Bidra till utvecklingen av ’CIVIS-grant 

management system’ och delta i för enheten viktiga möten. 

Swedish Partnership Program Unit: Prioritera bidragshantering, medlemsstöd, kapacitetsutveckling, 

implementering av resultatdelningssystem, initiering av möjligheten till praktik på SPP, samarbete med 

Finansenheten om det s.k. ’Financial Assessment Checklist Tool’ /(FACT)-verktyget, samt följa 

utvecklingen av AI:s möjligheter och risker. 

Regional Offices: Eastern Europe (EE) kommer att koncentrera sig på att avsluta pågående program, 

omforma det EU-finansierade programmet, utveckla sin regionala strategi och stärka relationerna med 

både EU och svenska duty bearer. Östra och södra Afrika kommer att prioritera effektivt 

programgenomförande, periodvis utvärdering, insamling och partnerskapsutveckling, regionalt 

påverkansarbete och teamutveckling. Latinamerika och Karibien kommer att fokusera på diversifiering 

av insamlingar, nätverk, strategiuppdateringar och genomförandet av det regionala programmet. 

Country Offices: Kambodja kommer att prioritera att slutföra det pågående projektet, bevaka 

givarbeslut och förbereda för eventuell utfasning. Liberia kommer att prioritera partnerrevisioner, 

nationell policydialog, avslutande av projekt, slutförande och lansering av landstrategier, givarmöten, 

rapportering, rekrytering och olika initiativ för påverkansarbete. 

  

5.2 Risker och riskhantering 

Under 2023 har vårt riskhanteringssystem utvecklats. Visst arbete återstår och kommer att slutföras 

under 2024. Med anledning av den svenska politiska kontexten har vi i princip under hela 2023 varit i 

risk- och krisberedskap. Utöver detta, och än allvarligare, så har vi också haft löpande beredskap för 

negativ utveckling i våra verksamhetsländer utifrån såväl de extrema klimatförändringarna som avlöst 
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varandra samt de allvarliga krig och konflikter som finns i flera av de platser vi är verksamma. Här 

sticker förstås situationen i Ukraina och Palestina ut. 

De flesta av de risker som ForumCiv har identifierat har hanterats genom att anpassa förväntningarna 

och arbetsplanerna och öka samarbetet, utbytet och det ömsesidiga stödet inom organisationen och med 

medlemmarna. Vi har också fått prioritera om i vissa fall då vissa situationer krävt direkt agerande. 

Arbetet med att diversifiera finansieringskällorna för att minska beroendet från Sida har fortlöpt. Dock 

var planen att kunna lägga än mer tid på detta, men akuta kriser gjorde det inte möjligt i den utsträckning 

som planerades. En annan åtgärd är att inrätta ett system för att hantera växelkursvariationer, med tanke 

på de internationella marknadernas volatilitet. Detta arbete har påbörjats. 

Under året har vi fortsatt arbetet med ökad relevans för våra medlemmar att vara del av vår plattform. 

Då det är en stor risk för ForumCivs existens att medlemmarna inte finner plattformen relevant om 

vidareförmedlingen försvinner kommer arbetet angående ForumCivs mervärde som plattform att öka 

under 2024. 

I det osäkra läget som skapats av brist på transparent information från den svenska regeringen gällande 

förändringar av biståndspolitiken så har vi arbetat så snabbt och transparent vi kan med att informera 

det vi vet till såväl medlemmar som personal för att motverka den osäkerhet som finns så mycket vi kan. 

Vi har på detta sätt gjort vad vi kan för att skapa en trygg arbetsplats och en relevant plattform. 

Behovet av IT-säkerhet och riskerna med brister i densamma har ökat för alla i vår omvärld under året. 

Vi lägger stor vikt vid att ligga så mycket i framkant som våra resurser tillåter. 
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6. Resultat och ställning 
Flerårsöversikt 2023 2022 2021 2020 2019 

Bidrag Sida Civsam (mkr) 238,9 244,4 243,2 266,6 233,9 

Bidrag Sida Partnership Forum 

Infokom (mkr) 

3,5 35,0 34,8 33,7 33,3 

Bidrag andra enheter Sida (mkr) 46,9 30,6 43,3 66,7 85,5 

Övriga bidrag (mkr) 39,3 36,2 25,4 19,6 17,2 

Medlemsavgifter (mkr) 0,6 0,5 0,5 0,5 0,5 

Antal medlemmar 205 208 175 148 134 

Antal anställda Sverige 42 47 47 47 50 

Antal anställda landskontor 66 58 74 88 84 

Antal landskontor 5 5 5 6 6 

Antal givare 13 12 12 12 12 

 

Under 2023 uppgick ForumCivs intäkter exklusive finansiella poster till 334 mkr (353 mkr) vilket är en 

minskning med 19 mkr eller 5,4 procent jämfört med föregående år. 

Bidrag från Sida uppgick till 289 mkr (310 mkr) och utgör den väsentligaste andelen av intäkterna, totalt 

87,1 procent (87,8 procent). Bidrag från Sida Civsam utgjorde den största delen av intäkterna från Sida 

med 238,9 mkr (244,4 mkr). Bidrag från Sida Partnership Forum Infokom utgjorde 3,5 mkr (35,0 mkr) 

vilket är en minskning med 31,5 mkr eller 90,0 procent jämfört med föregående år. Övriga Sida bidrag 

uppgick till 46,9 mkr (30,6 mkr) vilket är en ökning med 16,3 mkr eller 53,5 procent. Övriga bidrag har 

ökat från 36,2 mkr till 39,3 mkr. 

Under 2023 utbetalades 202 mkr till 92 utvecklings-, praktikant- och informationsprojekt som beviljats 

till 66 svenska organisationer. Vidareförmedlingen finansierades av bidrag från Sida Civsam, Sida 

Partnership Forum, Sida Europa samt Universitets- och Högskolerådet. Arbetet utfördes i 58 (63) länder. 

Antal länder är preliminärt och antal kommer att kunna bekräftas vid partners årsrapportering av projekt. 

De totala kostnaderna före finansiella poster uppgick till 331,3 mkr (349,5 mkr). Av detta avsåg 

313,7 mkr (331,7 mkr) ändamålskostnader varav största delen, 64,4 procent (71,9 procent) var bidrag 

till andra enskilda organisationer i Sverige. Andelen av ändamålskostnader för ForumCivs 

direktstödsprogram via landskontor i Afrika, Asien, Latinamerika och Europa uppgick till 82,3 mkr 

(60,2 mkr) vilket är 26,2 procent (18,2 procent). Resterande andel, 29,5 mkr (32,9 mkr) vilket är 9,4 

procent (9,9 procent), avser ändamålskostnader för verksamhet på huvudkontoret. 

De administrativa kostnaderna uppgick till 17,5 mkr (17,8 mkr) vilket utgör 5,3 procent (5,1 procent) 

av de totala verksamhetskostnaderna. 
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6.1 Resultaträkning 

Belopp i tkr Not 2023-12-31 2022-12-31 

Medlemsavgifter 2 615 579 

Gåvor 2 25 8 

Sidabidrag 3 289 286 309 911 

Andra bidrag 4 39 273 36 225 

Nettoomsättning 5 658 553 

Övriga intäkter 6 3 827 5 781 

Summa verksamhetsintäkter  333 684 353 057 

    

Ändamålskostnader 7 -313 693 -331 730 

Insamlingskostnader  -75 -8 

Administrationskostnader  -17 550 -17 756 

Summa verksamhetskostnader 8, 9 -331 318 -349 494 

    

Verksamhetsresultat  2 366 3 563 

    

    

Resultat från finansiella poster    

Ränteintäkter o liknande resultatposter  1 660 2 401 

Räntekostnader o liknande resultatposter  -1 523 -1 230 

Summa resultat finansiella poster  137 1 171 

    

Resultat efter finansiella poster  2 503 4 734 

Årets resultat  2 503 4 734 

    

    

Förändring av ändamålsbestämda medel    

Årets resultat enligt resultaträkningen (se ovan)  2 503 4 734 

Ändamålsbestämning av medel  -2 170 -81 

Utnyttjande av ändamålsbestämda medel från 

tidigare år 

 
0 0 

Kvarstående belopp för året/förändring balanserat 

kapital 

 
333 4 653 
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6.2 Balansräkning 

Belopp i tkr Not 2023-12-31 2022-12-31 

TILLGÅNGAR    

Anläggningstillgångar    

Materiella anläggningstillgångar    

Inventarier 10 13 43 

Finansiella anläggningstillgångar    

Långfristiga fordringar  172 225 

Långfristiga värdepappersinnehav 11 14 230 14 230 

Summa anläggningstillgångar  14 415 14 498 

    

Omsättningstillgångar    

Kortfristiga fordringar    

Kundfordringar  671 108 

Skattefordran  176 143 

Övriga fordringar  3 308 567 

Förutbetalda kostnader och upplupna intäkter 12 4 364 4 308 

  8 519 5 126 

    

Kassa och bank  87 180 76 600 

Summa omsättningstillgångar  95 699 81 726 

    

SUMMA TILLGÅNGAR  110 114 96 225 

    

Belopp i tkr 2023-12-31 2022-12-31 

EGET KAPITAL OCH SKULDER    

Eget kapital    

Reserver  22 363 20 193 

Balanserat kapital  12 617 12 284 

Summa eget kapital  34 980 32 477 

    

Kortfristiga skulder    

Leverantörsskulder  2 785 3 563 

Skuld erhållna ej nyttjade bidrag för återbetalning 13 17 544 919 

Skuld erhållna ej nyttjade bidrag 14 48 253 53 845 

Övriga skulder  3 038 3 052 
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Belopp i tkr Not 2023-12-31 2022-12-31 

Upplupna kostnader och förutbetalda intäkter 15 3 514 2 369 

Summa kortfristiga skulder  75 134 63 747 

SUMMA EGET KAPITAL OCH SKULDER  110 114 96 225 

 

6.3 Rapport över förändringar i eget kapital 

Belopp i tkr Reserver Balanserat Kapital Totalt eget Kapital 

 

Medel till 

egeninsats 

mm 

Reserveringsf

ond SPP 

Administratio

ns-reserv 
  

      

Ingående balans 3 659 0 16 534 12 284 32 477 

Reserveringar 27 1 196 947 -2 170  

Årets resultat    2 503 2 503 

Utgående balans 3 686 1 196 17 481 12 617 34 980 

 

6.4 Kassaflödesanalys 

Belopp i tkr 2023 2022 

   

Den löpande verksamheten   

Resultat efter finansnetto 2 503 4 734 

Avskrivningar 31 134 

Justeringar för övriga poster som inte ingår i kassaflödet 673 -1 154 

Betald skatt -44 -50 

Kassaflöde från den löpande verksamheten före 

förändringar av rörelsekapital 
3 163 3 663 

   

Ökning/minskning av fordringar -3 393 4 572 

Ökning/minskning av skulder 11 385 -56 332 

   

Kassaflöde från den löpande verksamheten efter 

förändringar av rörelsekapital 
11 155 -48 097 

Investeringsverksamheten   

Förvärv av immateriella anläggningstillgångar 0 0 

Förvärv av materiella anläggningstillgångar 0 0 

Försäljning av materiella anläggningstillgångar 81 0 

Förvärv av finansiella anläggningstillgångar 0 0 
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Belopp i tkr 2023 2022 

Försäljning av finansiella anläggningstillgångar 0 0 

   

Kassaflöde från investeringsverksamheten 81 0 

   

Årets kassaflöde 11 236 -48 097 

   

Likvida medel vid årets början 76 598 123 597 

Kursdifferens i likvida medel -654 1 098 

Likvida medel vid årets slut 87 180 76 599 

   

Tilläggsupplysningar till kassaflödesanalysen   

Betalda räntor   

Erhållen ränta 1 660 2 401 

Erlagd ränta 1 523 1 230 

   

Justeringar för poster som inte ingår i kassaflödet mm   

Kursdifferens i likvida medel 654 -1 098 

Försäljning av anläggningstillgångar 0 0 

Vinst/Förlust vid utrangering av anläggningstillgångar 0 0 

Summa justeringar för poster som inte ingår i kassaflödet mm 654 -1 098 

   

Likvida medel   

Följande delkomponenter ingår i likvida medel:   

Kassamedel   

Banktillgodohavanden 87 180 76 600 

Summa 87 180 76 600 
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6.5 Noter 

Belopp i tkr om inget annat anges 

Not 1 Redovisnings- och värderingsprinciper 

ForumCivs redovisnings- och värderingsprinciper överensstämmer med årsredovisningslagen, BFNAR 

2012:1 (K3) och Giva Sveriges Styrande riktlinjer för årsredovisning. Tillgångar och skulder har 

värderats till anskaffningsvärden om inget annat anges nedan. 

Gåvor 

Samtliga gåvor är ovillkorade och intäktsförs vid gåvotillfället. 

Nettoomsättning 

Nettoomsättningen avser försäljning av tjänster, böcker och publikationer. 

Övriga Intäkter 

Övriga intäkter är intäkter som inte är primära för organisationen. 

Medlemsavgifter 

ForumCivs årsmöte fastställer medlemsavgiften för nästkommande år. Redovisade intäkter är 

fakturerade avgifter för aktuellt år. 

Bidrag från Sida och liknande myndigheter 

Samtliga bidrag från Sida och liknande myndigheter redovisas i enlighet med K3 om bidrag från 

offentligrättsliga organ. Det innebär att de intäktsförs endast om det med hög grad av sannolikhet kan 

bedömas att stödet inte kommer att återkrävas, dvs. att organisationen haft utgifter för ändamålet. 

Villkorade bidrag skuldförs tills dess att de utgifter som bidraget ska täcka uppkommer. 

Ändamålskostnader 

Ändamålskostnader är sådana kostnader som kan hänföras till organisationens uppdrag enligt dess 

stadgar. Till ändamålskostnader räknas kostnader för opinionsbildande verksamhet i de fall 

opinionsbildning och upplysande verksamhet ligger i själva uppdraget som organisationen har. 

Exempelvis tematiska kampanjer som organisationen driver. Till ändamålskostnader räknas även de till 

ändamålskostnaderna fördelade gemensamma kostnaderna (samkostnaderna). Kostnader för 

administration som uppstår som en direkt följd av en aktivitet/projekt inom ändamålet räknas till 

ändamålskostnader. Exempel på sådana kostnader är en organisations utlandskontor. Att observera är 

att hantering av projekt inom ramen för ändamålet ofta inkluderar kostnader för ansökan om bidrag 

eftersom bidraget ofta är en förutsättning för att projektet ska genomföras. Därmed hänförs även denna 

särkostnad för bidragsansökan, som oftast är mycket liten, till ändamålskostnader. Uppföljning och 

rapportering av såväl själva projektet som till exempelvis en bidragsgivare ingår också här. 

Administrationskostnader 

Med administrationskostnader avses kostnader för central administration i Sverige (ledning och 

funktioner för administration, ekonomi, IT, HR och planering) som inte utgör ändamålskostnader, 

insamlingskostnader eller kostnader för medlemsorganisationen (års- och medlemsmöten). 

Administrationen utgör en kvalitetsgaranti för ändamålet och för givaren. 
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Redovisning av bidrag 

Lämnade bidrag till enskilda organisationer i Sverige och utomlands kostnadsförs generellt i samband 

med utbetalning. Bidrag finansierade av EU bokas upp som en fordran vid utbetalning och kostnadsförs 

vid återrapportering, från organisation. Erhållna bidrag intäktsförs vid betalningstillfället. Under året ej 

utnyttjade bidrag överförs till nästa år som förutbetald intäkt. Avtal om lämnade bidrag som löper över 

flera år är ej upptagna som skulder i balansräkningen. Motsvarande avtal om bidrag från finansiär som 

ännu ej erhållits är ej heller upptagna som fordringar. 

Ersättningar till anställda 

Löpande ersättningar till anställda i form av löner, sociala avgifter och liknande kostnadsförs i takt med 

att de anställda utför tjänster. Eftersom alla pensionsförpliktelser klassificerats som avgiftsbestämda 

redovisas en kostnad det år pensionen tjänas in. Provisionsbaserad ersättning förekommer inte i 

organisationen. 

Fordringar 

Fordringar upptas till det belopp som efter individuell prövning beräknas bli betalt. 

Utländska valutor 

Fordringar, skulder och likvida medel i utländsk valuta har omräknats till balansdagens kurs. 

Anläggningstillgångar 

Materiella och immateriella anläggningstillgångar värderas till anskaffningsvärde och skrivs av 

systematiskt över den bedömda livslängden om nyttjandetiden överstiger tre år och anskaffningsvärdet 

överstiger 20 tkr. Aktiverade dataprogram avser licenser. 

Följande avskrivningstider tillämpas: 

• Dataprogram 5 år 

• Inventarier 3 år 

• Kontorsutrustning 3 år 

• Datautrustning 3 år 

• Fordon 3 år 

Finansiella tillgångar 

Aktie, obligations och räntefonder redovisas som finansiella anläggnings- och omsättningstillgångar. 

Tillgångarna värderas till anskaffningsvärde minskat med eventuell nedskrivning. Värderingen görs för 

hela värdepappersportföljen i sin helhet, så kallad portföljvärdering. 

Kassaflödesanalys 

Kassaflödesanalysen upprättas enligt den indirekta metoden, dvs den utgår från verksamhetsresultatet. 

Det redovisade kassaflödet omfattar endast transaktioner som medför in- eller utbetalningar. Som 

likvida medel klassificeras endast kassa och banktillgodohavanden. 
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Not 2 Medlemsavgifter och gåvor 

Medlemsavgift Kr Antal medlemmar Tkr Antal medlemmar Tkr 

  2023 2022 

0  0 0 0 0 

250  0 0 3 1 

500  59 30 41 21 

750  0 0 5 4 

1 000  26 26 29 29 

1 500  45 68 42 63 

2 000  12 24 12 24 

2 500  0 0 1 2 

3 000  10 30 10 30 

4 000  0 0 0 0 

5 000  11 55 12 60 

7 500  0 0 1 7 

8 000  13 104 13 104 

12 000  12 144 12 144 

15 000  9 135 6 90 

 Summa 197 615 187 579 

 

Under 2023 betalade sammanlagt 197 medlemmar medlemsavgift. Utöver detta blev 8 nya 

organisationer medlemmar under 2023. Ingen medlemsavgift utgick för dessa då de blev medlemmar 

sent på året. 

Gåvor fördelar sig enligt följande: 

  2023 2022 

Allmänheten 25 8 

Summa 25 8 

 

Not 3 Sidabidrag  

  2023 2022 

Bidrag Civsam 238 875 244 355 

Bidrag Sida Partnership Forum Infokom 3 497 34 997 

Övriga Sida bidrag 46 914 30 559 

Summa 289 286 309 911 
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Fördelning av övriga Sida bidrag 

  2023 2022 

Belarus 12 916 11 095 

Colombia 3 983 0 

Kenya 15 503 5 309 

Liberia 13 344 13 114 

Sverige 1 169 1 041 

Summa 46 915 30 559 

 

Not 4 Andra bidrag 

  2023 2022 

Svenska myndigheter 5 705 8 765 

EU-bidrag 18 898 20 615 

Bidrag från andra organisationer 14 671 6 845 

Summa 39 273 36 225 

 

Not 5 Nettoomsättning 

  2023 2022 

Försäljning av tjänster 656 552 

Försäljning av böcker/skrifter 2 1 

Summa 658 553 

 

Not 6 Övriga intäkter 

  2023 2022 

Administrativa avgifter 1196 0 

Hyresintäkter 1236 298 

Valutavinster 1270 945 

Försäljning av inventarier 81 4 

Övriga intäkter 44 4534 

Summa 3 827 5 781 
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Not 7 Ändamålskostnader  

  2023 2022 

Kommunikation 1 593 1 665 

Opinions- o påverkansarbete 355 1 857 

Kompetens och metodutveckling 1 536 2 147 

Globalportalen 662 1 640 

Program Afrika 41 287 23 395 

Program Asien 2 178 2 694 

Program Latinamerika 21 000 21 058 

Program Europa 17 861 13 092 

Bidrag till svenska organisationer 201 873 238 630 

Handläggning av bidrag 18 555 18 685 

IT, ekonomi, HR, kontorskostnader 6 792 6 866 

Summa 313 693 331 730 

 

Not 8 Antal anställda, löner och sociala kostnader 

Löner, och andra ersättningar 2023 2022 

Styrelse och Generalsekreterare 1 118 1 078 

Övriga anställda   

Sverige 20 323 21 652 

Colombia 2 434 1 968 

Kambodja 532 594 

Kenya 5 323 5 110 

Litauen 2 056 1 948 

Liberia 3 687 3 349 

Summa 35 472 35 699 

   

Sociala kostnader 11 138 11 639 

(varav pensionskostnader) 2 485 2 718 

Av pensionskostnaderna avser 

Generalsekreterare 
145 142 

   

Ersättningar understigande ett halvt 

prisbasbelopp 
108 113 
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Generalsekreterarens lön reviderades i juli 2023 och månadslönen uppgick då till 72.000 kr. Lokala 

bestämmelser om förmåner kopplade till anställningen tillämpas. Pensionsavsättningar görs i enlighet 

med gällande kollektivavtal. 

Medelantal 

anställda 
2023 2022 

 Antal Varav män Antal Varav män 

Sverige 42 19% 47 22% 

Colombia 13 31% 12 32% 

Kambodja 3 20% 4 16% 

Kenya 24 45% 18 56% 

Litauen 6 34% 6 28% 

Liberia 20 75% 18 77% 

Summa 108 37% 105 39% 

 

Styrelseledamöter och 

ledande 
2023 2022 

Befattningshavare Antal Varav män Antal Varav män 

Styrelseledamöter 11 55% 11 55% 

Generalsekreterare 1 0% 1 0% 

Övrig ledningsgrupp 13 38% 13 31% 

 

Not 9 Leasing 

Organisationen leasar framför allt kontorslokaler och kontorsutrustning. Kostnadsförda leasingavgifter 

uppgår till 5 576 (5 445). Av leasingavgifterna för 2023 avser 5 409 kostnader för hyror. Det mest 

väsentliga hyresavtalet avser huvudkontoret i Stockholm med en kostnad på 3 684. Avtalet för denna 

lokal sträcker sig till 2025-05-31. 

  2023 2022 

Inom 1 år 4 182 3 962 

1-5 år 2 237 4 226 

Senare än 5 år 0 0 

Summa 6 419 8 188 
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Not 10 Inventarier 

  2023 2022 

Ackumulerade anskaffningsvärden   

Vid årets början 3 683 3 764 

Nyanskaffningar 0 92 

Avyttringar och utrangeringar -199 -173 

Summa 3 484 3 683 

   

Ingående bidrag -2 056 -2 229 

Årets bidrag 0 0 

Försäljningar och utrangeringar 199 173 

Summa -1 857 -2 056 

   

Netto anskaffningsvärde 1 627 1 627 

Ackumulerade avskrivningar enligt 

plan 
  

Vid årets början -1 583 -1 449 

Avyttringar och utrangeringar 0 0 

Årets avskrivning enligt plan -31 -134 

Summa -1 614 -1 583 

Redovisat värde vid årets slut 13 43 

 

Not 11 Värdepappersinnehav 

  2023 2022 

Långfristiga   

Vid årets början 14 230 14 230 

Förvärv 0 0 

Försäljningar 0 0 

Redovisat värde vid årets slut 14 230 14 230 

   

Specifikation av värdepapper:   

 Redovisat värde Marknadsvärde 

Aktiefonder   

Nordea Emerging Stars Equity fond 360 578 

Nordea European value fund 472 652 

 832 1 230 
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  2023 2022 

Obligationsfonder   

Institutionella 

Företagsobligationsfonden 
4 313 4 864 

Nordea Bostadsobligationsfond 2 422 2 529 

Nordea Swedish Stars 2 537 2 563 

 9 272 9 957 

Räntefonder   

Nordea Institutionell Kortränta 1 574 1 653 

Handelsbanken Institutionell 

Kortränta 
2 552 2 699 

 4 126 4 352 

   

Summa värdepapper 2023-12-31 14 230 15 539 

 

Not 12 Förutbetalda kostnader och upplupna intäkter 

  2023 2022 

Försäkringar 299 283 

Hyror 1 098 1 038 

Bidrag andra organisationer 2 092 2 015 

Övriga poster 875 972 

Summa 4 364 4 308 

 

Not 13 Skuld erhållna ej nyttjade bidrag för återbetalning 

  2023 2022 

Outnyttjade bidrag Sida 14 898 733 

Outnyttjade bidrag andra givare 67 0 

Räntor 2 578 0 

Återbetalningar av 

vidareförmedlade medel 
0 186 

Summa 17 544 919 

 

Outnyttjade bidrag avser överskott från avslutade projekt 
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Not 14 Skuld erhållna ej nyttjade bidrag 

  2023 2022 

Förutbetalda bidrag Sida 32 945 23 114 

Förutbetalda bidrag andra givare 15 308 30 731 

Summa 48 253 53 845 

 

Not 15 Upplupna kostnader och förutbetalda intäkter 

  2023 2022 

Löne- och semesterskuld 1 139 954 

Upplupna sociala avgifter 296 257 

Övriga poster 2 079 1 158 

Summa 3 514 2 369 

 

Not 16 Ställda säkerheter och eventualförpliktelser 

  2023 2022 

Ställda säkerheter 1 599 1 599 

Eventualförpliktelser Inga Inga 

 

Not 17 Väsentliga händelser efter räkenskapsårets utgång 

Regeringen har tagit beslut om en ny CSO-strategi som gäller till och med 31 december 2024. 

Osäkerheten kring hur dess innehåll ska tolkas kommer att påverka ForumCiv och dess medlemmar 

främst gällande beslutet kring ökad egenfinansiering i projekt. 

Regeringen gav den 29 februari ett uppdrag till Sida att utreda bistånd som förmedlas genom 

civilsamhällesorganisationer. Där ibland ekonomiska konsekvenser av ansvarsöverföring till Sida från 

strategiska partnerorganisationer gällande vidareförmedlingen. Med det övergripande målet att se över 

arbetssätt så att administrativa kostnader och transaktionskostnader samt transaktionsled kan minska i 

svensk biståndsverksamhet. Resultatet från Sidas utredning kommer med största sannolikhet ha stor 

påverkan på ForumCivs verksamhet. 

Säkerhetssituationen kopplad till Ukraina gör att vår personal i Östeuropa behöver ha beredskap för ett 

ännu fortsatt spänt läge i regionen då kriget har pågått i över två år. 

Regeringens förhållningssätt till en mycket restriktiv hållning gällande stöd till Palestina samt nu också 

det starka våldet på Gaza-remsan påverkar ForumCivs möjlighet till finansiering av projekt i området. 
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Stockholm den dag som framgår av vår elektroniska underskrift: 

  

  

Magnus Lindell                                                Anna Stenvinkel 

Ordförande                                                      Generalsekreterare 

  

  

Amanda Valentin                                             Pär Ljungvall 

  

Monica Nordenwald                                         Nike Dahlskog 

  

Kristina Meseret Andersson                             Pär Viktorsson Harrby 

  

Nuur Hussein                                                   Ingela Svedin 

  

Björn Forsberg                                                 Elias Fjellander 

  

  

Vår revisionsberättelse har lämnats den dag som framgår av vår elektroniska underskrift 
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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5.2 Withdraw invitation

5.3 Extend due date

5.4 Restart document

5.5 Start signing

5.6 Download document

5.7 Send reminder

5.8 Send document again

5.9 Change of authentication to view and authentication to sign methods

5.10 Bounce management

5.11 Review Attachments

5.12 Review evidence attachments

6. Follow the workflow (Party)

6.1 Overview of Workflow Execution

6.2 Accessing the Sign View

6.2.1 Invitation message

6.2.2 List of Initiated Workflows

6.3 Authenticate to view

6.3.1 Authentication to view

6.4 Reviewing the Sign Material

6.4.1 Contact information

6.4.2 Branded header

6.4.3 Other branded Sign View components

6.4.4 Signing header

6.4.5 Review instruction

6.4.6 Mandatory/optional explanation

6.4.7 Download PDF

6.4.8 Document display

6.4.9 Guiding arrow

6.4.10 Text fields

6.4.11 Checkboxes

6.4.12 Radio buttons

6.4.13 Signature box

6.4.14 About you section

6.4.15 Attachments section

6.4.16 Requested attachments section

6.4.17 Signatories section

6.4.18 Reject or sign section

6.5 Rejecting to sign the Sign Material

6.5.1 Reject button

6.5.2 Rejection section

6.5.3 Rejection confirmation page

6.6 Signing the Sign Material

6.6.1 Signature Drawing Modal

6.6.2 PIN by SMS authentication and Signature Confirmation Section

6.6.3 Swedish BankID authentication and Signature Confirmation Section

6.6.4 Signature Confirmation Section

6.7 Receiving the confirmation after signing

6.7.1 Signature Registration Section

6.7.2 Signature confirmation page

6.7.3 Signature confirmation message

7. Evidence collection

7.1 Collecting missing Sign Material

7.2 Producing the Transaction Logs

7.2.1 Recording Signatories’ activities in Scrive eSign

7.2.2 Generating images of the confirmation after Signatories signed

7.2.3 Recording Signatories’ system information

7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

7.3 Recording clock error

8. Evidence Package generation

8.1 Preparing the Evidence Package

8.1.1 Prepare a Final PDF (step 1)

8.1.2 Append the Verification Page (step 2)

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

8.1.4 Append the Evidence Quality Framework (step 4)

8.1.5 Append the Service Description (step 5)

8.1.6 Append the Evidence Log (step 6)

8.1.7 Append the Evidence of Time (step 7)

8.1.8 Append the Evidence of Intent (step 8)

8.1.9 Append the Digital Signature Documentation (step 9)

8.1.10 Append the Digital Signature (step 10)

8.1.11 Append the Keyless Digital Signature (step 11)

8.1.12 PAdES Digital Signature (optional to Steps 10 and 11)

9. Document administration

9.1 Document list

9.1.1 List view

9.1.2 Learn more and manage workflow

9.1.3 Mass-withdraw invitations

9.1.4 Send mass-reminder

9.1.5 Delete

9.1.6 Filter and search

9.1.7 Download all documents

9.1.8 Download metadata as CSV

9.2 Template Workflow editing list

9.2.1 List view

9.2.2 Filter and search

9.2.3 Delete

9.2.4 Share

9.3 Trash list

9.3.1 List view

9.3.2 Filter and search

9.3.3 Restore

9.4 Auto-deletion of documents and personal data

10. Account administration

10.1 Organisation administration

10.1.1 Organisation details

10.1.2 White-label branding

10.2 User administration

10.2.1 User privileges

10.2.2 User management

1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

		Time		CES		IP address and User-Agent		Event

		2024-04-26 10:16:41.844363 UTC ±31 ms		2024-04-26 09:47:52.646436 UTC		
      213.179.6.97
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36 Edg/124.0.0.0
      
    		
      
        The initiator Sahra Daar (SD) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_EN, c) set the signing due date to 2024-04-29 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.
      

    

		2024-04-26 10:16:41.844363 UTC ±31 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (bjornone@gmail.com) to Björn Forsberg (BF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej!

Toppen om samtliga e-signerar årsredovisningen 2023  så snart ni kan! 


Deadline är satt nu på måndag 2024-04-29. 

Hör av er om ni undrar något.

Bästa hälsningar,
Sahra
      

    

		2024-04-26 10:16:41.844363 UTC ±31 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (magnus.lindell@forumciv.org) to Magnus Lindell (ML). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej!

Toppen om samtliga e-signerar årsredovisningen 2023  så snart ni kan! 


Deadline är satt nu på måndag 2024-04-29. 

Hör av er om ni undrar något.

Bästa hälsningar,
Sahra
      

    

		2024-04-26 10:16:41.844363 UTC ±31 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (elias.fjellander@lsu.se) to Elias Fjellander (EF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej!

Toppen om samtliga e-signerar årsredovisningen 2023  så snart ni kan! 


Deadline är satt nu på måndag 2024-04-29. 

Hör av er om ni undrar något.

Bästa hälsningar,
Sahra
      

    

		2024-04-26 10:16:41.844363 UTC ±31 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (ingela.svedin@gmail.com) to Ingela Svedin (IS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej!

Toppen om samtliga e-signerar årsredovisningen 2023  så snart ni kan! 


Deadline är satt nu på måndag 2024-04-29. 

Hör av er om ni undrar något.

Bästa hälsningar,
Sahra
      

    

		2024-04-26 10:16:41.844363 UTC ±31 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (kristina@onewomanarmy.se) to Kristina Meseret Andersson (KMA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej!

Toppen om samtliga e-signerar årsredovisningen 2023  så snart ni kan! 


Deadline är satt nu på måndag 2024-04-29. 

Hör av er om ni undrar något.

Bästa hälsningar,
Sahra
      

    

		2024-04-26 10:16:41.844363 UTC ±31 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (marieamandavalentin@gmail.com) to Amanda Valentin (AV). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej!

Toppen om samtliga e-signerar årsredovisningen 2023  så snart ni kan! 


Deadline är satt nu på måndag 2024-04-29. 

Hör av er om ni undrar något.

Bästa hälsningar,
Sahra
      

    

		2024-04-26 10:16:41.844363 UTC ±31 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (nordenwald@hotmail.com) to Monica Nordenwald (MN). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej!

Toppen om samtliga e-signerar årsredovisningen 2023  så snart ni kan! 


Deadline är satt nu på måndag 2024-04-29. 

Hör av er om ni undrar något.

Bästa hälsningar,
Sahra
      

    

		2024-04-26 10:16:41.844363 UTC ±31 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (nike.dahlskog@vansterpartiet.se) to Nike Dahlskog (ND). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej!

Toppen om samtliga e-signerar årsredovisningen 2023  så snart ni kan! 


Deadline är satt nu på måndag 2024-04-29. 

Hör av er om ni undrar något.

Bästa hälsningar,
Sahra
      

    

		2024-04-26 10:16:41.844363 UTC ±31 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (nuur_husen@hotmail.com) to Nuur Husen (NH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej!

Toppen om samtliga e-signerar årsredovisningen 2023  så snart ni kan! 


Deadline är satt nu på måndag 2024-04-29. 

Hör av er om ni undrar något.

Bästa hälsningar,
Sahra
      

    

		2024-04-26 10:16:41.844363 UTC ±31 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (parljung54@hotmail.com) to Pär Ljungvall (PL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej!

Toppen om samtliga e-signerar årsredovisningen 2023  så snart ni kan! 


Deadline är satt nu på måndag 2024-04-29. 

Hör av er om ni undrar något.

Bästa hälsningar,
Sahra
      

    

		2024-04-26 10:16:41.844363 UTC ±31 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (par.wiktorsson@gmail.com) to Pär Wiktorsson (PW). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej!

Toppen om samtliga e-signerar årsredovisningen 2023  så snart ni kan! 


Deadline är satt nu på måndag 2024-04-29. 

Hör av er om ni undrar något.

Bästa hälsningar,
Sahra
      

    

		2024-04-26 10:16:41.844363 UTC ±31 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (anna.stenvinkel@forumciv.org) to Anna Stenvinkel (AS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej!

Toppen om samtliga e-signerar årsredovisningen 2023  så snart ni kan! 


Deadline är satt nu på måndag 2024-04-29. 

Hör av er om ni undrar något.

Bästa hälsningar,
Sahra
      

    

		2024-04-26 10:16:45.162199 UTC ±31 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Magnus Lindell (ML) was delivered.
      

    

		2024-04-26 10:16:45.188844 UTC ±31 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Elias Fjellander (EF) was delivered.
      

    

		2024-04-26 10:16:45.212843 UTC ±31 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Kristina Meseret Andersson (KMA) was delivered.
      

    

		2024-04-26 10:16:45.237668 UTC ±31 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Amanda Valentin (AV) was delivered.
      

    

		2024-04-26 10:16:45.265478 UTC ±31 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Monica Nordenwald (MN) was delivered.
      

    

		2024-04-26 10:16:45.291069 UTC ±31 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Nike Dahlskog (ND) was delivered.
      

    

		2024-04-26 10:16:45.313573 UTC ±31 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Nuur Husen (NH) was delivered.
      

    

		2024-04-26 10:16:45.336073 UTC ±31 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Pär Wiktorsson (PW) was delivered.
      

    

		2024-04-26 10:16:51.017299 UTC ±31 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Björn Forsberg (BF) was delivered.
      

    

		2024-04-26 10:16:51.039757 UTC ±31 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Pär Ljungvall (PL) was delivered.
      

    

		2024-04-26 10:16:51.06025 UTC ±31 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anna Stenvinkel (AS) was delivered.
      

    

		2024-04-26 10:16:57.240074 UTC ±32 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ingela Svedin (IS) was delivered.
      

    

		2024-04-26 10:16:59.376364 UTC ±32 ms		2024-04-26 09:47:52.646436 UTC		
      83.190.101.0
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/119.0.0.0 Safari/537.36
      
    		
      
        The party Nike Dahlskog (ND) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-04-26 10:17:43.219726 UTC ±32 ms		2024-04-26 09:47:52.646436 UTC		
      83.190.101.0
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/119.0.0.0 Safari/537.36
      
    		
      
        The document was signed by Nike Dahlskog (ND) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv Årsredovisning 2023" with transaction number 9222115557516213719.







Data returned from 
  the BankID network
:
  
Name: NIKE DAHLSKOG
  
ID number: 
  *Redacted by author*

  
IP: 83.190.101.0

















Signature: 


  *Redacted by author*


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2024-04-26 10:18:48.154245 UTC ±33 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to par.wiktorsson@gmail.com was opened.
      

    

		2024-04-26 10:28:41.846119 UTC ±44 ms		2024-04-26 09:47:52.646436 UTC		
      85.228.15.171
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36 Edg/123.0.0.0
      
    		
      
        The party Magnus Lindell (ML) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-04-26 10:29:12.781409 UTC ±45 ms		2024-04-26 09:47:52.646436 UTC		
      85.228.15.171
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36 Edg/123.0.0.0
      
    		
      
        The document was signed by Magnus Lindell (ML) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv Årsredovisning 2023" with transaction number 9222115557516213719.







Data returned from 
  the BankID network
:
  
Name: MAGNUS LINDELL
  
ID number: 
  *Redacted by author*

  
IP: 85.228.15.171

















Signature: 


  *Redacted by author*


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2024-04-26 10:30:28.091391 UTC ±46 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to par.wiktorsson@gmail.com was opened.
      

    

		2024-04-26 10:30:34.872809 UTC ±46 ms		2024-04-26 09:47:52.646436 UTC		
      90.224.35.248
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36
      
    		
      
        The party Pär Wiktorsson (PW) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-04-26 10:31:55.679336 UTC ±47 ms		2024-04-26 09:47:52.646436 UTC		
      90.224.35.248
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36
      
    		
      
        The document was signed by Pär Wiktorsson (PW) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv Årsredovisning 2023" with transaction number 9222115557516213719.







Data returned from 
  the BankID network
:
  
Name: PÄR VIKTORSSON HARRBY
  
ID number: 
  *Redacted by author*

  
IP: 90.224.35.248

















Signature: 


  *Redacted by author*


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2024-04-26 10:43:12.144647 UTC ±59 ms		2024-04-26 09:47:52.646436 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to parljung54@hotmail.com was opened.
      

    

		2024-04-26 10:43:33.720873 UTC ±60 ms		2024-04-26 09:47:52.646436 UTC		
      94.191.153.151
      
        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/24.0 Chrome/117.0.0.0 Mobile Safari/537.36
      
    		
      
        The party Pär Ljungvall (PL) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-04-26 10:44:06.990958 UTC ±60 ms		2024-04-26 09:47:52.646436 UTC		
      94.191.153.151
      
        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/24.0 Chrome/117.0.0.0 Mobile Safari/537.36
      
    		
      
        The party Pär Ljungvall (PL) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-04-26 10:47:24.641954 UTC ±64 ms		2024-04-26 09:47:52.646436 UTC		
      213.179.6.97
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36 Edg/124.0.0.0
      
    		
      
        The party Anna Stenvinkel (AS) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-04-26 10:47:43.244007 UTC ±64 ms		2024-04-26 09:47:52.646436 UTC		
      213.179.6.97
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36 Edg/124.0.0.0
      
    		
      
        The document was signed by Anna Stenvinkel (AS) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv Årsredovisning 2023" with transaction number 9222115557516213719.







Data returned from 
  the BankID network
:
  
Name: ANNA STENVINKEL
  
ID number: 
  *Redacted by author*

  
IP: 213.179.6.97

















Signature: 


  *Redacted by author*


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2024-04-26 10:48:20.168262 UTC ±3 ms		2024-04-26 10:47:54.353927 UTC		
      94.191.153.151
      
        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/24.0 Chrome/117.0.0.0 Mobile Safari/537.36
      
    		
      
        The document was signed by Pär Ljungvall (PL) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv Årsredovisning 2023" with transaction number 9222115557516213719.







Data returned from 
  the BankID network
:
  
Name: Pär Erik Ljungvall
  
ID number: 
  *Redacted by author*

  
IP: 193.234.7.227

















Signature: 


  *Redacted by author*


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2024-04-26 10:49:57.741278 UTC ±4 ms		2024-04-26 10:47:54.353927 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to parljung54@hotmail.com was opened.
      

    

		2024-04-26 15:52:43.719835 UTC ±4 ms		2024-04-26 15:48:03.840127 UTC		
      83.253.221.47
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36
      
    		
      
        The party Kristina Meseret Andersson (KMA) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-04-26 15:53:11.120142 UTC ±5 ms		2024-04-26 15:48:03.840127 UTC		
      83.253.221.47
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36
      
    		
      
        The document was signed by Kristina Meseret Andersson (KMA) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv Årsredovisning 2023" with transaction number 9222115557516213719.







Data returned from 
  the BankID network
:
  
Name: KRISTINA MESERET ANDERSSON
  
ID number: 
  *Redacted by author*

  
IP: 83.253.221.47

















Signature: 


  *Redacted by author*


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2024-04-26 20:56:47.883014 UTC ±11 ms		2024-04-26 20:48:18.229838 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to ingela.svedin@gmail.com was opened.
      

    

		2024-04-27 08:15:10.347818 UTC ±26 ms		2024-04-27 07:48:47.928052 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an automatic reminder to sign using email to Björn Forsberg (BF) at the request of the Scrive system.
      

    

		2024-04-27 08:15:10.347818 UTC ±26 ms		2024-04-27 07:48:47.928052 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an automatic reminder to sign using email to Elias Fjellander (EF) at the request of the Scrive system.
      

    

		2024-04-27 08:15:10.347818 UTC ±26 ms		2024-04-27 07:48:47.928052 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an automatic reminder to sign using email to Ingela Svedin (IS) at the request of the Scrive system.
      

    

		2024-04-27 08:15:10.347818 UTC ±26 ms		2024-04-27 07:48:47.928052 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an automatic reminder to sign using email to Amanda Valentin (AV) at the request of the Scrive system.
      

    

		2024-04-27 08:15:10.347818 UTC ±26 ms		2024-04-27 07:48:47.928052 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an automatic reminder to sign using email to Monica Nordenwald (MN) at the request of the Scrive system.
      

    

		2024-04-27 08:15:10.347818 UTC ±26 ms		2024-04-27 07:48:47.928052 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an automatic reminder to sign using email to Nuur Husen (NH) at the request of the Scrive system.
      

    

		2024-04-27 08:19:00.909859 UTC ±30 ms		2024-04-27 07:48:47.928052 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Björn Forsberg (BF) was delivered.
      

    

		2024-04-27 08:19:00.934384 UTC ±30 ms		2024-04-27 07:48:47.928052 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Elias Fjellander (EF) was delivered.
      

    

		2024-04-27 08:19:00.954119 UTC ±30 ms		2024-04-27 07:48:47.928052 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ingela Svedin (IS) was delivered.
      

    

		2024-04-27 08:19:00.976582 UTC ±30 ms		2024-04-27 07:48:47.928052 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Amanda Valentin (AV) was delivered.
      

    

		2024-04-27 08:19:00.997734 UTC ±30 ms		2024-04-27 07:48:47.928052 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Monica Nordenwald (MN) was delivered.
      

    

		2024-04-27 08:19:01.017977 UTC ±30 ms		2024-04-27 07:48:47.928052 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Nuur Husen (NH) was delivered.
      

    

		2024-04-27 08:23:29.004657 UTC ±34 ms		2024-04-27 07:48:47.928052 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to par.wiktorsson@gmail.com was opened.
      

    

		2024-04-27 08:45:56.572082 UTC ±55 ms		2024-04-27 07:48:47.928052 UTC		
      194.14.10.100
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36
      
    		
      
        The party Elias Fjellander (EF) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-04-27 08:46:22.677102 UTC ±55 ms		2024-04-27 07:48:47.928052 UTC		
      194.14.10.100
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36
      
    		
      
        The signatory Elias Fjellander (EF) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  
      

    

		2024-04-27 08:46:35.825105 UTC ±55 ms		2024-04-27 07:48:47.928052 UTC		
      194.14.10.100
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36
      
    		
      
        The document was signed by Elias Fjellander (EF) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv Årsredovisning 2023" with transaction number 9222115557516213719.







Data returned from 
  the BankID network
:
  
Name: ELIAS FJELLANDER
  
ID number: 
  *Redacted by author*

  
IP: 194.14.10.225

















Signature: 


  *Redacted by author*


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2024-04-27 09:23:13.371847 UTC ±112 ms		2024-04-27 08:48:49.669685 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to nordenwald@hotmail.com was opened.
      

    

		2024-04-27 09:36:02.180525 UTC ±154 ms		2024-04-27 08:48:49.669685 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to ingela.svedin@gmail.com was opened.
      

    

		2024-04-27 09:36:05.841266 UTC ±154 ms		2024-04-27 08:48:49.669685 UTC		
      94.191.136.234
      
        Mozilla/5.0 (Linux; Android 10; SAMSUNG SM-G960F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/13.0 Chrome/83.0.4103.106 Mobile Safari/537.36
      
    		
      
        The party Ingela Svedin (IS) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-04-27 09:37:58.58247 UTC ±160 ms		2024-04-27 08:48:49.669685 UTC		
      94.191.136.234
      
        Mozilla/5.0 (Linux; Android 10; SAMSUNG SM-G960F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/13.0 Chrome/83.0.4103.106 Mobile Safari/537.36
      
    		
      
        The document was signed by Ingela Svedin (IS) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv Årsredovisning 2023" with transaction number 9222115557516213719.







Data returned from 
  the BankID network
:
  
Name: INGELA KARIN MARIE SVEDIN
  
ID number: 
  *Redacted by author*

  
IP: 94.191.136.234

















Signature: 


  *Redacted by author*


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2024-04-27 16:10:05.019611 UTC ±25 ms		2024-04-27 15:49:02.790079 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to nuur_husen@hotmail.com was opened.
      

    

		2024-04-27 16:10:05.504085 UTC ±25 ms		2024-04-27 15:49:02.790079 UTC		
      94.191.137.98
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 16_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5.2 Mobile/15E148 Safari/604.1
      
    		
      
        The party Nuur Husen (NH) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-04-27 16:10:32.560992 UTC ±25 ms		2024-04-27 15:49:02.790079 UTC		
      94.191.137.98
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 16_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5.2 Mobile/15E148 Safari/604.1
      
    		
      
        The document was signed by Nuur Husen (NH) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv Årsredovisning 2023" with transaction number 9222115557516213719.







Data returned from 
  the BankID network
:
  
Name: NUUR HUSEIN ABDI
  
ID number: 
  *Redacted by author*

  
IP: 94.191.137.98

















Signature: 


  *Redacted by author*


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2024-04-28 10:05:40.336218 UTC ±19 ms		2024-04-28 09:49:48.971516 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to nordenwald@hotmail.com was opened.
      

    

		2024-04-28 10:05:42.219487 UTC ±19 ms		2024-04-28 09:49:48.971516 UTC		
      188.151.115.224
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36
      
    		
      
        The party Monica Nordenwald (MN) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-04-28 10:06:25.042744 UTC ±20 ms		2024-04-28 09:49:48.971516 UTC		
      188.151.115.224
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36
      
    		
      
        The signatory Monica Nordenwald (MN) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  
      

    

		2024-04-28 10:06:47.519047 UTC ±20 ms		2024-04-28 09:49:48.971516 UTC		
      188.151.115.224
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36
      
    		
      
        The document was signed by Monica Nordenwald (MN) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv Årsredovisning 2023" with transaction number 9222115557516213719.







Data returned from 
  the BankID network
:
  
Name: Monica Katarina Nordenvald
  
ID number: 
  *Redacted by author*

  
IP: 193.203.13.232

















Signature: 


  *Redacted by author*


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2024-04-29 07:51:01.40888 UTC ±0 ms		2024-04-29 07:50:42.317371 UTC		
      213.179.6.97
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36 Edg/124.0.0.0
      
    		
      
        Scrive eSign sent a reminder to sign via email to Björn Forsberg (BF) at the request of the user Sahra Daar (SD). The reminder message from the user Sahra Daar (SD) was: 
 Hej Björn, 

Hoppas att allt är bra med dig! 

Toppen om du e-signerar det här dokumentet idag. Du fyller i ditt personnummer precis som förra gången och sedan ditt Bank-id.

Hör av dig om du har några frågor!

Vänligen,
Sahra.
      

    

		2024-04-29 07:51:07.966865 UTC ±1 ms		2024-04-29 07:50:42.317371 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Björn Forsberg (BF) was delivered.
      

    

		2024-04-29 07:51:51.371252 UTC ±1 ms		2024-04-29 07:50:42.317371 UTC		
      213.179.6.97
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36 Edg/124.0.0.0
      
    		
      
        Scrive eSign sent a reminder to sign via email to Amanda Valentin (AV) at the request of the user Sahra Daar (SD). The reminder message from the user Sahra Daar (SD) was: 
 Hej Amanda,

Hoppas att allt är bra med dig!

Vill bara påminna att e-signera årsredovisningen senast idag.

Hör av dig om du har några frågor!

Vänligen,
Sahra.
      

    

		2024-04-29 07:51:59.571678 UTC ±1 ms		2024-04-29 07:50:42.317371 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Amanda Valentin (AV) was delivered.
      

    

		2024-04-29 15:12:58.792627 UTC ±25 ms		2024-04-29 14:50:56.631201 UTC		
      213.179.6.97
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36 Edg/124.0.0.0
      
    		
      
        The user Sahra Daar (SD) prolonged the signing due date.
      

    

		2024-04-29 15:19:51.843266 UTC ±32 ms		2024-04-29 14:50:56.631201 UTC		
      213.179.6.97
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36 Edg/124.0.0.0
      
    		
      
        The user Sahra Daar (SD) prolonged the signing due date.
      

    

		2024-04-29 15:20:47.391892 UTC ±33 ms		2024-04-29 14:50:56.631201 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to bjornone@gmail.com was opened.
      

    

		2024-04-29 15:20:55.764364 UTC ±33 ms		2024-04-29 14:50:56.631201 UTC		
      94.234.111.70
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 14_7_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1
      
    		
      
        The party Björn Forsberg (BF) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-04-29 15:21:22.49621 UTC ±34 ms		2024-04-29 14:50:56.631201 UTC		
      94.234.111.70
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 14_7_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1
      
    		
      
        The document was signed by Björn Forsberg (BF) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv Årsredovisning 2023" with transaction number 9222115557516213719.







Data returned from 
  the BankID network
:
  
Name: Björn Erik Forsberg
  
ID number: 
  *Redacted by author*

  
IP: 94.234.111.70

















Signature: 


  *Redacted by author*


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2024-04-29 16:41:46.902964 UTC ±51 ms		2024-04-29 15:50:58.630995 UTC		
      79.136.63.170
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36
      
    		
      
        The party Amanda Valentin (AV) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-04-29 16:41:47.918053 UTC ±51 ms		2024-04-29 15:50:58.630995 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to marieamandavalentin@gmail.com was opened.
      

    

		2024-04-29 16:42:14.592017 UTC ±51 ms		2024-04-29 15:50:58.630995 UTC		
      79.136.63.170
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36
      
    		
      
        The signatory Amanda Valentin (AV) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  
      

    

		2024-04-29 16:42:43.721923 UTC ±52 ms		2024-04-29 15:50:58.630995 UTC		
      79.136.63.170
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36
      
    		
      
        The document was signed by Amanda Valentin (AV) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv Årsredovisning 2023" with transaction number 9222115557516213719.







Data returned from 
  the BankID network
:
  
Name: MARIE-AMANDA VALENTIN
  
ID number: 
  *Redacted by author*

  
IP: 79.136.63.170

















Signature: 


  *Redacted by author*


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2024-04-29 16:42:43.721923 UTC ±52 ms		2024-04-29 15:50:58.630995 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (erik.albenius@pwc.com) to Erik Albenius (EA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej!

Toppen om samtliga e-signerar årsredovisningen 2023  så snart ni kan! 


Deadline är satt nu på måndag 2024-04-29. 

Hör av er om ni undrar något.

Bästa hälsningar,
Sahra
      

    

		2024-04-29 16:42:43.721923 UTC ±52 ms		2024-04-29 15:50:58.630995 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (a-bellatoni@hotmail.se) to Ahmet Bella (AB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej!

Toppen om samtliga e-signerar årsredovisningen 2023  så snart ni kan! 


Deadline är satt nu på måndag 2024-04-29. 

Hör av er om ni undrar något.

Bästa hälsningar,
Sahra
      

    

		2024-04-29 16:42:48.404696 UTC ±52 ms		2024-04-29 15:50:58.630995 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ahmet Bella (AB) was delivered.
      

    

		2024-04-29 16:43:30.335798 UTC ±53 ms		2024-04-29 15:50:58.630995 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Erik Albenius (EA) was delivered.
      

    

		2024-04-29 16:43:36.179219 UTC ±53 ms		2024-04-29 15:50:58.630995 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to erik.albenius@pwc.com was opened.
      

    

		2024-04-29 16:51:48.839609 UTC ±3 ms		2024-04-29 16:51:01.957455 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to erik.albenius@pwc.com was opened.
      

    

		2024-04-29 16:57:01.205244 UTC ±8 ms		2024-04-29 16:51:01.957455 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to erik.albenius@pwc.com was opened.
      

    

		2024-04-29 17:01:07.004505 UTC ±12 ms		2024-04-29 16:51:01.957455 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to marieamandavalentin@gmail.com was opened.
      

    

		2024-04-29 17:02:07.190373 UTC ±13 ms		2024-04-29 16:51:01.957455 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to erik.albenius@pwc.com was opened.
      

    

		2024-04-29 19:28:33.02012 UTC ±38 ms		2024-04-29 18:51:07.494845 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to nordenwald@hotmail.com was opened.
      

    

		2024-04-30 06:19:42.254514 UTC ±35 ms		2024-04-30 05:51:28.819925 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to a-bellatoni@hotmail.se was opened.
      

    

		2024-04-30 06:20:31.41322 UTC ±36 ms		2024-04-30 05:51:28.819925 UTC		
      94.234.110.139
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:125.0) Gecko/20100101 Firefox/125.0
      
    		
      
        The party Ahmet Bella (AB) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-04-30 06:53:14.057484 UTC ±3 ms		2024-04-30 06:51:30.620176 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to erik.albenius@pwc.com was opened.
      

    

		2024-05-02 08:16:00.058676 UTC ±33 ms		2024-05-02 07:53:19.347954 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an automatic reminder to sign using email to Erik Albenius (EA) at the request of the Scrive system.
      

    

		2024-05-02 08:16:00.058676 UTC ±33 ms		2024-05-02 07:53:19.347954 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an automatic reminder to sign using email to Ahmet Bella (AB) at the request of the Scrive system.
      

    

		2024-05-02 08:16:33.372565 UTC ±34 ms		2024-05-02 07:53:19.347954 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Erik Albenius (EA) was delivered.
      

    

		2024-05-02 08:16:33.397913 UTC ±34 ms		2024-05-02 07:53:19.347954 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ahmet Bella (AB) was delivered.
      

    

		2024-05-02 09:12:44.486219 UTC ±28 ms		2024-05-02 08:53:21.942532 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to erik.albenius@pwc.com was opened.
      

    

		2024-05-02 10:03:17.167002 UTC ±31 ms		2024-05-02 09:53:23.735122 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to erik.albenius@pwc.com was opened.
      

    

		2024-05-02 10:16:28.913167 UTC ±71 ms		2024-05-02 09:53:23.735122 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to erik.albenius@pwc.com was opened.
      

    

		2024-05-02 10:43:23.351916 UTC ±152 ms		2024-05-02 09:53:23.735122 UTC		
      62.119.65.134
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36
      
    		
      
        The party Erik Albenius (EA) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-05-02 10:43:25.263251 UTC ±152 ms		2024-05-02 09:53:23.735122 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to erik.albenius@pwc.com was opened.
      

    

		2024-05-02 11:12:03.991243 UTC ±19 ms		2024-05-02 10:53:25.625116 UTC		
      62.119.64.252
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36
      
    		
      
        The party Erik Albenius (EA) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-05-02 11:14:31.11619 UTC ±21 ms		2024-05-02 10:53:25.625116 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to erik.albenius@pwc.com was opened.
      

    

		2024-05-02 11:22:07.926814 UTC ±28 ms		2024-05-02 10:53:25.625116 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to erik.albenius@pwc.com was opened.
      

    

		2024-05-02 22:06:58.742793 UTC ±15 ms		2024-05-02 21:53:50.034088 UTC		
      
      
        
      
    		
      
        The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.
      

    

		2024-05-03 06:43:43.565109 UTC ±73 ms		2024-05-03 05:54:05.591642 UTC		
      83.250.22.36
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36 Edg/124.0.0.0
      
    		
      
        The user Sahra Daar (SD) prolonged the signing due date.
      

    

		2024-05-03 07:03:20.478118 UTC ±14 ms		2024-05-03 06:54:08.540159 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to a-bellatoni@hotmail.se was opened.
      

    

		2024-05-03 07:05:09.691752 UTC ±16 ms		2024-05-03 06:54:08.540159 UTC		
      94.234.110.177
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:125.0) Gecko/20100101 Firefox/125.0
      
    		
      
        The party Ahmet Bella (AB) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-05-03 12:33:15.378979 UTC ±120 ms		2024-05-03 11:54:18.755609 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to erik.albenius@pwc.com was opened.
      

    

		2024-05-03 12:33:16.880416 UTC ±120 ms		2024-05-03 11:54:18.755609 UTC		
      84.17.219.58
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36
      
    		
      
        The party Erik Albenius (EA) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-05-03 12:35:46.858956 UTC ±128 ms		2024-05-03 11:54:18.755609 UTC		
      84.17.219.58
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36
      
    		
      
        The signatory Erik Albenius (EA) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  
      

    

		2024-05-03 12:36:03.241116 UTC ±129 ms		2024-05-03 11:54:18.755609 UTC		
      84.17.219.58
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36
      
    		
      
        The document was signed by Erik Albenius (EA) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv Årsredovisning 2023" with transaction number 9222115557516213719.







Data returned from 
  the BankID network
:
  
Name: Erik Albenius
  
ID number: 
  *Redacted by author*

  
IP: 213.67.204.65

















Signature: 


  *Redacted by author*


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2024-05-03 12:39:12.699842 UTC ±138 ms		2024-05-03 11:54:18.755609 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to erik.albenius@pwc.com was opened.
      

    

		2024-05-03 12:59:46.168574 UTC ±6 ms		2024-05-03 12:54:20.39442 UTC		
      94.234.110.177
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:125.0) Gecko/20100101 Firefox/125.0
      
    		
      
        The party Ahmet Bella (AB) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-05-03 13:03:35.734617 UTC ±10 ms		2024-05-03 12:54:20.39442 UTC		
      94.234.110.177
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:125.0) Gecko/20100101 Firefox/125.0
      
    		
      
        The signatory Ahmet Bella (AB) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  
      

    

		2024-05-03 13:03:50.24769 UTC ±10 ms		2024-05-03 12:54:20.39442 UTC		
      94.234.110.177
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:125.0) Gecko/20100101 Firefox/125.0
      
    		
      
        The document was signed by Ahmet Bella (AB) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv Årsredovisning 2023" with transaction number 9222115557516213719.







Data returned from 
  the BankID network
:
  
Name: AHMET BELLA
  
ID number: 
  *Redacted by author*

  
IP: 94.234.110.177

















Signature: 


  *Redacted by author*


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2024-05-03 13:03:50.24769 UTC ±10 ms		2024-05-03 12:54:20.39442 UTC		
      
      
        
      
    		
      
        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]

 be a set of the clock error samples (in seconds). Let [image: 2.png]

, [image: 3.png]

.

		Let [image: 4.png]

 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]

.

		Let [image: 7.png]

, [image: 8.png]

 be the the empirical distribution function.

		Let [image: 9.png]

 be the size of discretized value space, [image: 10.png]

. Let [image: 11.png]

 be the discretized value space, [image: 12.png]

 be the set of data points representing empirical distribution function, [image: 13.png]

 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]

 and [image: 15.png]

 to assess the accuracy of the estimation.

		[image: 16.png]

 is the estimated probability that the clock error is smaller than [image: 17.png]

 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.09 ms

		standard deviation: 1.47 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈91.135%

		|e| < 5 ms: ≈99.934%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-03-22 21:16:35.6818 UTC and 2024-05-03 12:54:20.39442 UTC:

		Time collected		Clock offset

		2024-03-22 21:16:35.6818		-2.0 ms

		2024-03-22 22:16:37.742565		-1.5 ms

		2024-03-22 23:16:40.808246		-2.5 ms

		2024-03-23 00:16:43.46308		-2.1 ms

		2024-03-23 01:16:45.42094		-1.4 ms

		2024-03-23 02:16:47.715244		0.5 ms

		2024-03-23 03:16:49.848989		-1.4 ms

		2024-03-23 04:16:51.92785		-0.6 ms

		2024-03-23 05:16:53.941767		1.3 ms

		2024-03-23 06:16:57.676094		-0.1 ms

		2024-03-23 07:16:59.880442		-0.1 ms

		2024-03-23 08:17:01.814641		1.1 ms

		2024-03-23 09:17:03.732264		1.4 ms

		2024-03-23 10:17:05.206599		-0.3 ms

		2024-03-23 11:17:08.069149		-0.6 ms

		2024-03-23 12:17:11.355164		-0.2 ms

		2024-03-23 13:17:14.318711		-0.4 ms

		2024-03-23 14:17:16.034123		0.1 ms

		2024-03-23 15:17:18.106053		-1.4 ms

		2024-03-23 16:17:20.879908		-1.3 ms

		2024-03-23 17:17:22.691322		1.4 ms

		2024-03-23 18:17:24.448908		1.7 ms

		2024-03-23 19:17:26.094495		1.2 ms

		2024-03-23 20:17:28.099876		-0.7 ms

		2024-03-23 21:17:31.674455		-1.2 ms

		2024-03-23 22:17:34.043007		-0.2 ms

		2024-03-23 23:17:36.154998		0.4 ms

		2024-03-24 00:17:38.63321		-1.2 ms

		2024-03-24 01:17:40.81477		-2.0 ms

		2024-03-24 02:17:42.539674		1.1 ms

		2024-03-24 03:17:44.410563		0.1 ms

		2024-03-24 04:17:45.913377		1.5 ms

		2024-03-24 05:17:47.663565		2.2 ms

		2024-03-24 06:17:51.066885		-0.2 ms

		2024-03-24 07:17:52.709517		0.5 ms

		2024-03-24 08:17:55.060332		2.3 ms

		2024-03-24 09:17:56.755141		0.6 ms

		2024-03-24 10:17:59.442444		0.0 ms

		2024-03-24 11:18:01.73028		0.8 ms

		2024-03-24 12:18:04.632013		0.3 ms

		2024-03-24 13:18:07.239099		0.0 ms

		2024-03-24 14:18:10.083545		-0.6 ms

		2024-03-24 15:18:11.92318		-0.5 ms

		2024-03-24 16:18:13.997179		2.9 ms

		2024-03-24 17:18:15.62505		-0.7 ms

		2024-03-24 18:18:19.052374		0.2 ms

		2024-03-24 19:18:21.308278		-2.1 ms

		2024-03-24 20:18:23.71859		-0.8 ms

		2024-03-24 21:18:25.391215		-0.7 ms

		2024-03-24 22:18:27.088644		-0.6 ms

		2024-03-24 23:18:29.142797		-1.0 ms

		2024-03-25 00:18:31.294428		-1.5 ms

		2024-03-25 01:18:33.589761		-1.7 ms

		2024-03-25 02:18:36.333339		0.6 ms

		2024-03-25 03:18:39.017265		0.8 ms

		2024-03-25 04:18:41.624366		0.4 ms

		2024-03-25 05:18:44.441511		-1.3 ms

		2024-03-25 06:18:47.399346		-0.6 ms

		2024-03-25 07:18:49.382111		-0.9 ms

		2024-03-25 08:18:51.36515		-0.8 ms

		2024-03-25 09:18:53.328385		1.8 ms

		2024-03-25 10:18:54.949175		4.1 ms

		2024-03-25 11:18:56.731912		1.3 ms

		2024-03-25 12:18:58.376229		-1.3 ms

		2024-03-25 13:19:00.051677		3.4 ms

		2024-03-25 14:19:01.804474		-1.5 ms

		2024-03-25 15:19:04.608574		-2.3 ms

		2024-03-25 16:19:07.271007		-0.3 ms

		2024-03-25 17:19:09.026015		-2.1 ms

		2024-03-25 18:19:12.556491		-0.9 ms

		2024-03-25 19:19:14.990362		-0.8 ms

		2024-03-25 20:19:18.579218		-2.1 ms

		2024-03-25 21:19:20.453555		0.7 ms

		2024-03-25 22:19:22.984417		0.3 ms

		2024-03-25 23:19:24.676368		0.3 ms

		2024-03-26 00:19:26.682727		-1.5 ms

		2024-03-26 01:19:28.725634		-0.5 ms

		2024-03-26 02:19:30.651887		-1.6 ms

		2024-03-26 03:19:33.182463		1.1 ms

		2024-03-26 04:19:36.886696		2.0 ms

		2024-03-26 05:19:38.983952		1.7 ms

		2024-03-26 06:19:40.880748		1.8 ms

		2024-03-26 07:19:43.017338		0.9 ms

		2024-03-26 08:19:45.220355		0.0 ms

		2024-03-26 09:19:47.173309		2.8 ms

		2024-03-26 10:19:48.620905		0.3 ms

		2024-03-26 11:19:50.94805		0.0 ms

		2024-03-26 12:19:52.924314		-1.2 ms

		2024-03-26 13:19:54.893535		0.9 ms

		2024-03-26 14:19:57.143166		1.3 ms

		2024-03-26 15:19:59.498024		0.6 ms

		2024-03-26 16:20:01.564181		4.3 ms

		2024-03-26 17:20:04.209981		-1.2 ms

		2024-03-26 18:20:06.66754		-0.3 ms

		2024-03-26 19:20:09.753414		-1.2 ms

		2024-03-26 20:20:11.431657		-0.2 ms

		2024-03-26 21:20:15.106161		0.8 ms

		2024-03-26 22:20:16.963152		-1.7 ms

		2024-03-26 23:20:18.783246		-1.8 ms

		2024-03-27 00:20:20.359203		-1.8 ms

		2024-03-27 01:20:21.940846		0.3 ms

		2024-03-27 02:20:23.828539		-0.9 ms

		2024-03-27 03:20:27.73633		1.4 ms

		2024-03-27 04:20:29.250162		-1.7 ms

		2024-03-27 05:20:32.35488		2.1 ms

		2024-03-27 06:20:34.010842		2.4 ms

		2024-03-27 07:20:35.477765		2.3 ms

		2024-03-27 08:20:37.159825		1.2 ms

		2024-03-27 09:20:39.00146		2.2 ms

		2024-03-27 10:20:41.133307		-0.6 ms

		2024-03-27 11:20:42.799724		2.7 ms

		2024-03-27 12:20:44.535358		1.2 ms

		2024-03-27 13:20:46.137131		-1.1 ms

		2024-03-27 14:20:48.183454		1.1 ms

		2024-03-27 15:20:49.786869		-0.6 ms

		2024-03-27 16:20:52.41064		-0.2 ms

		2024-03-27 17:20:55.690902		2.2 ms

		2024-03-27 18:20:58.115354		1.6 ms

		2024-03-27 19:20:59.626743		1.7 ms

		2024-03-27 20:21:02.133691		-0.8 ms

		2024-03-27 21:21:04.663566		-0.7 ms

		2024-03-27 22:21:06.641644		-1.2 ms

		2024-03-27 23:21:08.928039		-2.1 ms

		2024-03-28 00:21:10.562769		-1.4 ms

		2024-03-28 01:21:12.813862		-2.3 ms

		2024-03-28 02:21:15.588859		0.8 ms

		2024-03-28 03:21:18.323038		-0.8 ms

		2024-03-28 04:21:20.118883		-0.6 ms

		2024-03-28 05:21:21.545699		-1.2 ms

		2024-03-28 06:21:23.467362		0.9 ms

		2024-03-28 07:21:24.908297		0.1 ms

		2024-03-28 08:21:26.695339		1.8 ms

		2024-03-28 09:21:28.329031		2.6 ms

		2024-03-28 10:21:30.264781		1.3 ms

		2024-03-28 11:21:32.183805		0.1 ms

		2024-03-28 12:21:34.28227		-0.7 ms

		2024-03-28 13:21:36.384414		1.0 ms

		2024-03-28 14:21:38.363361		1.5 ms

		2024-03-28 15:21:40.777729		2.8 ms

		2024-03-28 16:21:42.620283		0.5 ms

		2024-03-28 17:21:45.329024		0.0 ms

		2024-03-28 18:21:47.396568		-1.7 ms

		2024-03-28 19:21:50.156379		-2.0 ms

		2024-03-28 20:21:52.433288		-2.9 ms

		2024-03-28 21:21:54.533937		-7.8 ms

		2024-03-28 22:21:56.150656		-0.6 ms

		2024-03-28 23:21:58.372045		-1.0 ms

		2024-03-29 00:22:00.355389		0.8 ms

		2024-03-29 01:22:02.940907		-1.2 ms

		2024-03-29 02:22:04.70422		-0.5 ms

		2024-03-29 03:22:07.482002		0.9 ms

		2024-03-29 04:22:09.707524		1.5 ms

		2024-03-29 05:22:12.222575		1.2 ms

		2024-03-29 06:22:16.328889		-0.5 ms

		2024-03-29 07:22:19.782431		0.5 ms

		2024-03-29 08:22:21.788782		2.0 ms

		2024-03-29 09:22:23.461719		2.1 ms

		2024-03-29 10:22:25.508955		0.3 ms

		2024-03-29 11:22:27.226658		2.0 ms

		2024-03-29 12:22:29.141699		1.3 ms

		2024-03-29 13:22:30.697699		0.5 ms

		2024-03-29 14:22:32.536242		-0.7 ms

		2024-03-29 15:22:34.205671		2.1 ms

		2024-03-29 16:22:36.377215		2.5 ms

		2024-03-29 17:22:39.033526		-0.1 ms

		2024-03-29 18:22:40.736685		-1.7 ms

		2024-03-29 19:22:42.639805		-0.5 ms

		2024-03-29 20:22:44.326238		-2.7 ms

		2024-03-29 21:22:45.965422		-2.3 ms

		2024-03-29 22:22:48.380663		0.7 ms

		2024-03-29 23:22:51.360724		-1.0 ms

		2024-03-30 00:22:53.329284		0.4 ms

		2024-03-30 01:22:55.431153		-0.4 ms

		2024-03-30 02:22:58.05641		-1.4 ms

		2024-03-30 03:23:01.545432		0.0 ms

		2024-03-30 04:23:04.285407		1.9 ms

		2024-03-30 05:23:06.671741		-1.2 ms

		2024-03-30 06:23:08.633336		-0.6 ms

		2024-03-30 07:23:10.711042		-1.1 ms

		2024-03-30 08:23:12.857425		1.1 ms

		2024-03-30 09:23:14.839727		2.3 ms

		2024-03-30 10:23:16.455657		1.6 ms

		2024-03-30 11:23:17.964316		1.7 ms

		2024-03-30 12:23:22.143154		-0.7 ms

		2024-03-30 13:23:23.687364		-0.9 ms

		2024-03-30 14:23:26.891814		-0.5 ms

		2024-03-30 15:23:29.356692		1.3 ms

		2024-03-30 16:23:31.140746		0.5 ms

		2024-03-30 17:23:32.874508		0.1 ms

		2024-03-30 18:23:34.80027		-1.3 ms

		2024-03-30 19:23:36.481274		0.1 ms

		2024-03-30 20:23:38.585684		-1.3 ms

		2024-03-30 21:23:40.879425		-1.9 ms

		2024-03-30 22:23:42.425665		-1.0 ms

		2024-03-30 23:23:45.229675		-1.5 ms

		2024-03-31 00:23:46.84985		1.5 ms

		2024-03-31 01:23:48.924681		-2.0 ms

		2024-03-31 02:23:51.09736		0.1 ms

		2024-03-31 03:23:53.709591		1.0 ms

		2024-03-31 04:23:56.804906		2.0 ms

		2024-03-31 05:23:59.974023		1.6 ms

		2024-03-31 06:24:02.537274		0.7 ms

		2024-03-31 07:24:04.337092		-1.0 ms

		2024-03-31 08:24:06.16904		0.8 ms

		2024-03-31 09:24:07.845462		1.4 ms

		2024-03-31 10:24:09.675228		2.3 ms

		2024-03-31 11:24:11.766229		2.4 ms

		2024-03-31 12:24:14.338357		0.5 ms

		2024-03-31 13:24:18.149732		1.9 ms

		2024-03-31 14:24:19.565024		0.5 ms

		2024-03-31 15:24:22.346311		1.4 ms

		2024-03-31 16:24:24.252816		-1.0 ms

		2024-03-31 17:24:26.255152		-0.1 ms

		2024-03-31 18:24:28.462862		-2.7 ms

		2024-03-31 19:24:31.382921		-1.6 ms

		2024-03-31 20:24:33.21712		-1.3 ms

		2024-03-31 21:24:36.314012		-1.7 ms

		2024-03-31 22:24:38.654175		0.8 ms

		2024-03-31 23:24:41.134795		-0.2 ms

		2024-04-01 00:24:43.538827		-0.7 ms

		2024-04-01 01:24:46.53656		-3.0 ms

		2024-04-01 02:24:48.553826		-0.9 ms

		2024-04-01 03:24:50.735178		-1.3 ms

		2024-04-01 04:24:53.29369		0.8 ms

		2024-04-01 05:24:55.405174		-0.1 ms

		2024-04-01 06:24:58.314587		1.8 ms

		2024-04-01 07:25:00.958236		2.5 ms

		2024-04-01 08:25:02.620686		1.3 ms

		2024-04-01 09:25:04.512005		-0.6 ms

		2024-04-01 10:25:06.578492		1.1 ms

		2024-04-01 11:25:08.395042		-0.6 ms

		2024-04-01 12:25:10.730295		0.5 ms

		2024-04-01 13:25:12.610127		0.4 ms

		2024-04-01 14:25:14.568094		-0.7 ms

		2024-04-01 15:25:16.461653		-0.3 ms

		2024-04-01 16:25:19.542325		-0.2 ms

		2024-04-01 17:25:22.082416		1.7 ms

		2024-04-01 18:25:23.605591		-0.1 ms

		2024-04-01 19:25:25.395416		0.2 ms

		2024-04-01 20:25:27.910118		0.5 ms

		2024-04-01 21:25:30.875121		-0.8 ms

		2024-04-01 22:25:32.726527		-1.8 ms

		2024-04-01 23:25:34.730303		-1.9 ms

		2024-04-02 00:25:36.258319		-1.4 ms

		2024-04-02 01:25:40.530509		-1.4 ms

		2024-04-02 02:25:42.96324		-0.6 ms

		2024-04-02 03:25:46.238416		2.0 ms

		2024-04-02 04:25:49.464447		1.4 ms

		2024-04-02 05:25:53.55124		2.1 ms

		2024-04-02 06:25:56.115518		-0.7 ms

		2024-04-02 07:25:58.265475		-0.7 ms

		2024-04-02 08:25:59.867775		0.9 ms

		2024-04-02 09:26:01.364663		0.6 ms

		2024-04-02 10:26:03.349984		4.9 ms

		2024-04-02 11:26:05.61985		1.5 ms

		2024-04-02 12:26:08.136907		6.3 ms

		2024-04-02 13:26:09.651467		7.0 ms

		2024-04-02 14:26:11.264517		0.7 ms

		2024-04-02 15:26:13.97874		0.1 ms

		2024-04-02 16:26:16.069241		-0.1 ms

		2024-04-02 17:26:17.832232		-1.6 ms

		2024-04-02 18:26:20.786683		-0.2 ms

		2024-04-02 19:26:22.928523		-1.1 ms

		2024-04-02 20:26:24.936902		-1.6 ms

		2024-04-02 21:26:26.94687		-0.6 ms

		2024-04-02 22:26:28.809285		-1.3 ms

		2024-04-02 23:26:30.606087		-1.0 ms

		2024-04-03 00:26:33.1705		-2.1 ms

		2024-04-03 01:26:36.358749		0.9 ms

		2024-04-03 02:26:39.824786		0.9 ms

		2024-04-03 03:26:41.930168		0.8 ms

		2024-04-03 04:26:44.273787		0.3 ms

		2024-04-03 05:26:45.911481		-1.2 ms

		2024-04-03 06:26:47.564006		0.3 ms

		2024-04-03 07:26:49.836589		-0.1 ms

		2024-04-03 08:26:51.32055		2.1 ms

		2024-04-03 09:26:53.861817		-0.1 ms

		2024-04-03 10:26:56.301767		1.4 ms

		2024-04-03 11:26:58.001817		1.2 ms

		2024-04-03 12:26:59.484006		1.8 ms

		2024-04-03 13:27:01.613451		2.2 ms

		2024-04-03 14:27:03.444255		0.3 ms

		2024-04-03 15:27:05.987845		-2.0 ms

		2024-04-03 16:27:08.491479		1.1 ms

		2024-04-03 17:27:11.479513		-0.7 ms

		2024-04-03 18:27:13.267943		0.4 ms

		2024-04-03 19:27:14.92782		-0.6 ms

		2024-04-03 20:27:17.913021		0.5 ms

		2024-04-03 21:27:20.755173		0.7 ms

		2024-04-03 22:27:22.531201		0.0 ms

		2024-04-03 23:27:24.463002		-2.5 ms

		2024-04-04 00:27:26.807205		0.9 ms

		2024-04-04 01:27:30.73718		1.1 ms

		2024-04-04 02:27:33.347018		-1.5 ms

		2024-04-04 03:27:35.019437		-0.1 ms

		2024-04-04 04:27:38.064258		-0.9 ms

		2024-04-04 05:27:41.058872		-1.3 ms

		2024-04-04 06:27:43.011795		-0.2 ms

		2024-04-04 07:27:44.546727		1.8 ms

		2024-04-04 08:27:47.6108		3.4 ms

		2024-04-04 09:27:51.62769		-1.1 ms

		2024-04-04 10:27:54.38189		2.0 ms

		2024-04-04 11:27:55.942211		-0.3 ms

		2024-04-04 12:27:58.916971		-0.4 ms

		2024-04-04 13:28:01.485072		-1.9 ms

		2024-04-04 14:28:03.386835		1.4 ms

		2024-04-04 15:28:05.627746		-1.3 ms

		2024-04-04 16:28:09.501685		0.5 ms

		2024-04-04 17:28:13.400579		-1.3 ms

		2024-04-04 18:28:17.715556		0.6 ms

		2024-04-04 19:28:19.704564		-1.4 ms

		2024-04-04 20:28:22.060378		-0.8 ms

		2024-04-04 21:28:24.536223		-4.5 ms

		2024-04-04 22:28:28.248937		2.6 ms

		2024-04-04 23:28:30.683543		-0.2 ms

		2024-04-05 00:28:33.206234		-1.2 ms

		2024-04-05 01:28:35.086998		2.1 ms

		2024-04-05 02:28:39.356589		-0.9 ms

		2024-04-05 03:28:42.881201		0.9 ms

		2024-04-05 04:28:44.786442		1.5 ms

		2024-04-05 05:28:47.293695		1.4 ms

		2024-04-05 06:28:49.552282		2.6 ms

		2024-04-05 07:28:52.38832		2.8 ms

		2024-04-05 08:28:54.497617		1.8 ms

		2024-04-05 09:28:56.229753		3.0 ms

		2024-04-05 10:28:58.093262		2.6 ms

		2024-04-05 11:28:59.677721		-0.2 ms

		2024-04-05 12:29:02.29763		-0.6 ms

		2024-04-05 13:29:05.242586		0.1 ms

		2024-04-05 14:29:07.83549		2.6 ms

		2024-04-05 15:29:09.691682		2.4 ms

		2024-04-05 16:29:12.516511		0.6 ms

		2024-04-05 17:29:14.875151		1.8 ms

		2024-04-05 18:29:16.42983		1.1 ms

		2024-04-05 19:29:19.512765		-1.0 ms

		2024-04-05 20:29:21.734783		0.4 ms

		2024-04-05 21:29:23.286292		0.4 ms

		2024-04-05 22:29:25.406099		1.2 ms

		2024-04-05 23:29:28.049041		0.6 ms

		2024-04-06 00:29:30.028114		0.8 ms

		2024-04-06 01:29:31.98347		1.0 ms

		2024-04-06 02:29:33.661259		-0.4 ms

		2024-04-06 03:29:36.032565		1.9 ms

		2024-04-06 04:29:38.08222		-0.9 ms

		2024-04-06 05:29:39.912291		-0.9 ms

		2024-04-06 06:29:41.407036		0.0 ms

		2024-04-06 07:29:45.829629		-0.3 ms

		2024-04-06 08:29:49.713242		-1.1 ms

		2024-04-06 09:29:52.901894		-0.8 ms

		2024-04-06 10:29:55.091121		-0.4 ms

		2024-04-06 11:29:56.732752		-1.5 ms

		2024-04-06 12:29:59.770783		-0.5 ms

		2024-04-06 13:30:02.524905		-1.1 ms

		2024-04-06 14:30:04.676927		-0.7 ms

		2024-04-06 15:30:08.68753		-0.1 ms

		2024-04-06 16:30:11.01378		1.7 ms

		2024-04-06 17:30:13.593333		0.5 ms

		2024-04-06 18:30:15.743844		-1.0 ms

		2024-04-06 19:30:17.508777		-0.3 ms

		2024-04-06 20:30:21.723105		-2.2 ms

		2024-04-06 21:30:24.994269		-0.1 ms

		2024-04-06 22:30:27.524466		-2.2 ms

		2024-04-06 23:30:29.471018		-1.0 ms

		2024-04-07 00:30:32.622205		-1.8 ms

		2024-04-07 01:30:34.612981		-1.8 ms

		2024-04-07 02:30:37.149905		-0.3 ms

		2024-04-07 03:30:39.256923		1.1 ms

		2024-04-07 04:30:41.589717		-0.1 ms

		2024-04-07 05:30:44.206816		-0.2 ms

		2024-04-07 06:30:46.310061		0.1 ms

		2024-04-07 07:30:48.424772		-0.6 ms

		2024-04-07 08:30:50.340781		1.5 ms

		2024-04-07 09:30:52.410398		-0.1 ms

		2024-04-07 10:30:55.896042		0.0 ms

		2024-04-07 11:31:00.043743		-0.4 ms

		2024-04-07 12:31:02.002751		1.8 ms

		2024-04-07 13:31:03.707679		-0.5 ms

		2024-04-07 14:31:05.858718		-1.9 ms

		2024-04-07 15:31:08.330103		-0.8 ms

		2024-04-07 16:31:10.489285		1.6 ms

		2024-04-07 17:31:12.354218		0.4 ms

		2024-04-07 18:31:14.222823		-1.8 ms

		2024-04-07 19:31:16.14176		1.5 ms

		2024-04-07 20:31:18.110001		0.6 ms

		2024-04-07 21:31:21.701456		-0.1 ms

		2024-04-07 22:31:24.612389		1.7 ms

		2024-04-07 23:31:26.564097		-0.9 ms

		2024-04-08 00:31:29.739323		-1.5 ms

		2024-04-08 01:31:31.695137		-0.6 ms

		2024-04-08 02:31:34.014705		0.8 ms

		2024-04-08 03:31:36.274443		1.5 ms

		2024-04-08 04:31:38.367305		0.5 ms

		2024-04-08 05:31:39.986806		-0.2 ms

		2024-04-08 06:31:41.718024		-1.5 ms

		2024-04-08 07:31:45.478972		0.2 ms

		2024-04-08 08:31:47.313004		2.5 ms

		2024-04-08 09:31:49.009902		0.3 ms

		2024-04-08 10:31:50.777985		-0.4 ms

		2024-04-08 11:31:53.056795		0.4 ms

		2024-04-08 12:31:54.718747		-0.9 ms

		2024-04-08 13:31:56.524842		-0.3 ms

		2024-04-08 14:31:58.970196		-0.4 ms

		2024-04-08 15:32:00.428183		1.4 ms

		2024-04-08 16:32:02.876236		-1.0 ms

		2024-04-08 17:32:04.66882		-0.6 ms

		2024-04-08 18:32:06.383999		-1.3 ms

		2024-04-08 19:32:08.068908		-0.4 ms

		2024-04-08 20:32:10.999584		-1.9 ms

		2024-04-08 21:32:13.457483		-1.6 ms

		2024-04-08 22:32:15.595024		-1.1 ms

		2024-04-08 23:32:17.601039		0.4 ms

		2024-04-09 00:32:19.855199		0.4 ms

		2024-04-09 01:32:22.698317		-0.9 ms

		2024-04-09 02:32:25.632639		-0.2 ms

		2024-04-09 03:32:28.787492		2.8 ms

		2024-04-09 04:32:30.732046		-1.0 ms

		2024-04-09 05:32:34.045774		-1.4 ms

		2024-04-09 06:32:35.740681		1.0 ms

		2024-04-09 07:32:37.424865		2.9 ms

		2024-04-09 08:32:39.990008		1.6 ms

		2024-04-09 09:32:41.879006		-0.8 ms

		2024-04-09 10:32:43.888342		1.6 ms

		2024-04-09 11:32:45.987914		1.8 ms

		2024-04-09 12:32:48.27748		-2.3 ms

		2024-04-09 13:32:50.282989		-1.2 ms

		2024-04-09 14:32:51.973684		0.3 ms

		2024-04-09 15:32:54.101138		0.8 ms

		2024-04-09 16:32:57.55486		0.0 ms

		2024-04-09 17:32:59.307143		0.5 ms

		2024-04-09 18:33:01.031203		-1.5 ms

		2024-04-09 19:33:02.65018		-0.4 ms

		2024-04-09 20:33:06.021534		-0.6 ms

		2024-04-09 21:33:07.696333		-1.6 ms

		2024-04-09 22:33:09.759775		1.2 ms

		2024-04-09 23:33:12.714413		1.5 ms

		2024-04-10 00:33:15.827736		-1.5 ms

		2024-04-10 01:33:18.259057		0.2 ms

		2024-04-10 02:33:20.750812		2.9 ms

		2024-04-10 03:33:22.718481		0.5 ms

		2024-04-10 04:33:24.444619		-0.8 ms

		2024-04-10 05:33:26.155229		-1.1 ms

		2024-04-10 06:33:28.998817		2.3 ms

		2024-04-10 07:33:31.14352		0.3 ms

		2024-04-10 08:33:33.007662		0.3 ms

		2024-04-10 09:33:35.201567		0.9 ms

		2024-04-10 10:33:37.670875		0.6 ms

		2024-04-10 11:33:39.85697		-0.5 ms

		2024-04-10 12:33:42.412189		1.7 ms

		2024-04-10 13:33:44.774853		-0.3 ms

		2024-04-10 14:33:46.420218		-0.6 ms

		2024-04-10 15:33:49.321535		0.8 ms

		2024-04-10 16:33:51.670756		1.4 ms

		2024-04-10 17:33:53.528706		-1.4 ms

		2024-04-10 18:33:54.945092		1.2 ms

		2024-04-10 19:33:56.798802		-1.7 ms

		2024-04-10 20:33:59.942673		1.8 ms

		2024-04-10 21:34:02.722821		-1.6 ms

		2024-04-10 22:34:05.670546		0.8 ms

		2024-04-10 23:34:07.516773		-1.3 ms

		2024-04-11 00:34:10.44524		-1.2 ms

		2024-04-11 01:34:12.021442		-2.3 ms

		2024-04-11 02:34:13.969449		0.3 ms

		2024-04-11 03:34:16.202397		-1.6 ms

		2024-04-11 04:34:19.055659		1.7 ms

		2024-04-11 05:34:22.100473		0.3 ms

		2024-04-11 06:34:25.745728		1.0 ms

		2024-04-11 07:34:27.688733		-0.1 ms

		2024-04-11 08:34:29.650832		-0.7 ms

		2024-04-11 09:34:31.330398		1.0 ms

		2024-04-11 10:34:33.124628		-1.8 ms

		2024-04-11 11:34:34.634041		1.7 ms

		2024-04-11 12:34:36.914292		1.5 ms

		2024-04-11 13:34:39.696917		-1.2 ms

		2024-04-11 14:34:42.933933		-0.7 ms

		2024-04-11 15:34:45.483562		2.7 ms

		2024-04-11 16:34:48.444364		-2.4 ms

		2024-04-11 17:34:51.309198		-1.0 ms

		2024-04-11 18:34:53.350164		0.0 ms

		2024-04-11 19:34:57.183381		-1.6 ms

		2024-04-11 20:35:00.265096		-0.1 ms

		2024-04-11 21:35:01.829664		0.8 ms

		2024-04-11 22:35:04.487281		-2.6 ms

		2024-04-11 23:35:06.113497		-1.5 ms

		2024-04-12 00:35:07.743469		-2.3 ms

		2024-04-12 01:35:09.453325		-1.0 ms

		2024-04-12 02:35:11.662919		-1.5 ms

		2024-04-12 03:35:13.649446		-0.4 ms

		2024-04-12 04:35:15.462941		-0.7 ms

		2024-04-12 05:35:17.64268		0.1 ms

		2024-04-12 06:35:20.070998		0.6 ms

		2024-04-12 07:35:22.357665		1.6 ms

		2024-04-12 08:35:23.850097		1.1 ms

		2024-04-12 09:35:25.529331		0.7 ms

		2024-04-12 10:35:27.709246		0.0 ms

		2024-04-12 11:35:30.057817		0.0 ms

		2024-04-12 12:35:31.7715		-0.9 ms

		2024-04-12 13:35:33.30148		1.1 ms

		2024-04-12 14:35:35.950484		1.5 ms

		2024-04-12 15:35:37.873917		-1.5 ms

		2024-04-12 16:35:39.506351		-0.4 ms

		2024-04-12 17:35:41.840512		0.5 ms

		2024-04-12 18:35:43.503034		0.2 ms

		2024-04-12 19:35:47.27239		0.2 ms

		2024-04-12 20:35:49.223502		-1.6 ms

		2024-04-12 21:35:51.815158		-1.4 ms

		2024-04-12 22:35:53.666184		0.1 ms

		2024-04-12 23:35:55.470787		0.1 ms

		2024-04-13 00:35:58.533532		-1.7 ms

		2024-04-13 01:36:01.83047		1.4 ms

		2024-04-13 02:36:04.74508		-1.2 ms

		2024-04-13 03:36:08.320409		-0.1 ms

		2024-04-13 04:36:10.998426		-1.1 ms

		2024-04-13 05:36:14.906537		-0.1 ms

		2024-04-13 06:36:16.66711		1.8 ms

		2024-04-13 07:36:19.281374		1.9 ms

		2024-04-13 08:36:22.592304		-0.1 ms

		2024-04-13 09:36:24.375654		0.2 ms

		2024-04-13 10:36:25.986999		-0.2 ms

		2024-04-13 11:36:28.134845		1.9 ms

		2024-04-13 12:36:29.998777		0.3 ms

		2024-04-13 13:36:31.579198		0.8 ms

		2024-04-13 14:36:33.829613		-1.6 ms

		2024-04-13 15:36:35.4407		1.5 ms

		2024-04-13 16:36:36.948792		-1.1 ms

		2024-04-13 17:36:39.379365		0.3 ms

		2024-04-13 18:36:42.655378		-1.1 ms

		2024-04-13 19:36:44.188259		0.8 ms

		2024-04-13 20:36:46.304811		-1.4 ms

		2024-04-13 21:36:48.54253		1.0 ms

		2024-04-13 22:36:50.196098		-0.9 ms

		2024-04-13 23:36:52.527998		2.1 ms

		2024-04-14 00:36:56.282276		0.8 ms

		2024-04-14 01:36:58.767784		2.0 ms

		2024-04-14 02:37:02.543531		-1.1 ms

		2024-04-14 03:37:04.928882		-0.2 ms

		2024-04-14 04:37:07.856698		1.2 ms

		2024-04-14 05:37:09.565246		-0.5 ms

		2024-04-14 06:37:12.340329		-1.4 ms

		2024-04-14 07:37:14.304843		-0.8 ms

		2024-04-14 08:37:16.728395		-0.4 ms

		2024-04-14 09:37:18.689006		3.1 ms

		2024-04-14 10:37:22.896485		0.1 ms

		2024-04-14 11:37:24.696468		1.9 ms

		2024-04-14 12:37:27.175293		0.8 ms

		2024-04-14 13:37:29.930163		1.7 ms

		2024-04-14 14:37:33.771005		-2.3 ms

		2024-04-14 15:37:35.566631		-1.5 ms

		2024-04-14 16:37:37.143297		0.1 ms

		2024-04-14 17:37:39.381463		1.1 ms

		2024-04-14 18:37:42.396966		-0.4 ms

		2024-04-14 19:37:44.007791		-0.6 ms

		2024-04-14 20:37:46.07538		-0.8 ms

		2024-04-14 21:37:49.349424		-0.5 ms

		2024-04-14 22:37:51.182899		-1.6 ms

		2024-04-14 23:37:54.662976		-1.5 ms

		2024-04-15 00:37:57.649023		1.0 ms

		2024-04-15 01:38:00.699202		-0.9 ms

		2024-04-15 02:38:04.898432		-0.5 ms

		2024-04-15 03:38:06.444161		-1.2 ms

		2024-04-15 04:38:08.096421		-0.4 ms

		2024-04-15 05:38:09.723222		-0.5 ms

		2024-04-15 06:38:11.727125		1.5 ms

		2024-04-15 07:38:13.219947		1.7 ms

		2024-04-15 08:38:14.827118		-0.7 ms

		2024-04-15 09:38:16.921742		1.6 ms

		2024-04-15 10:38:18.798798		1.8 ms

		2024-04-15 11:38:21.498344		-1.1 ms

		2024-04-15 12:38:23.188349		1.4 ms

		2024-04-15 13:38:24.809968		1.1 ms

		2024-04-15 14:38:26.500184		0.2 ms

		2024-04-15 15:38:28.287027		-1.8 ms

		2024-04-15 16:38:30.934343		-1.9 ms

		2024-04-15 17:38:33.069507		1.7 ms

		2024-04-15 18:38:35.577472		1.0 ms

		2024-04-15 19:38:39.55747		2.3 ms

		2024-04-15 20:38:42.07974		1.1 ms

		2024-04-15 21:38:45.710501		-1.3 ms

		2024-04-15 22:38:47.626083		-1.8 ms

		2024-04-15 23:38:50.695002		-0.2 ms

		2024-04-16 00:38:53.816501		-0.7 ms

		2024-04-16 01:38:55.716395		-0.6 ms

		2024-04-16 02:38:57.745679		0.8 ms

		2024-04-16 03:39:00.408424		0.9 ms

		2024-04-16 04:39:02.819066		-1.3 ms

		2024-04-16 05:39:04.750097		1.4 ms

		2024-04-16 06:39:06.662313		-0.2 ms

		2024-04-16 07:39:10.155509		1.8 ms

		2024-04-16 08:39:12.763164		0.6 ms

		2024-04-16 09:39:14.410389		2.7 ms

		2024-04-16 10:39:17.017308		-0.3 ms

		2024-04-16 11:39:18.531095		2.6 ms

		2024-04-16 12:39:21.928442		-0.2 ms

		2024-04-16 13:39:23.788713		2.3 ms

		2024-04-16 14:39:25.548228		-0.9 ms

		2024-04-16 15:39:27.800876		1.4 ms

		2024-04-16 16:39:29.75787		4.7 ms

		2024-04-16 17:39:32.097141		3.8 ms

		2024-04-16 18:39:34.018517		-0.5 ms

		2024-04-16 19:39:36.737434		-0.2 ms

		2024-04-16 20:39:38.415293		-0.9 ms

		2024-04-16 21:39:39.944978		1.3 ms

		2024-04-16 22:39:42.064102		1.3 ms

		2024-04-16 23:39:45.432739		-0.5 ms

		2024-04-17 00:39:47.855389		1.4 ms

		2024-04-17 01:39:50.108786		0.0 ms

		2024-04-17 02:39:52.108575		1.6 ms

		2024-04-17 03:39:53.959221		-1.0 ms

		2024-04-17 04:39:55.58016		0.3 ms

		2024-04-17 05:39:58.380554		-1.0 ms

		2024-04-17 06:40:00.699784		2.6 ms

		2024-04-17 07:40:02.406314		0.0 ms

		2024-04-17 08:40:04.465839		2.5 ms

		2024-04-17 09:40:06.274396		0.3 ms

		2024-04-17 10:40:08.85357		1.2 ms

		2024-04-17 11:40:10.564004		0.3 ms

		2024-04-17 12:40:12.106968		-0.9 ms

		2024-04-17 13:40:14.351415		1.8 ms

		2024-04-17 14:40:16.061679		1.9 ms

		2024-04-17 15:40:19.498331		-0.3 ms

		2024-04-17 16:40:21.665114		3.7 ms

		2024-04-17 17:40:23.645792		1.8 ms

		2024-04-17 18:40:26.70604		0.7 ms

		2024-04-17 19:40:28.616785		1.4 ms

		2024-04-17 20:40:31.040428		0.5 ms

		2024-04-17 21:40:33.580288		-1.1 ms

		2024-04-17 22:40:35.531601		0.9 ms

		2024-04-17 23:40:38.955114		-2.8 ms

		2024-04-18 00:40:41.37358		-3.0 ms

		2024-04-18 01:40:44.705995		0.2 ms

		2024-04-18 02:40:46.759837		0.4 ms

		2024-04-18 03:40:50.576642		-0.6 ms

		2024-04-18 04:40:52.77625		-0.7 ms

		2024-04-18 05:40:55.188909		-0.7 ms

		2024-04-18 06:40:57.538379		1.0 ms

		2024-04-18 07:40:59.210499		0.5 ms

		2024-04-18 08:41:00.916202		2.8 ms

		2024-04-18 09:41:02.599816		1.9 ms

		2024-04-18 10:41:04.255745		3.2 ms

		2024-04-18 11:41:05.812563		-0.2 ms

		2024-04-18 12:41:07.286455		-1.4 ms

		2024-04-18 13:41:09.546227		0.5 ms

		2024-04-18 14:41:11.175401		0.9 ms

		2024-04-18 15:41:13.329323		1.8 ms

		2024-04-18 16:41:15.000756		-0.2 ms

		2024-04-18 17:41:18.773798		-0.4 ms

		2024-04-18 18:41:21.800827		-1.8 ms

		2024-04-18 19:41:23.683129		-2.6 ms

		2024-04-18 20:41:26.279981		1.5 ms

		2024-04-18 21:41:28.099347		-1.6 ms

		2024-04-18 22:41:30.419423		-1.3 ms

		2024-04-18 23:41:33.22256		-0.2 ms

		2024-04-19 00:41:35.262971		0.5 ms

		2024-04-19 01:41:36.912294		-1.0 ms

		2024-04-19 02:41:38.451818		-0.6 ms

		2024-04-19 03:41:41.311027		0.2 ms

		2024-04-19 04:41:43.854965		1.8 ms

		2024-04-19 05:41:46.584933		-0.7 ms

		2024-04-19 06:41:49.189124		2.6 ms

		2024-04-19 07:41:51.508476		-0.1 ms

		2024-04-19 08:41:53.134594		0.1 ms

		2024-04-19 09:41:55.020316		2.9 ms

		2024-04-19 10:41:56.760171		2.7 ms

		2024-04-19 11:41:58.62677		1.5 ms

		2024-04-19 12:42:00.261066		2.9 ms

		2024-04-19 13:42:01.946289		5.8 ms

		2024-04-19 14:42:03.71025		0.5 ms

		2024-04-19 15:42:05.487479		-1.4 ms

		2024-04-19 16:42:07.345645		-1.4 ms

		2024-04-19 17:42:09.40898		-0.3 ms

		2024-04-19 18:42:12.180857		-2.4 ms

		2024-04-19 19:42:15.740913		-0.5 ms

		2024-04-19 20:42:17.586602		-2.6 ms

		2024-04-19 21:42:19.311539		1.5 ms

		2024-04-19 22:42:21.876329		1.5 ms

		2024-04-19 23:42:24.064893		-0.4 ms

		2024-04-20 00:42:26.199925		1.9 ms

		2024-04-20 01:42:28.683813		1.1 ms

		2024-04-20 02:42:31.172207		1.9 ms

		2024-04-20 03:42:33.787606		1.6 ms

		2024-04-20 04:42:37.511557		-1.2 ms

		2024-04-20 05:42:38.953521		0.6 ms

		2024-04-20 06:42:40.797253		1.5 ms

		2024-04-20 07:42:42.590355		0.3 ms

		2024-04-20 08:42:44.051399		-0.3 ms

		2024-04-20 09:42:45.755255		1.7 ms

		2024-04-20 10:42:47.787239		2.4 ms

		2024-04-20 11:42:50.900918		1.5 ms

		2024-04-20 12:42:52.557844		0.6 ms

		2024-04-20 13:42:55.045854		-0.1 ms

		2024-04-20 14:42:57.811323		1.3 ms

		2024-04-20 15:43:00.05932		1.4 ms

		2024-04-20 16:43:01.596242		-0.6 ms

		2024-04-20 17:43:05.837041		-2.9 ms

		2024-04-20 18:43:08.017794		-3.7 ms

		2024-04-20 19:43:09.777335		-3.6 ms

		2024-04-20 20:43:12.607961		-1.8 ms

		2024-04-20 21:43:14.694737		-1.1 ms

		2024-04-20 22:43:16.252617		-1.8 ms

		2024-04-20 23:43:18.054688		0.3 ms

		2024-04-21 00:43:21.227599		-0.9 ms

		2024-04-21 01:43:23.640524		-1.2 ms

		2024-04-21 02:43:25.377495		0.7 ms

		2024-04-21 03:43:28.315817		1.5 ms

		2024-04-21 04:43:30.213962		-0.5 ms

		2024-04-21 05:43:32.208984		-1.0 ms

		2024-04-21 06:43:33.836959		0.3 ms

		2024-04-21 07:43:35.672975		2.4 ms

		2024-04-21 08:43:38.350389		3.3 ms

		2024-04-21 09:43:40.348029		1.5 ms

		2024-04-21 10:43:41.897864		6.0 ms

		2024-04-21 11:43:44.475122		-1.0 ms

		2024-04-21 12:43:46.845298		1.3 ms

		2024-04-21 13:43:49.031677		2.5 ms

		2024-04-21 14:43:50.773718		0.1 ms

		2024-04-21 15:43:52.549509		-1.3 ms

		2024-04-21 16:43:54.940628		-2.2 ms

		2024-04-21 17:43:56.521474		-1.9 ms

		2024-04-21 18:44:00.450099		-0.8 ms

		2024-04-21 19:44:02.255448		-1.2 ms

		2024-04-21 20:44:04.205271		-0.5 ms

		2024-04-21 21:44:05.988913		0.2 ms

		2024-04-21 22:44:08.265532		-2.2 ms

		2024-04-21 23:44:10.271904		0.8 ms

		2024-04-22 00:44:13.283391		0.0 ms

		2024-04-22 01:44:16.077334		-0.1 ms

		2024-04-22 02:44:18.205304		-0.3 ms

		2024-04-22 03:44:21.135656		1.1 ms

		2024-04-22 04:44:23.752928		3.5 ms

		2024-04-22 05:44:26.557441		0.4 ms

		2024-04-22 06:44:28.061069		2.7 ms

		2024-04-22 07:44:29.508098		0.8 ms

		2024-04-22 08:44:31.345438		-0.4 ms

		2024-04-22 09:44:33.283112		0.4 ms

		2024-04-22 10:44:35.545321		1.7 ms

		2024-04-22 11:44:37.050992		2.6 ms

		2024-04-22 12:44:38.923041		2.0 ms

		2024-04-22 13:44:40.906455		-0.1 ms

		2024-04-22 14:44:42.434199		7.2 ms

		2024-04-22 15:44:45.081483		4.0 ms

		2024-04-22 16:44:48.212518		1.9 ms

		2024-04-22 17:44:49.697498		-0.8 ms

		2024-04-22 18:44:51.765469		-0.5 ms

		2024-04-22 19:44:53.506207		-1.4 ms

		2024-04-22 20:44:57.330831		-2.4 ms

		2024-04-22 21:44:59.198985		-1.1 ms

		2024-04-22 22:45:00.899139		-1.8 ms

		2024-04-22 23:45:04.062866		-2.2 ms

		2024-04-23 00:45:07.275246		-2.6 ms

		2024-04-23 01:45:09.303895		0.4 ms

		2024-04-23 02:45:12.203557		-0.7 ms

		2024-04-23 03:45:14.321184		2.3 ms

		2024-04-23 04:45:16.73412		-0.7 ms

		2024-04-23 05:45:18.246076		0.2 ms

		2024-04-23 06:45:20.292047		0.9 ms

		2024-04-23 07:45:23.042504		0.1 ms

		2024-04-23 08:45:24.650787		0.7 ms

		2024-04-23 09:45:26.396177		1.3 ms

		2024-04-23 10:45:28.735629		-1.2 ms

		2024-04-23 11:45:30.308028		0.4 ms

		2024-04-23 12:45:32.124104		-0.4 ms

		2024-04-23 13:45:33.539783		-0.7 ms

		2024-04-23 14:45:35.35208		0.2 ms

		2024-04-23 15:45:37.236431		0.2 ms

		2024-04-23 16:45:39.109802		0.1 ms

		2024-04-23 17:45:40.90075		-0.3 ms

		2024-04-23 18:45:42.548784		-1.4 ms

		2024-04-23 19:45:45.726194		-0.5 ms

		2024-04-23 20:45:47.510631		-1.3 ms

		2024-04-23 21:45:50.137251		0.3 ms

		2024-04-23 22:45:52.352003		-1.4 ms

		2024-04-23 23:45:54.404481		-1.9 ms

		2024-04-24 00:45:55.924392		-0.3 ms

		2024-04-24 01:45:58.399822		1.1 ms

		2024-04-24 02:46:00.197816		-0.7 ms

		2024-04-24 03:46:02.841152		-0.1 ms

		2024-04-24 04:46:05.20741		-1.2 ms

		2024-04-24 05:46:06.842082		0.3 ms

		2024-04-24 06:46:08.701046		1.3 ms

		2024-04-24 07:46:10.479142		-0.9 ms

		2024-04-24 08:46:12.031792		6.0 ms

		2024-04-24 09:46:13.800153		-3.9 ms

		2024-04-24 10:46:15.466347		-1.7 ms

		2024-04-24 11:46:17.061781		1.3 ms

		2024-04-24 12:46:18.744732		-0.7 ms

		2024-04-24 13:46:20.445049		1.9 ms

		2024-04-24 14:46:22.318049		-0.6 ms

		2024-04-24 15:46:23.796706		0.3 ms

		2024-04-24 16:46:25.801719		-0.6 ms

		2024-04-24 17:46:28.083176		1.7 ms

		2024-04-24 18:46:29.620932		1.4 ms

		2024-04-24 19:46:32.160913		-0.3 ms

		2024-04-24 20:46:33.808861		1.2 ms

		2024-04-24 21:46:35.761419		0.4 ms

		2024-04-24 22:46:37.724093		-1.6 ms

		2024-04-24 23:46:39.993759		-2.0 ms

		2024-04-25 00:46:42.615406		-1.9 ms

		2024-04-25 01:46:44.213675		0.3 ms

		2024-04-25 02:46:46.07723		-0.5 ms

		2024-04-25 03:46:47.71946		0.7 ms

		2024-04-25 04:46:49.943306		-0.2 ms

		2024-04-25 05:46:52.030642		-0.3 ms

		2024-04-25 06:46:54.282219		2.5 ms

		2024-04-25 07:46:56.183562		2.2 ms

		2024-04-25 08:46:57.690335		0.0 ms

		2024-04-25 09:46:59.569815		-0.3 ms

		2024-04-25 10:47:01.765918		-1.2 ms

		2024-04-25 11:47:03.932078		0.8 ms

		2024-04-25 12:47:05.53694		-1.2 ms

		2024-04-25 13:47:07.082963		-1.1 ms

		2024-04-25 14:47:09.062963		1.3 ms

		2024-04-25 15:47:11.113128		0.8 ms

		2024-04-25 16:47:13.498276		1.1 ms

		2024-04-25 17:47:16.684121		0.6 ms

		2024-04-25 18:47:18.977014		1.0 ms

		2024-04-25 19:47:20.770748		-1.7 ms

		2024-04-25 20:47:24.112632		-1.2 ms

		2024-04-25 21:47:26.37252		-1.2 ms

		2024-04-25 22:47:28.845357		-2.0 ms

		2024-04-25 23:47:31.023104		-2.3 ms

		2024-04-26 00:47:33.073941		-0.4 ms

		2024-04-26 01:47:34.885546		-1.5 ms

		2024-04-26 02:47:37.218862		-1.2 ms

		2024-04-26 03:47:39.464895		-1.0 ms

		2024-04-26 04:47:41.59936		-1.1 ms

		2024-04-26 05:47:43.392974		-0.4 ms

		2024-04-26 06:47:45.918609		2.5 ms

		2024-04-26 07:47:48.583342		0.0 ms

		2024-04-26 08:47:50.435434		1.0 ms

		2024-04-26 09:47:52.646436		-0.7 ms

		2024-04-26 10:47:54.353927		2.1 ms

		2024-04-26 11:47:55.927304		-0.3 ms

		2024-04-26 12:47:57.48767		0.2 ms

		2024-04-26 13:47:59.193198		0.4 ms

		2024-04-26 14:48:01.276723		-0.3 ms

		2024-04-26 15:48:03.840127		0.0 ms

		2024-04-26 16:48:06.55324		0.7 ms

		2024-04-26 17:48:08.6442		-1.2 ms

		2024-04-26 18:48:11.378533		-0.9 ms

		2024-04-26 19:48:15.040879		1.6 ms

		2024-04-26 20:48:18.229838		-1.8 ms

		2024-04-26 21:48:21.048874		-0.8 ms

		2024-04-26 22:48:22.630316		-1.4 ms

		2024-04-26 23:48:25.411256		0.8 ms

		2024-04-27 00:48:29.377802		-1.7 ms

		2024-04-27 01:48:33.217023		-2.0 ms

		2024-04-27 02:48:35.903714		-1.2 ms

		2024-04-27 03:48:37.782605		-0.3 ms

		2024-04-27 04:48:41.242542		-0.6 ms

		2024-04-27 05:48:43.619988		2.5 ms

		2024-04-27 06:48:45.846479		0.7 ms

		2024-04-27 07:48:47.928052		1.6 ms

		2024-04-27 08:48:49.669685		1.1 ms

		2024-04-27 09:48:51.288186		-1.7 ms

		2024-04-27 10:48:53.489165		2.0 ms

		2024-04-27 11:48:54.97557		-0.8 ms

		2024-04-27 12:48:56.831322		-1.1 ms

		2024-04-27 13:48:58.704853		2.1 ms

		2024-04-27 14:49:00.78503		1.4 ms

		2024-04-27 15:49:02.790079		-0.4 ms

		2024-04-27 16:49:04.615568		-0.5 ms

		2024-04-27 17:49:07.86045		1.6 ms

		2024-04-27 18:49:10.139089		-1.4 ms

		2024-04-27 19:49:13.416827		-0.6 ms

		2024-04-27 20:49:15.59864		0.0 ms

		2024-04-27 21:49:17.544461		-0.6 ms

		2024-04-27 22:49:20.188408		-0.5 ms

		2024-04-27 23:49:22.996901		0.8 ms

		2024-04-28 00:49:24.517695		0.0 ms

		2024-04-28 01:49:28.695276		-2.2 ms

		2024-04-28 02:49:30.612393		0.6 ms

		2024-04-28 03:49:33.205843		-1.8 ms

		2024-04-28 04:49:35.404492		-1.8 ms

		2024-04-28 05:49:39.099345		0.5 ms

		2024-04-28 06:49:42.412793		-0.2 ms

		2024-04-28 07:49:44.520565		3.2 ms

		2024-04-28 08:49:46.755708		0.2 ms

		2024-04-28 09:49:48.971516		-0.5 ms

		2024-04-28 10:49:51.869007		1.8 ms

		2024-04-28 11:49:54.901247		-0.2 ms

		2024-04-28 12:49:56.817633		0.2 ms

		2024-04-28 13:49:58.829264		1.1 ms

		2024-04-28 14:50:01.25649		2.0 ms

		2024-04-28 15:50:03.740545		1.3 ms

		2024-04-28 16:50:06.605122		-0.7 ms

		2024-04-28 17:50:08.962173		-0.1 ms

		2024-04-28 18:50:12.690668		1.4 ms

		2024-04-28 19:50:14.741276		-2.1 ms

		2024-04-28 20:50:17.468027		0.7 ms

		2024-04-28 21:50:19.657296		-0.5 ms

		2024-04-28 22:50:21.782346		1.5 ms

		2024-04-28 23:50:24.254136		-1.0 ms

		2024-04-29 00:50:26.9552		-1.2 ms

		2024-04-29 01:50:28.949325		-1.1 ms

		2024-04-29 02:50:32.748462		-1.3 ms

		2024-04-29 03:50:34.530389		-1.5 ms

		2024-04-29 04:50:37.381686		-1.2 ms

		2024-04-29 05:50:39.070693		0.1 ms

		2024-04-29 06:50:40.791313		-0.3 ms

		2024-04-29 07:50:42.317371		-0.2 ms

		2024-04-29 08:50:43.997819		0.4 ms

		2024-04-29 09:50:46.002234		-0.6 ms

		2024-04-29 10:50:48.265871		1.0 ms

		2024-04-29 11:50:49.961029		0.9 ms

		2024-04-29 12:50:52.608804		1.8 ms

		2024-04-29 13:50:54.149352		1.2 ms

		2024-04-29 14:50:56.631201		0.5 ms

		2024-04-29 15:50:58.630995		-1.4 ms

		2024-04-29 16:51:01.957455		-1.8 ms

		2024-04-29 17:51:04.013365		0.9 ms

		2024-04-29 18:51:07.494845		1.3 ms

		2024-04-29 19:51:09.208376		1.8 ms

		2024-04-29 20:51:11.999281		2.2 ms

		2024-04-29 21:51:13.799666		1.0 ms

		2024-04-29 22:51:15.624967		-0.6 ms

		2024-04-29 23:51:17.360214		-1.8 ms

		2024-04-30 00:51:19.059844		-0.8 ms

		2024-04-30 01:51:20.761887		1.6 ms

		2024-04-30 02:51:22.505534		-1.0 ms

		2024-04-30 03:51:24.08411		2.4 ms

		2024-04-30 04:51:26.707146		-0.8 ms

		2024-04-30 05:51:28.819925		2.0 ms

		2024-04-30 06:51:30.620176		0.7 ms

		2024-04-30 07:51:32.365838		-0.1 ms

		2024-04-30 08:51:34.67745		0.7 ms

		2024-04-30 09:51:36.313513		0.5 ms

		2024-04-30 10:51:37.794538		-0.5 ms

		2024-04-30 11:51:39.454418		1.6 ms

		2024-04-30 12:51:41.571508		1.1 ms

		2024-04-30 13:51:43.166028		0.6 ms

		2024-04-30 14:51:44.640874		2.0 ms

		2024-04-30 15:51:46.223705		0.7 ms

		2024-04-30 16:51:47.702045		1.0 ms

		2024-04-30 17:51:49.346022		-0.4 ms

		2024-04-30 18:51:51.990587		1.7 ms

		2024-04-30 19:51:56.056171		-0.4 ms

		2024-04-30 20:51:57.818801		-1.8 ms

		2024-04-30 21:52:01.696142		2.4 ms

		2024-04-30 22:52:03.276623		-2.2 ms

		2024-04-30 23:52:05.455556		0.7 ms

		2024-05-01 00:52:07.092637		-1.3 ms

		2024-05-01 01:52:08.891264		-0.6 ms

		2024-05-01 02:52:11.46833		0.0 ms

		2024-05-01 03:52:14.080045		1.3 ms

		2024-05-01 04:52:15.634188		0.0 ms

		2024-05-01 05:52:17.499256		-0.2 ms

		2024-05-01 06:52:19.107055		-0.1 ms

		2024-05-01 07:52:20.774765		0.5 ms

		2024-05-01 08:52:23.484415		2.0 ms

		2024-05-01 09:52:25.174451		1.7 ms

		2024-05-01 10:52:26.764591		2.5 ms

		2024-05-01 11:52:28.442095		-0.5 ms

		2024-05-01 12:52:32.643354		2.9 ms

		2024-05-01 13:52:35.286779		-0.7 ms

		2024-05-01 14:52:37.767917		0.8 ms

		2024-05-01 15:52:39.504823		1.5 ms

		2024-05-01 16:52:42.672649		1.7 ms

		2024-05-01 17:52:45.609667		-0.9 ms

		2024-05-01 18:52:48.477867		-1.9 ms

		2024-05-01 19:52:50.378431		-0.8 ms

		2024-05-01 20:52:52.814377		0.0 ms

		2024-05-01 21:52:54.522479		-1.4 ms

		2024-05-01 22:52:56.205058		-0.3 ms

		2024-05-01 23:52:58.437844		1.0 ms

		2024-05-02 00:53:01.284298		1.5 ms

		2024-05-02 01:53:04.27774		1.5 ms

		2024-05-02 02:53:06.191649		-0.3 ms

		2024-05-02 03:53:07.974153		-0.9 ms

		2024-05-02 04:53:10.24838		-1.6 ms

		2024-05-02 05:53:12.798957		-1.3 ms

		2024-05-02 06:53:16.355222		2.5 ms

		2024-05-02 07:53:19.347954		1.3 ms

		2024-05-02 08:53:21.942532		-0.5 ms

		2024-05-02 09:53:23.735122		1.1 ms

		2024-05-02 10:53:25.625116		-0.6 ms

		2024-05-02 11:53:28.419883		2.1 ms

		2024-05-02 12:53:30.791723		2.7 ms

		2024-05-02 13:53:33.402447		0.3 ms

		2024-05-02 14:53:35.757326		2.3 ms

		2024-05-02 15:53:38.038051		1.5 ms

		2024-05-02 16:53:39.885667		2.1 ms

		2024-05-02 17:53:41.796714		1.4 ms

		2024-05-02 18:53:43.329617		-0.2 ms

		2024-05-02 19:53:45.136129		0.3 ms

		2024-05-02 20:53:47.227301		1.7 ms

		2024-05-02 21:53:50.034088		2.0 ms

		2024-05-02 22:53:51.691186		-1.7 ms

		2024-05-02 23:53:53.443156		-1.9 ms

		2024-05-03 00:53:55.04429		-0.4 ms

		2024-05-03 01:53:58.13474		-1.8 ms

		2024-05-03 02:53:59.761525		1.0 ms

		2024-05-03 03:54:01.691417		-1.3 ms

		2024-05-03 04:54:03.886085		1.0 ms

		2024-05-03 05:54:05.591642		2.1 ms

		2024-05-03 06:54:08.540159		-0.7 ms

		2024-05-03 07:54:10.440449		3.2 ms

		2024-05-03 08:54:12.173195		-0.2 ms

		2024-05-03 09:54:14.119969		-0.5 ms

		2024-05-03 10:54:15.644733		-1.1 ms

		2024-05-03 11:54:18.755609		0.4 ms

		2024-05-03 12:54:20.39442		-0.3 ms






Evidence of Intent
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1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.

		Time		IP		Event

		2024-04-26 10:17:03.235 UTC		83.190.101.0		Nike Dahlskog (ND) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2024-04-26 10:17:27.584 UTC		83.190.101.0		Nike Dahlskog (ND) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-16 20:33:35 UTC.

		2024-04-26 10:28:50.435 UTC		85.228.15.171		Magnus Lindell (ML) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2024-04-26 10:28:59.854 UTC		85.228.15.171		Magnus Lindell (ML) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-16 20:33:35 UTC.

		2024-04-26 10:30:39.686 UTC		90.224.35.248		Pär Wiktorsson (PW) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2024-04-26 10:31:44.81 UTC		90.224.35.248		Pär Wiktorsson (PW) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-16 20:33:35 UTC.

		2024-04-26 10:47:30.864 UTC		213.179.6.97		Anna Stenvinkel (AS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2024-04-26 10:47:33.087 UTC		213.179.6.97		Anna Stenvinkel (AS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-16 20:33:35 UTC.

		2024-04-26 10:44:12.161 UTC		94.191.153.151		Pär Ljungvall (PL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2024-04-26 10:47:56.201 UTC		94.191.153.151		Pär Ljungvall (PL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-16 20:33:35 UTC.

		2024-04-26 15:52:47.702 UTC		83.253.221.47		Kristina Meseret Andersson (KMA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2024-04-26 15:52:51.34 UTC		83.253.221.47		Kristina Meseret Andersson (KMA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-16 20:33:35 UTC.

		2024-04-27 08:46:08.308 UTC		194.14.10.100		Elias Fjellander (EF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2024-04-27 08:46:21.682 UTC		194.14.10.100		Elias Fjellander (EF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-16 20:33:35 UTC.

		2024-04-27 09:36:17.074 UTC		94.191.136.234		Ingela Svedin (IS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2024-04-27 09:37:47.588 UTC		94.191.136.234		Ingela Svedin (IS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-16 20:33:35 UTC.

		2024-04-27 16:10:13.061 UTC		94.191.137.98		Nuur Husen (NH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2024-04-27 16:10:19.795 UTC		94.191.137.98		Nuur Husen (NH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-16 20:33:35 UTC.

		2024-04-28 10:05:48.608 UTC		188.151.115.224		Monica Nordenwald (MN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2024-04-28 10:06:26.459 UTC		188.151.115.224		Monica Nordenwald (MN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-16 20:33:35 UTC.

		2024-04-29 15:21:01.362 UTC		94.234.111.70		Björn Forsberg (BF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2024-04-29 15:21:08.631 UTC		94.234.111.70		Björn Forsberg (BF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-16 20:33:35 UTC.

		2024-04-29 16:41:51.85 UTC		79.136.63.170		Amanda Valentin (AV) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2024-04-29 16:42:13.975 UTC		79.136.63.170		Amanda Valentin (AV) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-16 20:33:35 UTC.

		2024-05-03 12:33:22.251 UTC		84.17.219.58		Erik Albenius (EA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2024-05-03 12:35:45.818 UTC		84.17.219.58		Erik Albenius (EA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-29 21:24:18 UTC.

		2024-05-03 12:59:53.096 UTC		94.234.110.177		Ahmet Bella (AB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2024-05-03 13:03:33.878 UTC		94.234.110.177		Ahmet Bella (AB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-29 21:24:18 UTC.







