FORUM

Bogota D.C, 7 de junio de 2024

Sefiores

Unidad Administrativa Especial

Direccion de Impuestos y Aduanas Nacionales
Ciudad.

La presente tiene como fin aclarar que FORUMCIV es una entidad sin animo de lucro,
con sede y domicilio principal en Estocolmo — Suecia, reconocida por la Direccidon
Nacional Suecia de Asuntos Fiscales, bajo el nimero 802400-7260.

En Colombia FORUMCIV funciona con la figura denominada “Entidad Extrajera Sin
Animo de Lucro” reconocida legalmente mediante la Resolucién Ndmero 3089, de
diciembre seis (06) de dos mil seis (2006), emanada por el Ministerio del Interior y de
Justicia, ademas registrada en Camara y Comercio bajo No S0042315 del seis (06) de
Junio de dos mil doce (2012) y su Nit es 900.123.702-5.

En consecuencia, el maximo organo decisorio es la junta 0 mesa directiva quienes se
encuentran en Estocolmo Suecia, todos los procesos de asambleas ordinarias y
extraordinarias, aprobacion de estados financieros consolidados, plan de presupuesto
y distribuciéon de excedentes se realiza en Estocolmo — Suecia de acuerdo con los
estatutos que también son proferidos por la casa matriz en Estocolmo Suecia.

Por lo anterior en Colombia no existe junta directiva o algun érgano decisorio, en
Colombia no se realiza asambleas generales ni extraordinarias y las decisiones
principales son tomadas en Estocolmo - Suecia. De acuerdo con el procedimiento
establecido por el ministerio del interior y de justicia que fue la institucién encargada
en el afio 2006 de dar el reconocimiento se debe tener un representante en Colombia.

Este representante es nombrado por la junta directiva de la casa matriz para responder
por las obligaciones legales, contractuales, de impuestos entre otras que se presenten
en Colombia. De acuerdo al registro de Forumciv el Ultimo representante es CARLOS
FRANCISCO CARDENAS ANGEL identificado con Cedula de ciudadania Colombiana No
80.505.031 registrado bajo la escritura publica No 1847 del 19 de mayo de 2023.

Como se puede observar en la escritura publica, estan los documentos de decisidn de
la junta directiva y el acta de nombramiento. Con estos documentos el representante
en Colombia queda facultado para realizar cualquier proceso ante las instituciones del
estado colombiano.

En Colombia Forumciv se dedica a la ejecucién de proyectos de cooperacidon
internacional con fondos de sus principales donantes la Embajada Sueca, la Agencia
Sueca para la Cooperacién y Desarrollo internacional y la Delegacidon de la Unién
Europea en Colombia.
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Para dar cumplimiento a uno de los requisitos para permanecer en el régimen tributario
especial como estamos catalogados en la actualidad (Desde el afio 2014 fue impuesta
la obligacién de declaracién de renta régimen especial incluso certificando que
ejecutamos recursos de cooperacién internacional) de acuerdo con lo establecido en el

numeral 13 del pardgrafo 2° del articulo 364-5 del estatuto tributario certificamos que:
1. Nombre de la organizacidn, identificacion y domicilio de la entidad
Nombre: Forumciv

Identificacion: 900.123.702-5
Domicilio: Cra 12A Nro 78-40 Oficina 4-108

2. Actividad meritoria

Forumciv trabaja por un desarrollo mundial justo y duradero, basado en la igualdad y el
derecho de la vida razonable para todos los seres humanos, asi como el uso duradero

de los recursos del planeta.

Las actividades de Forumciv estan dirigidas apoyar a los seres humanos que viven en la
pobreza, en su organizacién y las posibilidades de hacer valer sus derechos humanos,

asi como participar en las decisiones que influyen en su situacion vital.

Forumciv enfoca su trabajo a tres perspectivas de desarrollo: a) Sensibilidad al conflicto

y accién sin dafo, b) Medio ambiente y cambio climatico y c) Equidad de genero.
3. Monto y destino del beneficio o excedente neto

Al 31 de diciembre de 2023 tuvo excedentes por valor de COP17.665.603, sobre los
cuales se realizé el respectivo pago del Impuesto de Renta y Complementarios.

4. Monto y destino de las asignaciones permanentes
Al 31 de diciembre de 2023 no existen asignaciones permanentes por ejecutar.

5. Los nombres e identificacion de las personas que ocupan cargos gerenciales,
directivos o de control

Nombres y apellidos Identificacion Cargo
Director Regional America Lati
Carlos Cardenas Angel 80.505.031 Irec o.r cglonal para America Latina
y El Caribe
Anyela Johanna Téllez 1.022.322.617 | Gerente Administrativa y Financiera
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Nombres y apellidos Identificacion Cargo
Cesar Augusto Mufioz 1.032.409.811 | Coordinador de proyecto

6. El monto de pagos salariales a los miembros de los cuerpos directivos

Los miembros de los cargos antes mencionados estan contratados mediante contratos
laborales. La suma total de estos pagos durante el afio gravable fue de COP 398.774.700.

7. Monto del patrimonio al 31 de diciembre de 2023

La entidad no tiene patrimonio al 31 de diciembre de 2022

8. Informe anual de resultados

El informe de gestidén presenta los proyectos en curso y finalizados, las metas logradas
en beneficios de la comunidad, el cual es debidamente presentado por el colaborador
Carlos Cardenas Angel - Director Regional para America Latina y El Caribe.

9. Estados Financieros de la entidad

Los Estados Financieros del periodo comprendido entre el 1 de enero y el 31 de
diciembre de 2023, los cuales son firmados por Carlos Cardenas Angel — Representante
Legal y Jenny Liliana Silva Cubides — Contadora Publica.

10. Presentacion declaracién de renta afio gravable 2023

La declaracidn de renta del afio gravable 2023 fue presentada el 14 de mayo de 2024
bajo el formulario Nro. 1117609362674 ante la Direccién de Impuestos y Aduanas

Nacionales (DIAN).

Cordialmente,

Carlos Francisco Cardenas Angel Jenny Liliana Silva
Director Regional para America Latina y el Caribe Contadora Publica
Representante Forumciv en Colombia T.P. 214.695-T
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Bogota D.C, 7 de junio de 2024

Sefiores

Unidad Administrativa Especial

Direccion de Impuestos y Aduanas Nacionales
Ciudad.

La presente tiene como fin aclarar que FORUMCIV es una entidad sin animo de lucro,
con sede y domicilio principal en Estocolmo — Suecia, reconocida por la Direccidon
Nacional Suecia de Asuntos Fiscales, bajo el nimero 802400-7260.

En Colombia FORUMCIV funciona con la figura denominada “Entidad Extrajera Sin
Animo de Lucro” reconocida legalmente mediante la Resolucién Ndmero 3089, de
diciembre seis (06) de dos mil seis (2006), emanada por el Ministerio del Interior y de
Justicia, ademads registrada en Camara y Comercio bajo No S0042315 del seis (06) de
Junio de dos mil doce (2012) y su Nit es 900.123.702-5.

En consecuencia, el maximo drgano decisorio es la junta o mesa directiva quienes se
encuentran en Estocolmo Suecia, todos los procesos de asambleas ordinarias y
extraordinarias, aprobacién de estados financieros consolidados, plan de presupuesto
y distribucién de excedentes se realiza en Estocolmo — Suecia de acuerdo con los
estatutos que también son proferidos por la casa matriz en Estocolmo Suecia.

Por lo anterior en Colombia no existe junta directiva o algin érgano decisorio, en
Colombia no se realiza asambleas generales ni extraordinarias y las decisiones
principales son tomadas en Estocolmo - Suecia. De acuerdo con el procedimiento
establecido por el ministerio del interior y de justicia que fue la institucidon encargada
en el afio 2006 de dar el reconocimiento se debe tener un representante en Colombia.

Este representante es nombrado por la junta directiva de la casa matriz para responder
por las obligaciones legales, contractuales, de impuestos entre otras que se presenten
en Colombia. De acuerdo al registro de Forumciv el ultimo representante es CARLOS
FRANCISCO CARDENAS ANGEL identificado con Cedula de ciudadania Colombiana No
80.505.031 registrado bajo la escritura publica No 1847 del 19 de mayo de 2023 que
esta adjunta a esta comunicacién.

Como se puede observar en la escritura publica, estan los documentos de decisidn de
la junta directiva y el acta de nombramiento. Con estos documentos el representante
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en Colombia queda facultado para realizar cualquier proceso ante las instituciones del
estado colombiano.

En Colombia Forumciv se dedica a la ejecucién de proyectos de cooperacion
internacional con fondos de sus principales donantes la Embajada Sueca, la Agencia
Sueca para la Cooperacién y Desarrollo internacional y la Delegacidon de la Unién
Europea en Colombia.

Cordialmente,

Carlos Francisco Cardenas Angel Jenny Liliana Silva
Director Regional para America Latina y el Caribe Contadora Publica
Representante Forumciv en Colombia T.P. 214.695-T
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CERTIFICADO DE EXISTENCIA Y REPRESENTACION LEGAL O INSCRIPCION DE
DOCUMENTOS .
LA CAMARA DE COMERCIO DE BOGOTA, CON FUNDAMENTO EN LAS MATRICULAS E
INSCRIPCIONES DEL REGISTRO MERCANTIL
CERTIFICA:
NOMBRE : SERVICIOS PARA LA COOPERACION S A S
SIGLA : SECO
N.I.T. : 901.042.903-4 ADMINISTRACION : DIRECCION SECCIONAL DE
IMPUESTOS DE BOGOTA
DOMICILIO : BOGOTA D.C.
CERTIFICA:
MATRICULA NO: 02766477 DEL 13 DE ENERO DE 2017
CERTIFICA:
RENOVACION DE LA MATRICULA :11 DE MAYO DE 2024
ULTIMO ANO RENOVADO : 2024
ACTIVO TOTAL : 201,322,000
CERTIFICA:
DIRECCION DE NOTIFICACION JUDICIAL : CR 5 NO. 15 21 OF 903
MUNICIPIO : BOGOTA D.C.
EMAIL DE NOTIFICACION JUDICIAL : LIBARDOBENAVIDES@GMAIL.COM
DIRECCION COMERCIAL : CR 5 NO. 15 21 OF 903
MUNICIPIO : BOGOTA D.C.
EMAIL COMERCIAL : LIBARDOBENAVIDESQ@GMAIL.COM
CERTIFICA:
CONSTITUCION: QUE POR DOCUMENTO PRIVADO NO. SIN NUM DE ASAMBLEA DE
ACCIONISTAS DEL 25 DE AGOSTO DE 2016, INSCRITA EL 13 DE ENERO DE 2017
BAJO EL NUMERO 02175921 DEL LIBRO IX, SE CONSTITUYO LA SOCIEDAD
COMERCIAL DENOMINADA SERVICIOS PARA LA COOPERACION S A S.

Constanza
L

Trujillo



CERTIFICA:
DURACION: QUE LA SOCIEDAD NO SE HALLA DISUELTA, Y SU DURACION ES
INDEFINIDA

CERTIFICA:
OBJETO SOCIAL: LA SOCIEDAD TENDRA COMO OBJETO PRINCIPAL EL
ACOMPANAMIENTO A LA GESTION ORGANIZATIVA Y DE PROGRAMAS Y PROYECTOS,
EN EL MARCO DE LA COOPERACION INTERNACIONAL. EN EL DESARROLLO DE SU
OBJETO, LA SOCIEDAD SERVICIOS PARA LA COOPERACION S.A.S - SECO PODRA:
A) APOYAR A LAS ORGANIZACIONES DE COOPERACION INTERNACIONAL EN LOS
PROCESOS DE FORTALECIMIENTO  ORGANIZATIVO, ADMINISTRATIVO Y
PARTICIPATIVO QUE ADELANTEN. B) OFRECER ASISTENCIA TECNICA EN LA
IDENTIFICACION, FORMULACION Y EJECUCION DE PROGRAMAS Y PROYECTOS. C)
COORDINAR, ADMINISTRAR Y/O EJECUTAR PROGRAMAS Y PROYECTOS. D) PRESTAR
ASESORIA JURIDICA, CONTABLE Y ADMINISTRATIVA. E) DAR CAPACITACIONES,
CURSOS, TALLERES, FORMACIONES Y SEMINARIOS. F) PRESTAR LOGISTICA A
PERSONAS, ORGANIZACIONES Y ENTIDADES, PUBLICAS O PRIVADAS, ORGANISMOS
INTERNACIONES QUE FINANCIEN O IMPLEMENTEN PROYECTOS CULTURALES,
DEPORTIVOS, AMBIENTALES, DE DESARROLLO Y DE AYUDA HUMANITARIA. G)
APOYAR EN LA CONVOCATORIA Y SELECCION DE PERSONAL CALIFICADO. H)
REALIZAR SEGUIMIENTO Y EVALUACION DE PROYECTOS ANTES, DURANTE Y
DESPUES DE LA EJECUCION. 1I) EFECTUAR LA RECOLECCION Y/O ANALISIS,
CUALITATIVO Y CUANTITATIVO, DE DATOS. J) ELABORAR Y DESARROLLAR BASES
DE DATOS. K) IDENTIFICAR, DESARROLLAR Y/O IMPLEMENTAR SOLUCIONES
TECNOLOGICAS. L) ELABORAR ESTRATEGIAS DE INTERVENCION HUMANITARIA
ENFOCADAS EN LAS AREAS DE AGRICULTURA, EDUCACION, AGUA Y SANEAMIENTO

BASICO, REFUGIO Y CONSTRUCCION CON MATERIALES ALTERNATIVOS. M)
DISENAR, CONCEPTUALIZAR, PRODUCIR Y DISTRIBUIR MATERIALES
AUDIOVISUALES. N) DISENAR, CONCEPTUALIZAR, DIAGRAMAR, CORREGIR,

PRODUCIR Y DISTRIBUIR DOCUMENTOS Y MATERIALES IMPRESOS. O) TRADUCIR
DOCUMENTOS. P) REALIZAR LA ORGANIZACION Y GESTION LOGISTICA DE
APROVISIONAMIENTO, DE DISTRIBUCION Y/O DE EVENTOS INSTITUCIONALES. Q)
ASESORAR Y ACOMPANAR EN LA OBTENCION DE VISAS. R) COMPRAR, ORGANIZAR Y
DISTRIBUIR KITS, MATERIALES Y/O EQUIPOS. S) COMPRAR, TOMAR EN
ARRIENDO, UTILIZAR Y ALQUILAR TODO TIPO DE INSUMOS, EQUIPOS,
MAQUINARIAS, BIENES MUEBLES E INMUEBLES. EN GENERAL, LA SOCIEDAD PUEDE
REALIZAR, EN COLOMBIA Y EN EL EXTERIOR, CUALQUIER ACTIVIDAD LICITA,
COMERCIAL O CIVIL.

CERTIFICA:
ACTIVIDAD PRINCIPAL:
7020 (ACTIVIDADES DE CONSULTORIA DE GESTION)
ACTIVIDAD SECUNDARIA:
6910 (ACTIVIDADES JURIDICAS)

CERTIFICA:

CAPITAL:

** CAPITAL AUTORIZADO *¥*
VALOR : $100,000,000.00
NO. DE ACCIONES : 1,000.00
VALOR NOMINAL : $100,000.00

** CAPITAL SUSCRITO **
VALOR : $20,000,000.00
NO. DE ACCIONES : 200.00
VALOR NOMINAL : $100,000.00

** CAPITAL PAGADO **
VALOR : $8,000,000.00
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CERTIFICA:
REPRESENTACION LEGAL: LA ADMINISTRACION Y REPRESENTACION LEGAL DE LA
SOCIEDAD ESTARA A CARGO DE UNA PERSONA NATURAL, ACCIONISTA O NO, QUIEN
TENDRA UN SUPLENTE QUE PODRA REEMPLAZARLO EN SUS FALTAS ABSOLUTAS,
TEMPORALES O ACCIDENTALES.

CERTIFICA:

** NOMBRAMIENTOS **

QUE POR DOCUMENTO PRIVADO NO. SIN NUM DE ASAMBLEA DE ACCIONISTAS DEL
25 DE AGOSTO DE 2016, INSCRITA EL 13 DE ENERO DE 2017 BAJO EL NUMERO
02175921 DEL LIBRO IX, FUE (RON) NOMBRADO (S):

NOMBRE IDENTIFICACION
REPRESENTANTE LEGAL
BENAVIDES CALDERON LIBARDO C.C. 000000079570612
REPRESENTANTE LEGAL SUPLENTE
RODRIGUEZ TORRES YULIETH MARCELA C.C. 000001030569774
CERTIFICA:

FACULTADES DEL REPRESENTANTE LEGAL: LA SOCIEDAD SERA GERENCIADA,
ADMINISTRADA Y REPRESENTADA  LEGALMENTE ANTE TERCEROS POR EL
REPRESENTANTE LEGAL, QUIEN NO TENDRA RESTRICCIONES DE CONTRATACION POR
RAZON DE LA NATURALEZA NI DE LA CUANTIA DE LOS ACTOS QUE CELEBRE. POR
LO TANTO, SE ENTENDERA QUE EL REPRESENTANTE LEGAL PODRA CELEBRAR O
EJECUTAR TODOS LOS ACTOS Y CONTRATOS COMPRENDIDOS EN EL OBJETO SOCIAL
O QUE SE RELACIONEN DIRECTAMENTE CON LA EXISTENCIA Y EL FUNCIONAMIENTO
DE LA SOCIEDAD. EL REPRESENTANTE LEGAL SE ENTENDERA INVESTIDO DE LOS
MAS AMPLIOS PODERES PARA ACTUAR EN TODAS LAS CIRCUNSTANCIAS EN NOMBRE
DE LA SOCIEDAD, CON EXCEPCION DE AQUELLAS FACULTADES QUE, DE ACUERDO
CON LOS ESTATUTOS, SE HUBIEREN RESERVADO LOS ACCIONISTAS. EN LAS
RELACIONES FRENTE A TERCEROS, LA SOCIEDAD QUEDARA OBLIGADA POR LOS
ACTOS Y CONTRATOS CELEBRADOS POR EL REPRESENTANTE LEGAL. LE ESTA
PROHIBIDO AL REPRESENTANTE LEGAL Y A LOS DEMAS ADMINISTRADORES DE LA
SOCIEDAD, POR SI O POR INTERPUESTA PERSONA, OBTENER BAJO CUALQUIER
FORMA O MODALIDAD JURIDICA PRESTAMOS POR PARTE DE LA SOCIEDAD U
OBTENER DE PARTE DE LA SOCIEDAD AVAL, FIANZA O CUALQUIER OTRO TIPO DE
GARANTIA DE SUS OBLIGACIONES PERSONALES.
CERTIFICA:

DE CONFORMIDAD CON LO ESTABLECIDO EN EL CODIGO DE PROCEDIMIENTO
ADMINISTRATIVO Y DE LO CONTENCIOSO ADMINISTRATIVO Y DE LA LEY 962 DE
2005, LOS ACTOS ADMINISTRATIVOS DE REGISTRO AQUI CERTIFICADOS QUEDAN
EN FIRME DIEZ (10) DIAS HABILES DESPUES DE LA FECHA DE 1A
CORRESPONDIENTE ANOTACION, SIEMPRE QUE NO SEAN OBJETO DE RECURSO. LOS
SABADOS NO SON TENIDOS EN CUENTA COMO DIAS HARILES PARA LA CAMARA DE
COMERCIO DE BOGOTA.



*okox EL PRESENTE CERTIFICADO NO CONSTITUYE PERMISO DE x o
*okox FUNCIONAMIENTO EN NINGUN CASO x o

INFORMACION COMPLEMENTARTIA
LOS SIGUIENTES DATOS SOBRE RIT Y PLANEACION DISTRITAL SON INFORMATIVOS
CONTRIBUYENTE INSCRITO EN EL REGISTRO RIT DE LA DIRECCION DISTRITAL DE
IMPUESTOS, FECHA DE INSCRIPCION : 8 DE ABRIL DE 2022
FECHA DE ENVIO DE INFORMACION A PLANEACION DISTRITAL : 13 DE
SEPTIEMBRE DE 2023

SENOR EMPRESARIO, SI SU EMPRESA TIENE ACTIVOS INFERIORES A 30.000
SMLMV Y UNA PLANTA DE PERSONAL DE MENOS DE 200 TRABAJADORES, USTED
TIENE DERECHO A RECIBIR UN DESCUENTO EN EL PAGO DE LOS PARAFISCALES DE
75% EN EL PRIMER ANO DE CONSTITUCION DE SU EMPRESA, DE 50% EN EL
SEGUNDO ANO Y DE 25% EN EL TERCER ANO. LEY 590 DE 2000 Y DECRETO 525
DE 2009.

RECUERDE INGRESAR A WWW.SUPERSOCIEDADES.GOV.CO PARA VERIFICAR SI SU
EMPRESA ESTA OBLIGADA A REMITIR ESTADOS FINANCIEROS. EVITE SANCIONES.

TAMANO EMPRESA

DE CONFORMIDAD CON LO PREVISTO EN EL ARTICULO 2.2.1.13.2.1 DEL DECRETO
1074 DE 2015 Y LA RESOLUCION 2225 DE 2019 DEL DANE EL TAMANO DE LA
EMPRESA ES MICROEMPRESA

LO ANTERIOR DE ACUERDO A LA INFORMACION REPORTADA POR EL MATRICULADO O
INSCRITO EN EL FORMULARIO RUES:

INGRESOS POR ACTIVIDAD ORDINARIA $221,547,000

ACTIVIDAD ECONOMICA POR LA QUE PERCIBIO MAYORES INGRESOS EN EL PERIODO
- CIIU : 7020
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*x ESTE CERTIFICADO REFLEJA LA SITUACION JURIDICA DE LA el
*x SOCIEDAD HASTA LA FECHA Y HORA DE SU EXPEDICION. et
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EL SECRETARIO DE LA CAMARA DE COMERCIO,
VALOR : $ 7,900
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PARA VERIFICAR QUE EL CONTENIDO DE ESTE CERTIFICADO CORRESPONDA CON LA
INFORMACION QUE REPOSA EN LOS REGISTROS PUBLICOS DE LA CAMARA DE
COMERCIO DE BOGOTA, EL CODIGO DE VERIFICACION PUEDE SER VALIDADO POR
SU DESTINATARIO SOLO UNA VEZ, INGRESANDO A WWW.CCB.ORG.CO
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ESTE CERTIFICADO FUE GENERADO ELECTRONICAMENTE CON FIRMA DIGITAL Y
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CAMARA DE COMERCIO DE BOGOTA

SEDE VIRTUAL

&3

CcODIGO VERIFICACION: A2486571507869

Cémara
o et 11 DE MAYO DE 2024  HORA 09:45:55
ARA24865715 PAGINA: 3 DE 3
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CUENTA CON PLENA VALIDEZ JURIDICA CONFORME A LA LEY 527 DE 1999.
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FIRMA MECANICA DE CONFORMIDAD CON EL DECRETO 2150 DE 1995 Y LA
AUTORIZACION IMPARTIDA POR LA SUPERINTENDENCIA DE INDUSTRIA Y
COMERCIO, MEDIANTE EL OFICIO DEL 18 DE NOVIEMBRE DE 1996.

Lol

CONSTANZA PUENTES TRUJILLO
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NO ES VALIDO POR ESTA CARA
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NOTARIA 20 DE BOGOTA D.C.
REPUBLICA DE COLOMBIA =
Escritura: 1847 ':3
MIL OCHOCIENTOS CUARENTA Y SIETE I'g
i
Fecha: MAYO-108-2023 4 i
—
Acto: PROTOCOLIZAGION DE DOCUMENTOS. EE
% = (-]
Otorgante: - -4
CARLOS FRANCISCO CARDENAS ANGEL, ~—ereemmemmeeeee cc. 80.605.031 de Bogotd| = -
Derechos Notariales: Sin cuantia 5

En Bogota, Distrito Capital, RepUblica de Colombia, a los diecinueve (19) dias del
mes de mayo del afio dos mil veintitrés (2023), ante mi GLAUDIA LUCIA ROJAS
BERNAL, NOTARIA VEINTE!(20) DE BOGOTA D.C. - ENCARGADA (Resolucién
No. 4937 de Mayo 15!2!]1!,3. de la 'Supa'rlntanﬂancia de Notariado y Registro), se

otorgo escritura en los siguientes términos:

OTORGANTE, COMPARECIENTE CON MINUTA ENVIADA PREVIAMENTE POR
CORREO ELECTRONICO: -

CARLOS FRANCISCO CARDENAS ANGEL, varén, colombiano, mayor de edad,

domiciliado y residente en esta ciudad, identificado con cédula de extrangeria

80.505.031 de Bogota, de estado civil casado con sociedad conyugal vigente, y

declaré:

PRIMERO: Que presenta para su guarda y protocolizacién en esta Notaria, los

siguientes documentos:

1. En cinco (5) folios dtiles: documento a doble columna en idioma inglés y espafiol
y con su debida apostilla con nimero 5709-01 (800-2023-189) de fecha 11 de abril
de 2023, el acta de nombramiento de funcionario emitido por la Secretaria General

de ForumClIV, organizacién sin animo de lucro debidamente constituida y existente

Fapel notarial para nso exclusive e la esceritura pithlica - 3o tiene costo para 2l usuarip
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con las leyes de Suecia y domiciliada en Estocolmo, por medio de la cual se nombra

como apoderado general de la entidad en Colombia al sefior CARLOS FRANCISCO
CARDENAS ANGEL y se ordena revocar el poder otorgado a la sefiora LAURA
JULIANA BONILLA PINILLA, a través de Escritura Pdblica No. 1250 del 21 de junio
de 2018.

2. En once (11) folios dtiles, en idioma sueco con su respectiva traduccion al
castellano, los estatutos de la entidad ForumCIV aprobados el 17 de mayo de 2008
en la Junta Anual de ForumCIV y confirmados por la Junta de miembros el 22 de
noviembre de 2008, después de las revision de estatutos del 04 de febrero de 1995
y 26 de mayo de 2018 y su apostilla No. 5!‘.]9-_2‘323-2&3 de fecha 12 de abril de 2023. -
3. En diez (10) folios ttiles y con su respectiva apostilla No. 500-2023-201 de fecha
12 de abril de 2023 en idioma sueco y con su respectiva traduccion al castellano, el

acta de sesion del Consejo Administrativo 8/2022 de ForumCIV donde se autorizan a

las secretarias generales a firmar por la entidad.

4. En cinco (5) follos, con apostilla No. 500-2023-202b del 12 de abril de 2023, en
idioma sueco traducido al castellano, el exiracto de registro de ForumCIV, expedido
por la Autoridad Tributaria de Suecia.
5. Carta de aceptacién del sefior CARLOS FRANCISCO CARDENAS ANGEL,
identificado con Cédula de ciudadania No. 80.505.031 de Bogota D.C., a su cargo

]
|

como apoderado general de ForumCIV en Colombia.
6. Copla de la cédula de ciudadania del sefior CARLOS FRANCISCO CARDENAS

ANGEL.
SEGUNDO: En consecuencia, el suscrito Notario declara protocolizado(s) dicho(s)

documento(s) para que surta(n) los efectos legales y puedan los interesados solicitar

las copias que de él (ellos) se necesite(n).
TERCERO.- Esta escritura no tiene otra finalidad que la de contener la expresion de

voluntad del otorgante de protocolizar este documento, y de conformidad con lo

Papel notarial para uso eaclusive en la esceitura piblica - No tiene rosto para el usuario
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expuesto en los Articulos cincuenta y seis (56) y cincuenta y siete (57) del Decreto

novecientos sesenta (960) de mil novecientos setenta (1970); "Por la protocolizacion

no adquiere el documento protocolizado, mayor fuerza o firmeza que la que

e

originalmente tenga”.

e
]

En consecuencia, el suscrito Notario declara legalmente incorporados al protocolo

[ 4
cadena

AaD7761123%

del afio en curso y bajo el mismo nimero que a este instrumento corresponda, los

documentos indicados, para los fines expresados por sl otorgante.
HASTA AQUI EL CONTENIDO DE LA MINUTA PRESENTADA PREVIAMENTE
ELABORADA, REVISADA, APROBADA Y ACEPTADA.
EL COMPARECIENTE HACE CONSTAR QUE:

N

dda

L e
Ca420788307

1.- Ha verificado cuidadosamente sus nombres y apellidos, el nimero de su

documento de identificacion, y aprueba este instrumento sin reserva alguna, en la

forma como quedd redactado.
2. Las declaraciones consignadas en este instrumento corresponden a la verdad y el

otorgante las aprueba totalmente, sin reserva alguna, en consecuencia, asume la

T UM R

responsabilidad por cualquier Inexactitud. -

ihlica de Coloy
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3.- Conoce la ley y sabe que El Notario responde de la regularidad formal de los

instrumentos que autoriza, pero NO de la veracidad de las declaraciones de el

-Re

otorgante, ni de la autenticidad de los documentos que forman parte de este

instrumento.

4.- Solo solicitara correcciones, aclaraciones o modificaciones al texto de la presente . 5
escritura en la forma y en los casos previstos por la Ley. 23

Politica de privacidad: El otorgante, expresamente declara que NO autoriza la

11-88-22

divulgacién, ni comercializacién, ni publicacion por ninglin medio, sin excepcion

alguna, de su imagen personal y/o fotografia tomada en la Notaria 20 de Bogot4, ni i
su huella digital, ni de sus documentos de identidad, ni su direccién electronica ni g
g
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fisica, ni teléfonos, salvo lo relacionado con el presente instrumento y demas actos

notariales que personalmente o por intermedio de apoderado se soliciten por escrito,

conforme a la Ley.
OTORGAMIENTO Y AUTORIZACION

LEIDO, APROBADO TOTALMENTE SIN OBJECION ALGUNA Y FIRMADO por el

otorgante este instrumento, que se elabord conforme a su voluntad, sus

declaraciones e instrucciones, se le hizo las advertencias de Ley y en especial la

relacionada con la necesidad de inscribir este acto escriturario en la Oficina de

Registro correspondiente. El Notario lo autoriza y da fe de ello.
Instrumento elaborado papel notarial nGmeros: Aa077611238, Aa077611239,
Aa063027995.

RESOLUCION No. 0387 DE ENERO 23/2023 MODIFICADA POR LA
RESOLUCION No. 2589 DE MARZO 16/2023

DERECHOS LEGALES.
NOTARIALES, .o i sinesniciins e s Foatusi $74.900
PR oo e e s o o R e S e § 49.077
SUPERINTENDENCIAL ......ovicossssismsesciinssssssthanssssssasasasssiaasnss $ 7.950
CTA. ESPECIAL PARA NOTARIADO. ....ccommenirmimissiiniisisneeies $ 7.950
RETENCION EN LA FUENTE ......coiiunviveeioememioaseiivinnsinnias $ -0-
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25 Skatteverket
Autoridad Tributaria de Suecia
205 30 Malms

0771-567 567

PROTOKOLL:

1(2)

Extracto de Registro
Fecha: 14-03-2023

Nim. de organtsacion
802400-7620

FORUMCIV
ALSNOGATAN 7
116 41 ESTOCOLMO

Registros de: forma impositiva, IVA y registro de empleador

Forma impositiva

Aprobado para pagar impuesto-F (de empleadores) a partir
del 08-12-1995

Sociedad registrada para el pago
de IVA.

Para fecha futura ver: pigina 2

A partir de 01-07-1995 Niim. de registro de VA
SE 802400762001

Sociedad que paga IVA

A partir del 01-07-1995

| Periodo contable

Cada tres meses calendario a partir del 01-01-2008

Método contable presentado

Declaracion de TV A se presenta

El 12 en el 2do. mes después del cierre del periodo contable.

La presentacion se hace conforme al método de facturacion a
partir del 01-07-1995

Obligado a pagar como
empleador —

Para fecha futura ver: pagina 2

A partir del 01-08-1995 s

Declaracion como empleador se
resenia

El 12 en el mes después del cierre del periodo contable.

Datos bisicos con respecto a actividades, aiio contable y cierre del ejercicio
Principales actividades No existen actividades en otras organizacioncs de interés.

(no en organizaciones profesionales, de  artistas o de autores)

_Autoridad Impositiva

SIN Cadigos de registro en la 94.990

Afio contable y fecha del Cierre del ejercicio para el presenie aflo contablz
cierre del ejercicio 31-12-2023

Forma Juridica 6! — Sociedades sin énimo de lucro

Datos de contacto

Direcrian
AlsnBgatan 7
116 41 Estocolmo

Direccidén especial de vishas:
Alsnbgatan 7
| 116 41 Estocolmo

[ s
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L OQué comprende ¢l exiracio de registro?
El extracto de registro muestra, entre otros aspectos, la informacién con respecto a registros:

» Forma impositiva (por ej. aprobacién para pagar impuesto F - de empleadores)

* Registro de IVA

®  Registro como empleador
El extracto no muestra impuestos especiales, registro de caja o representante de declaracion
impositiva,
Fecha futura
Si se solicita registro - como empleador o registro para pagar IVA partir de una fecha futura, no es
esto mostrado en el extracto de registro. Se enviara entonces automiticamente, un nuevo extracto de
registro, cuando cae la fecha de registro.
Validez del extracto de registro
La validez del extracto es hasta nueva orden. No se enviard uno nuevo sino hasta cuando se hace, se
modifica o se cierra un nuevo registro. En cualquier momento se puede solicitar el envio de un nuevo
registro. En “Mina sidor” en www skalieverket.se puede verse directamente ¢l extracto de registro;
alli puede descargarse y escribirse una pagina PDF. También se puede solicitar un extracto de registro
por intermedio de Bestalinings(jdnster en www.skatteverket.se o en Skatteupplysningen, teléfono
0771-567 567. El extracto es gralis.
Modificacion de datos registrados que se muestran en el extracto de registro
Si se modifica un dato registrado, deberi informarlo a la Autoridad Impositiva dentro de un periodo de
dos semanas contadas a partir de la fecha de modificacién, El formulario Andringsanmdlan
(SKV4639) puede descargarlo en www.skatteverket.se para hacer modificaciones o la baja en el
registro. El servicio es gratuito.
Para presentar IVA o hacer declaracién como empleador en forma electrénica
La presentacion electronica, por via de los servicios electronicos, es facil y flexible. Presente su
declaracion de IVA y la declaracion como empleador respectivamente por la misma via. Para més
informacion sobre los servicios electrénicos consulte en www.skatteeverket.se,
Derecho de deduccion por el IVA sobre productos comprados por la empresa
Si la empresa realiza negocios que deben pagar IVA o negocios que no pagan IVA, tiene esta derecho
de deduccidn solamente por IVA sobre negocios que deben pagarlo.
Cambio de direccidén
Si cambia su direccidn, debe informarlo usando el formulario Adress-mamn-/sditesdndring ideella
Joreningar och stiftelser (SKV 2020) Del formulario se desprende a donde se envia. El cambio de las
demés dirccciones en este extracto de registro puede verse arriba en “Andring av uppgifier” en
“utdrager .

La presente €5 una irndoccién fiel de un documento en suceo que he tenido @ la visia
firmaf Franciseo Fuentes.

Traductor jurade del sueco al espafiol nutorizade por In Oficina
de Servicios juridicos, financicros v sdminlstrativos de Suscis
[selte contrafirmado del traductor jurado nim, 324]

06-04-2023
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& Registerutdrag :
+ & Skatteverket == O] [5] ¢
2023-03-14 802400-7620 ¢ ¥ j\ C'g?“” .
205 30 MALMO 3 ;..
D771-567567
' | FORUMC TV
|7 ALSNOGATAN 7
116 41 STOCKHOLM
. | )
t a 5 | Hrl
-B Registreringar avseende skatteform, moms- och arbetsgivarregistrering !§ *‘
)| Skatteform [Endkﬁnd fér F-skatt frio.m. 1995-12-08 J e
i nrWAT-nr
Registrerad fér moms Fr.o.m. 1995-07-01 b gl R
- Vid framtidsdatum, se sid 2 SRAGSIN0TIx g
Skattskyldig fér moms Fr.o.m. 1995-07-01 E
Redovisningsperiod Varje kalenderkvartal fr.o.m. 2008-01-01 E
Momsdeklaration ldmnas Den 12 i andra mdnaden efter redovisningsperiodens utgéng ﬂ
Redovisningsmetod Radovisning ska ske enligt faktureringsmetoden fr.o.m.

1885=07=01

Avgiftsskyldig som arbetsgivare
Vid framtidsdatum, se sid 2 Fria . m. 1595-08=01

Arbetsgivardeklaration l8mnas |pen 12 i ménaden efter redovisningsperiodens utgang

Grunduppgifter avseende verksamhet, rikenskapsar och bokslut

iiblicade Color dia
. Papel notarial para uso oxclasive b copis B sncrifueas pitblices, orlificabes g beomewios bl orshvivo aeborial

W0 AR A

Huvudsaklig verksamhat Verksamhet i andra intressecrganizationer (e
yrkesorganisationer, artist- eller férfattarverksamhet)

SNl-koder 94,940
AowsitAdalLm 18T In O riManEkERate Bokslsdaiu

Rikﬂl‘l!tﬂpﬂl‘ ﬂﬂ-l"l &L navam n Ehurm

bokslutsdatum 2023-12-31

Juridisk form 61 IDEELLA FORENINGAR

Kontaktuppgifter

Posladress

ALSNOGATAN 7
116 41 STOCKHOLM

Slirakild shataadrass (arvinds vid ulskdck av ble, moms- och arbalsgivandeicarationsr rdn Skatewarkat)

s

Shrshild basbhsadress
ALSNOGATAN 7
It 116 41 STOCKHOLM
\ Telufon

15 =sv D0 05

SKV 4621
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Vad innehaller registerutdraget?
Registerutdraget vigar bl. a. information om gallande registreringar avseends:
+  Skatteform (t. ex. godk#nd for F-skatt)
*  Momsregistrering
= Arbetsgivarregistrering
Del visar inte registreringar avseende punktskall, kassaregister ellar deklarationsombud.

Framtidsdatum

Om registrering som arbetsgivare, ochfeller registrering fér moms, begérs fran och med
ett datum l&ngre fram | tiden s& visas de registreringama inle pa registerutdraget. Ett nytt
registaruldrag dér registraringarna visas kommer att séindas ut automatiskt nér datumst
fir registreringarna infaller.

e
'd?“"'."’f.l
o

i

Registerutdragets giitighot

Utdraget galler tillsvidare och ett nytt skickas inte ut f&mén nagon registrering tillkommer,
&ndras eller avslutas, Det gér ndr som helst att begéra att f4 ett nyit registerutdrag utsént.
Pa Mina sidor pa skatteverket.se syns registerutdraget direkt och dér finns en PDF som
kan laddas ner och skrivas ut. Regislerutdrag gar éven ati bestélla via Bestéliningstidinsten
pa skalteverket.se eller genom alt ringa Skatteupplysningen pa D771-567 567.

Litdraget ar aratis,

Andring av registrerade uppgifter som visas pa utdraget

Om an uppgift som Iiggar till grund fér registreringan &ndras, ska ni anméla det till Skatteverket
inom tva veckor efter andringen sker. Anmélan om &ndring eller avregislrering gér ni Bi
blanketten Andringsanmalan {SKV 4638) som finns att ladqﬂa ner pa skatteverket.se. Det kostar
inget att ndra ellar avsiuta reglstrerade uppgifter hos Skatteverket.

Lamna moms- och arbetsgivardeklaration elektroniskt

Det ar enkelt och smidigt att ldmna moms- och arbetsgivardeklaration elektroniskt via
e-fjidnsterna Ldmna momsdeklaration respektive Ldmna arbetsgivardeklaration. Las
mer om e-tjidnsterna pa skatteverket.se.

Avdragsratt for ingaende moms
Om féretaget bedriver bade momspliktig och momsifi| verksamhat har firetaget endast
avdragsratt for ingaende moms for inkdp tillhérande den momsplikliga verksamheten,

Andring av postadress

Andrar ni postadress maste ni anméla detta pa blankett Adress-/Namn-/séteséndring Ideella
fSreningar och stifielser (SKV 2020). Vart anmélan ska skickas framgér av blankettan. Andrin
av dvriga adresser som framgér av detta registerutdrag, se "Andring av uppgifter som visas pg
utdraget® som finns avan.

2(2)
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s ' Estatutos de
- ForumCiv

~ Aprobados el 17-05-08 en la Junta Anual
- de ForumCiv y confirmados por la Junta
de miembros el 22-11-2008 después de la
 revision de estatutos de 04-02-1995 y 26-05-2018 S
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Estatutos de ForumCiv : 29

- Organizaciones que cooperan por un mundo justo y sostenible
§1 Organizaciéon =~
ForumCiy es una organizacién sin énimo de lucro libre de alianzas politicas y religiosas. !
- X3 Los miembros de ForumCiv son organizaciones suecas que trabajan por un mundo justo y &
£ sostenible. : i .
“ % Las actividades de ForumCiv completan y fortalecen las propias actividades de las
LY

e
| Pl

organizaciones que lo constituyen. | i
El trabajo de ForumCiv esté dirigido por estatutos, un programa de ideas y planes de

. actividades que son aprobados por la Junta Anual. v
§2 Objetivos ' : ot : :
ForumCiv trabaja por un desarrollo justo y sostenible que se fundamenta en la igualdad entre
los seres humanos y ¢l derecho a condiciones de vida razonables asf como el uso sostenible de
los recursos del planeta. : h e :
Las actividades de ForumCiv tienen por objeto apoyar a los-seres humanos que viven en ia -
pobreza, en su organizacion y en las posibilidades de reforzar los derechos humanos, asi como
participar en las decisiones que influyen su situacién vital. :

-

s
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ForumCiv: : : ; ;

- forma opini6n alrededor de las cuestiones globales de desarrollo. : o
- fortalece y coordina, los trabajos dé coordinacién de programas comunes de asistencia, de
grupos y organizaciones en la sociedad civil por la democracia y los derechos.

- ofrece el desarrollo de capacidades y trasmite el apoyo econémico a las organizaciones que
realizan apoyo pata el desarrollo. a largo plazo, asi como trabajo de. informacion sobre
 cuestiones globales en Suecia. e ' :

3. Afiliacion e o

Puede ser miembro toda sociedad sueca sin &nimo de lucro, con consejo ejecutivo electo ¥
fundacién registrada en Suecia que apoya el ideario de ForumCiv., Las sociedades sin 4nimo
de lucro deberan tener un basamento democrético. También pueden afiliarse las
organizaciones cuya meta principal es el trabajo como una parte dentro de una organizacion a
nivel nacional u organizacién de cooperacion entre grupos similares. _ :

La afiliacion puede otorgarse después de que la organizacion haya realizado actividades -
durante un afio por las que récibi6 libertad de responsabilidades en la junta anual. La
afiliacin se otorga por el Consejo Administrativo de ForumCiv continuamente durante el
afio. En la solicitud de afiliacién o cuando el Consejo Administrativo de ForumCiv lo solicite,
la organizacién deberd presentar datos del Consejo Administrativo, estatutos, acta de la junta
_anual, nimero de miembros'y un escrito de las razones por las que la organizacion solicita

; afiliacion. : icH

W0 R
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e

- Afio de actividades . : e
El afio de actividades de la sociedad corre del 1 de enero al 31 de diciembre.
§5 Cuota de miembro

La cuota de miembro para el afio siguiente se fija en la junta anual.

ot

Cradenosa momsemn  11-p8-22

Pi7FA HYAG Aal AEJR



~HOTOKOLL:
AP 500-20. 3 5umw kel

B'D*ﬁl"-;f?""'b;"' o0
- BRI
CHE B e
§6 Junta anual T : *r _ =
La Junta Anual es ¢l drgano de decisiones mas alto. Cada organizacién-miembro tiene derecho a
nombrar un representante y un suplente ordinarios ante la Junta Anual.. Cada delegado goza del
- derecho de: presentar propuestas, a expresarse libremente y de voto. El personal de Forum Civ tiene.
derecho a enviar un representante con derecho de voz. Los derechos de volto y de presentar propuestas
tienen también los miembros y los auditores del consejo administrativo, asi como del derecho que la
" . junta anual les otorgue. , '

i - r %
L]

ey

3 | i s e

La Junta anual se celebrara cada fin del mes de mayo: La citacién a la junta se envia, a mis tardar, diez
semanas antes dé la celebracion de la junta. La documentacion se enviard, a mas tardar, tres semarias
§7 La Junta Anual se celebraré a finales de cada mes de mayo.
Por Jo menos los siguientes puntos serd tratados en la Junta:
1. Apertura de la junta ' ' ‘ o
2. La cuestion de si la junta ha sido convocada conforme a los estatutos
3. Fijacién de la lista de clectores : = - :
4. Eleccion del presidente, secretarig, dos miembros que controlan el acta y las vetaciones,
5. Fijacin de la ordendel dia. : =2
6. Fijacién de la memoria anual
7. Memoria de Auditoria.
8. Libertatl de responsabilidades para el Consejo Administrativo.
9. Presentacion de nuevos miembros. =
10. Propuestas del Consejo Administrativo.
I1. Mociones. - . - -t i -
12. Fijaci6n del plan de actividades y el marco del presupuesto, asi como de compensaciones y
honorarios. R 3 = g . =
13. Eleccién' del presidente. : :
14 Eleccion de los demas miembros del consejo administrativo. \
15. Eleccion de auditores y suplentes de los auditores.
16. Eleccion del consejo electoral.
17, Fijacién de las cuotas de los'miembros.
18. Cierre de la junta.

§8. Mociones . : . A5 T ! : .
El derecho de presentar mociones corresponde a las organizaciones que son miembros. Las mociones T
deberdn presentarse, a més tardar, ocho semanas antes de la celebracion de la junta. '

\ o s

§9. Decisiones tomadas en la Junta Anual ‘ : e

La junta puede fomar decisiones solamente en las cuestiones indicadas en la citacion, :
La Junta Anual puede tomar decisiones solamente si la mitad de los delegados anotados estan
presentes. La decision se toma, si los estatutos o indican ‘lo contrario, por mayoria simple. Pdra que el
 voto sea vélido se exige que se incluya ¢l mismo nimero de nombres que de personas. En caso de
empates de dos candidatos con el mismo niimero de votos, se realizaré una nueva eleccion. Si el
empate persiste, se hard un sorteo entre ellos. ; et
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_I §12 El Consejo Admmntraﬁvn =

" continuados es de tres. Puede elegirse para la Junta a una persona nominada por una -

El Consejo Administrativo responde por &l trabajo de la sociedad entre las Juntas anuales, El

ol | : . PROTOKOLL: 3
' : S e
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§10. Junta extraordinaria 4(5) - j’ ! A
Se citar# a una Junta extraordinaria después de que el consejo administrativo, o por lo menos, una

quinta parte de las organizaciones asf lo piden. Cada organizacién - miembro tigne'derecho a nombrar

a un representante ordinario y un suplente, Cada delegada. goza del derecho de: presentar propuestas, a
expresarse libremente y de voto. El personal de ForumCiv tiene derechoa enviar un representante con

.. derecho de voz. De los derechos de voto y de presentar propuestas gozan también los miembros y los ' &
- auditores del consejo admmlslmtwn asi como del derecho que la junta anual les nlm‘gum : i

La citacién a Ja Junta extraordinaria s:eni enviada, a mﬁs turdar, Cuatro semanas antes de la celebracién 7 ﬂ‘

de la junta. La ducumenlncmn deberé ser enviada, por lo mmus, tres semanas anms de la celebracion 5 A |

de la-Junta extraordinaria.

La Junta extraordinaria sera mnvma&a en los casos que dos mlm'nbms 0. mas, abandunnn ¢l consejo
administrativo, La junta extraordinaria solamente podré tratar dg los asuntos-indicados en la citacién.
La decision se Toma de conformidad con el §9. - ‘

§11.

Ademis de la Juntn Anual, ¢l Consejo Admm:str:twn mnwcarﬁ, por lo menos, una junta de’ -
miembros. Esta Junta constituye un foro de informaciones y discusiones entre fas organizaciones que
son miembros y el Cnnsa;]n Administrativo, pero carece de funcién para tomar decisiones. La junta de
miembros, si es nécesario, podré celebrarse en conexidn inmediata a la junta extraordinaria anual.

La citacion deberd enviarse, a mds nm:lar, cuatro semanas antes de Ia mluhmmﬁn de la junta.

-

El consejo administrativo estard compuesto por presidente y los damﬁs diez miembros. El
presidente y los miembros serén electos para un perfodo de dos afios. La mitad de los
miembros se eligen alternativamente cada afio. La cantidad més alta de periodos de mandato

organizacién miembro. No pueden elegirse los auditores, los mmmhrm; del mnsn_yu electoral o
los m:pie.adus de Fm'um{]w o
En los casos cuando por razones operativas es necesario tener una ]unta In-ca] enla uﬁcma i
mtenmmannl de Fnruma depende esta del Conﬂe_m electo por los miembros de ForumCiv.

§13. El trabajo del Consejo Aﬂmnistratwu

La junta anual nombra al presidente. El consgjo se elige, entre sus nuamhms a un vice-
presidente. Por lo demés el Consejo se constituye por si mismo. El Consejo se refine a
convocatoria del presidente, 0 en su ausencia, por el vicepresidente o si'asf lo piden, por tres
miembros Consejo. Este se reunird, por Io menos, cinco veces al afio de actividades. En las

. sesiones se levantard un acta. El Consejo puede tomar dr:msmnca si, por I.o menos, estin

presentes la mitad de sus miembros: Las dec:smne:s se toman por mayotia simple. En ‘caso de

._empate, el presidente tiene doble voto. -

§14. De las tareas del Cnmjo Administrativo

consejo tiene dicha responsabilidad cuando es ela-:tn oyla conserva hasta la eleccion, cada
afio, del nuevo consejo. . :
Responsabilidades del Consejo:

- gjecutar las decisiones de la Junta Anual T

- preparar los asuntos a tratar en la Junta Anual : '

- dentro del marco establecido por la junta anual, tomar las decisiones gcnarﬂles sobre las
actividades de ForumCiv

.

Cad20788208
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- administrar los activos de la asociacion 55 F ', r,,F:, , lL
- presentar un informe de actividades ¥ un informe econdmico ¢y e O
- emplear a un secretario general.

§15. El comité de trabajo : :

El Consejo Administrativo nombra, entre sus miembros, a un comité de trahqja que consta de Guatrﬂ ;
miembros. El presidente y el ﬂcapmldunte deben incluirse en ¢l comité de trabajo. El comite de- ,
trabajo puede tomar dediciones si por lo menos tres miembros estdn presentes. Las decisiones se 2 AR
toman con mayorfa simple. En caso de empate el presidente tiene doble voto. Un acta debe fevantarse. . ¢
El comité de trabajo prepara también lus usuntu-s ¥y mspmaublhdaduﬂ que le hm sido délegadas porel - !'5
‘ Consejo.- 3 ; A ? §
§16. Consejo electoral ' < *
El consejo electoral de ForumCiv estnri compugsto por un presidente - qulEIl cunvm a las sesiones -

y cuatro miembros, todos elegidos por un afio. El niimero méximo de mandatos consecutivos es de

tres. Es elegible para la eleccitn al comité electoral una persona propuesta por una organizacion 4

miembro; no puede ser un empleado de ForumCiv, El consejo electoral presentard propuestas para los

siguientes cargos: presidente, miembros de la junta, auditor autorizado y auditores de confianzay

auditores suplentes. El Consejo Elecetoral tiene adernés la respunsahﬂtdad de pmmnmr pmpuastas de

honorarios y otras condiciones para los miembros electos.

i Cme_]n Electoral velard porque las personas propuestas para los diferentes cargna, tienen las

experiencias necesarias y estd conscientes del contenido de la tarea y de la responsabilidad personal .
que el cargo implica. El Consejo Electoral tratara que la composicién del directorio refleje la
diversidad de organizaciones miembro y luchard por una distribucién uniforme de geénero y edad.

§17 Auditaje

La Junta Anual nombraré a dos auditores y dos suplentes de auditores. Por lo menos uno de l:l!ns ¥ su.
suplente deberén ser autorizados. Los auditores revisarin las cuentas, las actividadesy la -

" administracidn de la sociedad cunfmmela lns huanns normas de auditaje. :

* §18, Expulsion

La junta anual puede, con mayoria du dos terceras partes, excluir a las organizaciones miembros que
no cumplan con sus obligaciones hacia ForumCiv, dafia las operaciones de ForumCiv o de otra manera
contrarresta las metas v ideario de ForumCiv. La exclusion debe precederse de un dialogo, anotado en
un acta, nrdm ForumCivy urgamzumm miembro en cuestion, asi como Ids fundamentos pm'a tomar la
decision..

- §19 Mm:llﬁcamn de los estatutos : - -

Los estatutos de ForamCiv pueden ser mndlﬁcadus por “dos j juntas anuales consecutivas con una
mayorfa de dos terceras partes de las cuales por lo menos, una dabe ser- urdmuna 2! : _ P §
"§20. Disolucion de la sociedad : .
ForumCiv se d:.ame.lvc por decisién unénime con una ma}rnria de dos terciossen dos Junlas o

~ consecutivas reuniones anuales, de las cuales por lo menos una debe ser ordinaria. En caso de :
~ disolucién, el patrimonio de ForumCiv se distribuird para fines quc sean cnnmstentes conel
ul:getu dela asncm:ﬁn. lo cual ser& decidido en la fitima reumﬂn anual. Ningan miembro

podré reclamar mnguna parte de la- prn]:uedad

Ak presente es una traduccitn fiel de undﬂumuh en sueco que he teoido n la 'rim
Mirmal Fruncisco Fuentes. > f

* Traductor jursio del sueco al tspafiol autorizado por I Oficing

de Serviclos juridicos, financicros y adminkstratives de Suecia
[sello contrafirmpdo del traductor jurado nim. 324]  ° i
06-04-2013 : .
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Stadgar for ForumCiv

Organisationer i samverkan for en rittvis och hallbar virld

g1 Organisation

ForumCiv lir en partipolitiskt och religidist obunden ideell organisation.

ForumCivs medlemmar #ir svenska organisationer som arbetar for en riittvis och héllbar viirld,
ForumCivs verksamhet kompletterar och forstirker medlemsorganisationernas egen verksamhet.

ForumCivs arbete styrs av stadgar, ett idéprogram och flerfiriga verksamhetsplaner som antas av rsmdtet.

§2 Andamdl
ForumCiv verkar fisr en riittvis och hilllbar global utveckling, baserad pdi alla méinniskors lika viirde och riitt

till rimliga levnadsbetingelser, liksomn en hiilibar anviindning av jordens resurser.

ForumCivs verksamhet syfiar till art stodja miinniskor som lever i fattigdom, i deras organisering och
mbiligheter att hifvda sina miinskliga riittigheter samt delta i de beslut som péverkar deras livssituation.

ForumCiv
- bildar opinion kring globala utvecklingsfrigor.
- stirker och samordnar, i gemensamma bistindsprogram, grupper och organisationer i civila
samhillet i sitt arbete {6 demokrati och rittigheter,
- erbjuder kapacitetsutveckling och fonmediar ekonomiska bidrag till svenska
folkrérelseargzanisationer som bedriver lngsiktigt utvecklingsbistind och bedriver
informationsurbete om globala frigor i Sverige.

§3 Medlemskap
Medlemskap kan erhllas av svensk ideel] forening med vald styrelse eller stiftelse registrerad | Sverige

som stiller sig bakom ForumCivs idéprogram. Ideella foreningar skall hu demokmatisk uppbyvggnad.
Aven organisation vars huvudsakliga uppgift &r att fungera som underavdelning inom riksorganisation
eller samarbetsorganisation mellan grupp av organisationer kan anstka om medlemskap.

Medlemskap kan beviljas forst d& sskande organisation bedrivit verksamhet i minst ett ir samt hallit ett
#remote som beviljat ansvarsfrihet. Medlemskap beviljas av ForumsCivs styrelse lopande under dret. Vid
anstkan, eller di ForumCivs styrelse si begir, aligger det organisationen att 1dmna uppgift om styrelse,
stadgar, rsmotesprotokol], medlemsantal och en skriftlig motivering till varfor organisationen stker
medlemskap,

&4 Verksamhetsar
Féreningens verksamhetsdr 1per frin och med den 1 januari till och med den 31 december.

§5 Medlemsavgilt
Medlemsavgiften fiir kommande ér faststills av drsmitet.
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&6 Arsmbtet & o e
Arsmitet iir foreningens hbgsta beslutande organ. Vare medlemsorganisation har riltt att utsefett @ﬂr& ?
ombud och en suppleant 6l Arsmotet. Yorande-, fOrslags- och rbstrii tillkommer el LAY
medlemsorganisationernas ombud. ForumCivs personal figer riitt att sinda en representant ned

yttranderiitt, Yttrande- och firslagsriitt har iven styrelseledamiiter och revisorer samt den Arsmotet

beslutar ge sidan i,

Arsmite skall hillas fisre maj ménads uiging, Kallelse skall utsiindas senast tio veckar fiire mitet. s |
Arsmiteshandlingarna skall utséindas senast tre veckor fore drsmitet.

=
e

[

e

§7 Arsmitesiirenden
Arsmiote hiills fsre maj ménads utgéng,
Vid frsmitet skall minst fljande Arenden frekomma:

1. Oppnande

i Frigan om miitets stadgeenlign utlysande
3: Faststdllande av ristlingd

4. Val av ordftrande, sekreterare, v protokolljusterare och tvi ristritknare fér mbtet
e Faststiillande av dagordning

6. Faststillinde av drsredovisning

i Revisionsberfinelse

8. Styrelsens ansvarsfrihet

9. Presentation av nya medlemmar

10, Styrelsens propositioner

1. Motioner

12 Faststillande av verksamhetsplan och rambudget samt ersiittingar och arvoden
13. Val av ordftirande

14. Wal av dvriga ledaméter i styrelsen

15. Val av revisorer och revisorssuppleanter

16. Val av valberedning

17, Faststilllande av medlemsavgifier

18. Avslutsnde

§8 Motioner
Motionsriitt tillkomnmer medlemsorganisationerna. Motioner skall ha inkommit senast dtta veckor fre
drsmiitet, =

§9 Beslut vid Arsmite
Beslut vid drsmiite fir endast fattas i de frigor som angetts i kallelsen,

Arsmite &ir beslutsmissigt om minst hilften av de ombud som antecknats i ristlingden iir niirvarande.
Beslur fatas, om stadgama inte annat anger, med enkel majoritet. For att tstsedel skall vara giltig fordras
att den upptar samma antal namn som det antal personer valet giller. Vid tvé kandidater med lika rostetal
gc:nmnfﬂi's yiterligare en omristning, Om det 8r lika rdstetal dven da giller lotten.

5]
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§10 Extra drsmbtc

Lxtra Arsmbite sammankallas efter beslut av styrelsen eller om minst en femtedel av
medlemsorganisationerna si begiir. Varje medlemsorganisation har ritt att utse ent ordinarie ombud och en
suppleant, Yttrande-, forslags- och rostriitt tillkommer medlemsorganisationernas ombud. ForumCivs
personal dger riltt ant séinda en representant med ytranderditt. Yttranderiitt- och forslagsritt har
styrelseledaméter och revisorer samt den medlemsmétet mitet beslutar ge sidan riitt,

Kallelse skall utsndas senast firra veckor f6re mbtet. Handlingar skall utsiindas senast tre veckor fre
mitet.

Extra drsmbte skall sammankallas i det fall fler &n tvA ledaméter |imnar styrelsen. Extra firsmite fir
endast behandla det eller de drenden som angetts i kallelsen: Beslut fattas i enlighet med §9.

§11 Medlemsmite

Utdver Arsmibtet skull styrelsen under dret ssmmankalla minst ett medlemsinéte. Medlemsmatet dr ett
forum for information och diskussion mellan mediemsorganisationema och styrelsen men har ingen
beslutande funktion, Medlemsmite kan vid behov hillas i omedelbar ansluming till extra &rsmiite.

Kallelse skall utsiindas senast fyra veckor fore mitet.

§12 Styrelsen

Styrelsen skall bestd av ordfrande och tio 8vriga ledambter, Styrelsens ordforande och ledamdter viiljs pi
tvii dr. Hilften av ledamoterna villjs véixelvis varje dr. Hogsta antalet mandatperioder i foljd &r tre. Valbar
till styrelsen dr person som nominerats av medlemsorganisation. Ej valbar #ir ForumCivs revisorer,
ledamiiter i valberedningen eller ansiiilllda inom ForumCiv.

[ de fall dé det av verksamhetsskil iir nidviindigt med en lokal styrelse vid ForumCivs internationella
kontor sl lyder den styrelsen under ForumCivs av medlemmama valda styrelse.

§13 Styrelscns arbete

Arsmbitet utser ordftirande. Styrelsen har att bland sina ledamOter utse en vice ordfrande. I Bvrigt
konstituerar styrelsen sig sjiilv. Styrelsen sammantriider pd kallelse av ordfranden eller vid dennes
frinvaro av vice ordfiiranden eller om minst tre av siyrelsens ledambter 58 begtir, Styrelsen skall
sammnntriida minst fem gdnger per verksamhetsir. Styrelsens sammantriiden skall protokoll Rirss.
Styrelsen dr beslutsmédssig om minst hitlften av dess ledamdter 8- ndrvarande. Beslut fattas med enkel
majoritet. Vid lika réstetal har ordfranden utslagsrost.

§14 Styrelsens uppgifter
Styrelsen ansvarar fr foreningens verksamhet mellan firsméten. Styrelsen trlider in i detta ansvar nilr den
villis och behiller det tills ny styrelse viiljs.

Styrelsen ansvarar foir att
- verkstillls Arsmitets beslut
= bereda drenden infdr drsmitet
- inom av firgmitet faststillda ramar fatta Gvergripande beslut om ForumCivs verksambet
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- forvalta freningens tillgingar

- avge verksnmhetsberittelse och ekonomisk redovisning
- anstiflla generalsekreterare

§15 Arbetsutskottet _
Styrelsen utser inom sig ett arbetsutskott oin fyra ledaméter. Ordférande och vice ordftirande skall ingd i
arbetsutskottet. Arbetsutskottet fir beshitsmiissigt om minst tre ledamter fir nlirvarande. Beslut fattas med
enkel majoritet. Vid lika rostetal har ordféranden utslagsriist, Arbetsutskottets moten skall protokollfiras.
Arbetsutskottet skall bereda friigor inftir styrelsen och handha frenden och ansvarsomriiden som
delegerats av styrelsen.

§16 Valbercdning

ForunCivs valberedning skall bestdl av ordfdrande, tillika sammankallande samt fyra ledamdter, samtliga
valda for ett iir. Hgsta antalet mandatperioder i f6ljd ir tre. Valbar till valberedningen tir person somn
nominerats av medlemsorganisation, dock ef anstiillda inom ForumCiv. Valberedningen skall lamna
frslag till foljande poster inom freningen: ordftirande, styrelseledamiter, auktoriserad revisor och
fértroenderevisor samt revisorssuppleanter. Valberedningens uppdrag #r vidare att liimna forslag 1ll
arveden och Gvriga villker fiir de fBriroendevalda,

Valberedningen skall tillse att de personer som firesldis till olika uppdrag har nédviindiga erfarenheter och
fir medvetna om innebdrden av den uppgift och det personliga ansvar som uppdraget inncbir,
Valberedningen skall efterstriiva att styrelsens sammansiitming speglar miingfalden av
medlemsorganisationer samt efterstritva en jmn kbinsfordelning och spridning i Alder.

§17 Revision

Arsmitet utser tvi revisorer och tvll revisorssuppleanter. Minst en revisor och dennes suppleant skall vara
auktoriserad. Revisorerna skall i enlighet med god revisionssed granska féreningens verksamhet,
rilkenskaper och fGrvaltning.

§18 Uteslutning

Arsmbtet kan genom beslut med tvit tredjedels majoritet utesluta medlemsorganisation som underldter att
fullgbra sina fbrpliktelser gentemot ForumCiv, skadar ForumCivs verksamhet eller pd annat siitt
motarbetar ForumCivs syfte och idéprogram. Uteslutning ska foregls av protokollford dinlog mellan
ForumCiv och bertrd medlemsorganisation samt underlag ate ta beslut pd.

§19 Stadgeiindring
ForomCivs stadgar kan éindras genom likalydande beslut med tv tredjedels majoritet vid tv pk varandra
foljande drsmbten varay minst ett skall vara ordinarie &rsmite.

§20 Uppliasning

ForumCiv upplses genom likalydande beslut med tvi tredjedels majoritet vid tvll pd varandra faljande
drsmiten, varay minst ett skall vara ordinarie Arsmbte. Vid upplésning skall ForumCivs tillgingar fordelas
till indamil som Gverensstimimer med foreningens syfie, vilket beslutas av det sista drsmtet. Medlem
skall inte kunna giira ansprik pd niigon del av egendomen.
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| Kristina Meseret Andersson -

§3.El vicepresidente y e] comité de lrahujn :
+ Manus Lindel presentd el asunto. Conforme a los e.stamtns, el Cuns.:_;u Admlmsn'anvb

. | * PROTOKOLL: .
' -~ AP !sun-m LL
slm .....

-

Acta de seslié'n. del Cnnséju Admiuistrativn 8/2022

Sesidn del Cun&cjn Adm:mslmtwﬂ nim. 8/2022- cc]eruda el-21 de mayo de 2(]22
(Sesién constitutiva)’

Lugar: Sesién “hibrida” (esto es: participanies ~ digital y en persona)

Miembros electos presentes | Ausentes Oficinistas presentes

Magnus Lindell Pér V:ktnrsson Harrby Anna Stenvinkel

Giiran Alfredsson : Anna Kristiansson
Nike Dahlskog . i < . E

| Monica Nordenwald

Yussuf Hassan Abdirizak , Seie . X

Ingela Svedin . L

Marlene Sosa Mercado > : 5
Elias Fjellander - '

Markus Adnlfssun

o

Puntos obliga torms a tratar _

§1. Fijacién dela agenda = o]

El presidente Magnus Lindell abrié ia sesién — a continuacién se hizo una- presenmmﬁm
Monica Nordenwald fue electa para el control del acta levantada.

No se anunciaron otros puntos a tratar 2. i

La orden del dia fue fijada.

Declslﬁn

§2. Fecha para la sesi6n del Cnnse;n Administrativo en junio.

: Magnus Lindell presentt el asunto : 5 :

ElC'tms:Jn Administrativo decidié

que la proxima sesion del Consejo Adm;mstranvn se uelebrc en forma digital ei 14-06 de 1&3 '
09:00 a las 11:00.

Syl

nombrard, entre sus miembros ordinarios, a,un vicepresidente y un comité de trabajo de, por

. lo menos, tres miembros ordinarios y un suplente. El prﬁs:dmtc yel wuaprasudmte estin

incluidos en el Comité de Trabajo.
anmﬁl' Alsnigetan T Box SE-104 65 Estocolmo | Bueein | Tel, +46(0)8 506 37000 m-iumn(!imrg._J
15407 :

+ Transaction 092221 155574763 71994 /Simbolo/ Signed AK MLMN
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El Consejo Administrative decidié e ACTA 4 g % o
que el asunto fuera pospuesto para la siguiente sesién, - CER 500-2023-191
§4 Derecho de firma por la sociedad ' = Paging 2 (5)

Magnus Lindell present6 el asunto. Hace falta fijar quien tiene el derecho de firma por el

nuevo Consejo administrativo " igd
El Consejo Administrative decidié i
~ que se otore el derecho firma conforme al anexo | y : !ﬁE‘
~ que el puntp sea aprobado inmediatamente, i
§5 Nombramiento temporal

Magnus Lindell presentd el asunto. Para fijar al secretario de organizacion y representantes de :
personal falta nombrarlos temporalmente para participar en las sesiones del Consejo :
Administrativo. .* : L :
El Consejo Administrativo decidié ~ _ . S
que se nombre temporalmente como secretaria de organizacién de ForumCiv a Sophie_ .
Krooks para participar en las sesiones del Consejo Administrativo y del comité de trabajo,
- que se nombre temporalmente como representantes del personal a Rodrigo Arce y a Karin

_ Kristensson para las sesiones del Consejo Administrativo .

; _ : 9

Cierre de la sesion :
§ 6. Otros asuntos : .
No hay ofros asuntos para tratar en la sesién
§7. Cierre de Ia sesién :
- El presidente cerrd la sesion =~~~ - :

Firmado en Ia fecha uf supra con nuestra firma electronica

Original controlado [firma:] T b

Magnus Lindell, presidente /sello en inglés/

: ; Por este medio se certifica que Magnus Lindell
~ ha firmado personalmente ¢ presente documento *

Suecia 03-04-2023 : :
de oficio [firma:]Anders Endsjo ,
Notario Piblico — Sello de Notario Péblico en Estocolmo

: - /sello en inglés/ - ;
Monica Nordenwald Par este medio se certifica que Anna Kristiansson
- [controld la autenticidad del acta] ha firmado personalmente el preserite documento
W © . Suecia 03-04-2023
: de oficio [firma:]Anders Endsj6 b
n. i : : Notario Pdblico — Sello de Notario Pablico en Estocolmo
- [firma:] Anna Kristiansson, /sello en inglés/y =~ '
Secretaria de 1a sesién Por este medio se certifica que Anna Kristiansson
ha firmado personalmeénte el presente documento
Suecia 03-04-2023 ,
de oficio [firma:]Anders Endsjs ' Fra)
Notario Pdblico - Sello de Notario Piblico en Estocolmo

Transaction 092221 15557476371994 /Simbolo/ Signed AK,MLMN
I
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Adjunto 1 _ o : \
Derecho de firmar por la sociedad, . :
Las siguientes pérsonas tienen derecho de firmar por ForumCiy

S Magnus Lindell ;qr'esidérrre
- Anna Stenvinke], secre

: taria general
« = Ingrid Sievert Uddén, Secretaria general asistente

- Marie Karsherg, Jefe de la unidad econdmicd,

Elderechudeﬁnna deberi si

Se describe en el atestado de ForumCiy ¥ el orden de delegacion,

f

empre usado por dos personas €N, conjunto,

de los jefes de unidad, regiony
05 er . Para reglas y limites de montos -
- Seremite al Orden de delegacion y atestado de ForumCiy, iy :

La excepceidn

araductar jurado del succo al espafol autorizado por fa Oficing :
de Serviclos uridicos, financieros

¥ administrativos de Succiy T T '
[sello contrafirmay del traductor jurado nim, 324 J\ i
06-04-2003 . . —~{/ e

" [Forumciv | Alsndgainn7_| Bod1507 | SE-104 63 Eatoraing [ Suecla | Teis +45(035 508 379 07 | www.forumCivierg, |
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This public document
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. at Stwockholm ﬁ.tl’le...}?': P".:E"-m"l. 3!1‘15
7. by Aunders Endsjs~ ©
© Notary Public
8 N 298, ‘10'

3. acting in the capacity of Safiassinsd. Snosatoc

SROTOKOLL:
AP 500-20 %S s
SIDA e e AV arrrsthsees

184
Hy TE

e

S——— .
[ e




Verificacion :
Transaccion 092221 1555?4’?6371994
Documento
y Sesion constituyente: 21 de mayo de 2022 | . v .
\ Main'document : ; ' . 35

3 pages ) . % ‘L - |
Initiated on 02- ﬂP—EE?H e ; ; e o4 1§
14,48,50 CEST (+0200) por Anna : = . |
Kristiansson (AK) : X A % :

Finalised (02-09-2022
18:20 29 ‘CEST (+0200)

W
-
b ]
AN

3 E Paites firmanies: G =
'+ = | Anna Kristiansson (AK) : Magnus Lindel (ML) . . g
' 5 Cnmpmg.- reg. n0.802400- ?ﬁZﬂ | g lindell@forumeiy. org : 0

= E ; L +46 736493474 P
o5 +56765570975 > BANKID =

= | BANKID _ \ | The name returned by Swedish BankID was =

£ i | The name returned by Swedish BankiD was | “MAGNUS LINDELL" . : E
H % | “ANNA KRISTIANSSON" Signed 02-09-2022, 18:20:29 CEST (+0200) : —

: g | Signed 02-09-2022, 15:07:42 CEST (+nzﬂﬂ) : =

™ §  [Monica Nordenwald (MN) - j ' : =
3 % "I Nowdemvald@hotneil com 0 !

3 +46736368279 =

4 . % | BANKID : =
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% E | “Nonlea Katarina Nordenwald" . =
A4 % Signed 02-09-2022 =
2 15:12:08 CEST (+0200) :

g - : :
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: 3 sirvase ver los adjuntos ocultos. Use un lector PDF como por a:;amp]u Adobe Reader que
| ;:Illﬂd.t". mostrar los adjuntos ocultos para poder verlos. Por favor note que si el documento ha
sido impreso, la integridad de la copia impresa no puede servenf' cada segiin lo siguiente y’
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Who faa o :
_Styrelsepro-tolkoll 8/2022 -. n

i Styrelsemite nr. 8/2022 den 21 maj 2022 (konstituerande mite) ' ’
Plats: Hybrid méte R

| Ndrvarande fortroendevalda | Frinvarande | Néirvarande kansliet
Magnus Lindell Par Viktorsson Harrby Anna Stenvinkel -

o
w0
™
b - |
i3
=
(=]
~
™
m
(%)

Gﬁran Alfredsson i : Ania Kristiansson i
Nike Dahlskog : :

Mortica Nordenwald

| Kristina Meseret Andersson ,
Yussuf Hassan Abdirizak ' ! \
| Ingela Svedin. : - ;

Marlene Sasa Mercado i
| Elias Fiellander ' b ' e
Markug Adolféson ' »

w2y -
Formalia .
§ 1 Faststhillande av dagordning b - =t
Ordfrande Magnus Lindell 8ppnade métet ach en presentationsrunda filjde,

00

nhlica de @oloy

L

" Papel notnrial par usy - exclusen beoopias e esoritaras piblios, ordifimbos ;hm- il mrehium

Monica Nufdeqy.rnld valde:a till justerare dv protokollet. | B *y

Inga bvriga frenden anmildes,

iRp

4

Dagordningen fr métet faststilides. : ' : : :

Beslut . : s S

§ 2 Datum fir styrelsemdte i juni
Magnus Lindfaul foredrog tirendet, -

Styrelsen beslutade ; : :
att . styrelsemdte i juni halls digitalt den 14/6 09.00-11,00.

L

11-08-33

§ 3 Vice ordfirande och arbetsutskott 5 ]

Magnus Lindell féredrog drendet, Enligt stadgan ska styrelsen bland sina ordinarie ledambter utse en

vice ordftirande och eft arbetsutskott om minst tre ledamiter och en suppleant. Ordftrande och vice
ordfrande inglr | arbetsutskottet, :

¥ . |
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Styrelsen beslufade

. att : Bordligea fragan till nistkommande st_vrclacmﬁte

L

k4 Firmateckmngsritt
Magnus Lindell t'ﬁredmg drendet. Med mﬂadmng av ny styrelse behtvs beslut om firmateckningsritt
fattas,
3
St}rrelsen beslutade k
att “ beviljafi nnalwknmgmatt enligt blfngad bilaga 1.

o att anse paragrafen omedelbart Justumd.

§5 A\djunguring : :

Magnous Lindell, ﬂiredrng drendet, I syfle att faststélla au Furumcws nrganmatmnssckmtama ach
personalrepresentanter dr ndjungnrade till styrelsens mtﬁten fattus pé det kunsnmmnde mitet beslut om
detta. ;

Styrelsen beslutade W -

att adjungera ForumCivs ﬂknﬂnmnde orgamsntnnsauki‘amram Supim: Krooks till styrelsl:ns
_. och arbetsutskottets méten; .
.atl adjungera ForumCivs paramm.’lrepmmtnnier Rodrigo Arce och Kann Kristensson t1|1
' styrelsens méten, © =

Mﬁtet:s a.vs[utande = 5, = 1

; s heraby certified that .4 VS MR
§.6 Ovriga firen den h e "

— ; S as parsanaﬂy signed mia dm:umant
= hzaﬁvngaimudmfanm att behandla: SWedEN, ... L I :
§ 7 Mitets avslutande ; Ex officio 14 4 A
Ordftiranden forklarade motet avshitat. : Anders Endso, M
gy av vir clektroniska underskaift i '
3 o : # . - d - :‘.
I ( I ';; : ‘-_:-A""_."—\\ L 2t .
____ Mdfica Nordenwald . ' -
~ 7% Justerare

ia

[/
ot F3°0 L;,f‘i?‘u g{'f:i \,
Anna Kristiansson i
Mbtessekreterare

It is hareb:.r certified that S04 A Lo H“ﬂ It is hereby. cenrried that Mes: rm s uﬁqwmp
has personally signed 1his dr::cu .+ has pﬂr-snnatl:-,r mgned ﬂus dncume :

: Sweden, ... Wz el A . Sweden, ..
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Verification
Transaction 092221 15557476371994

* ' Document

T e B b 1 R4S iy b 1

Konstituerande mote 21 maj 2022
Main dotument 4 ;
3 pages ;
Initiated on 2022-09-02 14.4850 CEST (+0200) by Anna
Kristiansson (AK) - e

Finalised anéﬂEE—ﬂE-ﬂi{Iﬁ:Zﬂ.ﬂﬁCEST{-P'DHJIJ}

Signing parties

N e et 3 s

FROTOKOLL-

1 |
y i

Anna Krigtiansson (AK) :
Company reg. no. 802400-7620

anna.kristianssoa@forumcivorg -
+56765570975

1 1 I.I‘

=
. Bank'‘

Thename returned by Swedish BankiD was *ANNA
KRISTIANSSON®  ~ =

Signed 2022-09-02 15:07:42 CEST (+0200)

a

Magnus Lindell (ML) : & R ey
magnus.lindell@forumciv.org = :
+46T36483474 :

Cad420788287

Banki

The name returned by Swedish Ba ﬁkm was "MAGNLIS
LINGELL" : X

Signed 2022-09-02 18:20:29 CEST (+0200)

Monica Nordenwald {MN) :
. hordenwald@holmailcom .
+46T36360279

1"

, ::F

Bank! .
The name retumed by Swedish BankiD was "Morica
« - Katarna Nordenvalg® - - L
Signed 2022-09-02 15:13-08 {EEST {r0200)
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ACTA DE NOMBRAMIENTO DE
FUNCIONARIO

L

1. Mediante fa presente certificamos que somos
la Secretaria’ General y la Secretaria General
Adjunta de ForumCiv, una organizacién sin
animo de lucro debidamente  constituida y
existente de conformidad con las leyes de Suecis,

- domicillada Estocolmo, y que en tal calidad nos

encontramos plenamente ' autorizadas para

ejecutar y entregar este Certificado de
funcionario. '
ForumCiv es "una  organizacibn  no

gubernamental, conformada por més de 200
organizaciones de la sociedad civil de Suecia.
Entre -estas organizaciones se encuentran

- movimientos populares con varios miles de

socios activos hasta organizaciones locales

pequefias basadas exclusivamente en el trabajo

voluntario de sus miembros. Su denominador

. comn es.el trabajo de apoyo internacional para

el desarrollo al igual que la informacién v la
formacién de la opinion piblica sobre temas

" globales. - ; : ¢

2. Pormedio de la presente certificamos que por
mandato y resolucién de la Mesa Directiva de
ForumCiv autorizando . a - los funcionarios
designados para tomar medidas segin sea
necesario o aprogiado en nombre de ForumCiv,

. nombramos a la persona mencionada en lineas

abajo en el cargo mencionado inmediatamente

- después de su nombre, paraservira los abjetivos -

de Ja organizacién, y que dicha accién tuvo lugar

* en la reunion de la Mesa Directiva citada vy

llevada a cabo el dia 21 de mayo del 2022,

5

o

PROTOKOLL:
CER 500-20.1%....

SIDA..k.. T‘.r. % .gj., - 5”“"_‘?’ 8S

OFFICER'S CERTIFICATE

- 1. We hereby l:Ertlf',' that we are the Secretary -

General and Deputy Setretaw General of
ForumCiv, a duly 1nmrporated non- prufrt
organization existing under the laws of Sweden*

‘domiciled in Stockholm, and as such we are fully
# authorized to ‘execute and deliver this Official

Certificate -

- s

> X | 3 -
ForumCiv is a non-governmental organization,

Conformed by more than 200 civil law societies

in Sweden. These organizations range from
grassroots movements, with several thousand -
active members, to small “local organizations =
based, euclusluelyr, on the voluntary work of
them. Their main objective is the international
development ald work, as well as. information.
access and opinion-forming on global issues.

1 We hereby- certify’ that lw mandate and
resolution of the Board of Directors of FarumCiv
authorizing designated officers to take action as
necessary of appropriate on behalf of ForumCiv,
we appoint the person named below to the

L

e ]

Ca4207B82B5"

01 11 AR

' named position immediately-after his name, to

serve the objectives of the organization, and that -
sald action took place at the aforementioned and

- held meeting of the Board of Directors on May

21,2022,

11-08-22

Ciadenosa wawmemee

jigdspJBYAC AREGE



Carlos Francisco Cardenas Angel-
Apoderado

3. Por medio de la presente certificamos que
Carlos Francisco Cardenas Angel, legalmente
nombrado Apoderado General, estd autorizado
para remover a Laura Juliana Bonilla Pinilla del
cargo de Apoderado General de la entidad en
Colombia de ForumCiv, efectivo a partir del 22 de

marzo de 2023, reurj:andn, por tanto todos los
ella .en la Replblica de

poderes otorgados
Colombia. ..

4. Por medio del presente certificamos gue
Carlos Frands;u:ﬂardena: Angel, legalmente
nombrado Apoderado General, estd autorizado
_para: - ' ; et

‘i.  Administrar judicial y extrajudicialmente
. laoficina de ForumCiv en la Reptiblica de
-Colombia y ejecutar todas las acciones
necesarlas para realizar las actividades

de dicha oficina de representacidn,

siempre que se dé cumplimiento a las
limitaciones -

reglas  especiales Yy

establecidas por ForumCiv, al igual que

representar a ForumCiv en el territorio
de la Repuiblica de Colombia, con las més

'. amplias- atribuciones, en toda clase de -

procedimientos, trdmites, gestiones o
actualizaciones,. ya sean judiciales,
extrajudiciales o administrativas, ante
toda clase de autoridades polificas,
; administrativas, municipales,
" organismos o Inktituciones de derecho
plblico, fiscales .o  semifiscales,
autoridades de orden tributario,
provisional o laboral, o personas de
derecho plblico o privado, sean ellas
naturales o juridicas, en especial ante

Ministerios 7y Secretarias Nacionales, -

Consejos Regionales, Municipalidades y
Universidades, tanto estatales come
privadas, pudiendo formular peticionesy
desistirse de ellas, firmar solicitudes,
contratos, Instrumentos publicos I

PROTOKOLL:

Carlos Francisco Cardenas Angel -
Apoderado : L

#

3. .We ' hereby certify that Carlos Francisco
_ Cardenas Angel, the duly appointed General
‘Representative, is authorized to remove Laura

Juliana Bonilla Pinilla from the position as main
General Representative of the Entity of ForumCiv

in Colombia, effective as of 22* March, 2023 -

thus revoking all the powers granted in the
Republic of Cnlnm’qia. =

L

Representative; is authorized to:

i.Tb administer the judicial and out-of-court
office of ForumCiv in. the Republic  of
Colombia and to execute all the necessary

actions to carry out the activities of said

répresentation office, provided that the
special rules and limitations established by
ForumCiv are complied with, as well as to
represent ForumCiv in the territory of the
Republic of Colombia, withthe broadest
attributions, in all kinds of procedures,
formalities, steps or updates, whether
judicial, extrajudicial or administrative,

before all kinds of political, administrative -

or municipal authorities, public law bodies
or institutions, _prosecutors or semi
prosecutors, tax, provisional or labour
authorities, or persons under public or
private law, whether natural or legal

 persons, especially before Ministries and
National ‘Secretaries, Regional Councils,
Municipalities and Universities, whether

state or private, who may make requests
and withdraw theri, sign applications,
contracts, public or private instruments,
including public deeds, make sworn
statements of any. kind or subject, and
' attend meetings, hearings and summonses
made by such authorities. '

4. We. hereby certify that Carlos Francisco.
Cardenas Angel, the duly appointed General’

CER 500-20..1.7... 1467

2 o SI0ALLTAV. M.
e
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privados, incluso escrituras pﬁhiicas;- |
efectuar * declaraciones juradas de
cualguier especie o materia, y asistir 2

reuniones, audiencias y citaciones que

S hagan tales autoridades.

vi.

um Seleccionar, coordinar y gestionar

S

programas y proyectos tendientes al
desarrollo de! objeto social de la entidad
ForumCiv.

7 i
Preparar,, procesar, solicitar y negociar
propuestas para el financiamiento de
programas, operaciones y actividades de.
la entidad en el territorio sefialado y
participar en concursos. :

Suscribir & nombre de qur;'iﬂiv,

« memorandos de entendimiento,
. cooperacién y otros acuerdos que no
involucran la transferencia de dinero
pero que pueden incluir la transferencia
de bienes y servicios. Asl mismo, ‘las -
adiciones, aclaraciones u “otro-si” sobre .

.los convenios, contratos o documentos
suscritos entre esta entidad y otras con
las cuales se tengan contratos -0
convenios vigentes. '

Representar & la :engidad ForumCiv, ante
cualquler persona, natural o juridica,

- pliblica o privada o mixta, con o sin fines

de lucro, y celebrar con ellas todo tipo de
contratos, convenios O acuerdos,
incluyendo  los  de  consultoria

profesional y contratos de trabajo ‘3

plazo fijo o determinado.

Adelante(n) el trdmite de inscripcidn yfo
actualizacion. del RUT ante la’ Direccion
de Impuestos y Aduanas Nacionales
(DIAN) de la entidad ForumCiv.

FROTOKOLL:
CER 500-20.8%..0:. 30,
151 Y 4\ . I

i

il
ii. select, coordinate, and manage programs

and projects leading to the achievement of .
the corporate purpose of the ForumCiv.

_ fil.Prepare, process, request and' negotiate.

proposals for the financing of programs,
operations and activities of the corporation
in the indicated territory and participate in
contests and public. =

-

iv.To sign on behalf of ForumCiv, MOU's,

cooperation and other agreements that do

' not involve the transfer of money but may
include the transfer of goods and services.

 Also, the additions, clarifications or "other-
yes" about the agreements, contracts or ‘
documents signed between this entity and .
others with which they have contracts or
agreements in force.

~ v.To represent the ForumCiv entity before

any person, natural or legal, public -or
private or mixed, with or without profit-
making purposes, and to enterinto with

them all types of contracts, agreements or =

conventions,’  Including  those \of
professional consultancy and fixed-term or

' determiried employment contracts.

vi.To perform the procedures for registration
and up-date of RUT before the Natiohal Tax
and Customs Bureau (DIAN) of the
ForumCiv.
: \
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Suscriba(n] y presente(n] todos los
documentos requeridas y lleve(n) a cabo
las gestiones necesarias ante la Camara
de Comercio de Bogotd, Direccion de
Impuestos y Aduanas Naclonales (DIAN),

- Secretaria de Hacienda Distrital .de
Bogota, entidades financieras y cualguier
otra entidad, piblica o privada. /.

vil.

El presente Certificado de Funcionario se toma

en los idiomas espafiol e inglés mediante el
sistema de doble columna. Para todos los efectos
legales en’ la. Replblica de Colombia, se
entenderd que la versién en idioma aspaﬁul
prevalece.

En testimonio de lo cual, se ha ejecutado esta
acta de nombramiento de funcionario con el sello
de la organizacion, a los 22 dms del mes de marzo
del aho 2023.

dretaria géné al

Power to change

/ fﬁr;@f-/ggw/ (‘/54
Jgrid/Sievert Uddén

Secretaria general adjunta

i L
It is hereby certified that .. nﬁqw

has personally sagnad this document
Sweden, ... bk

Ex officio
Andars Encsi

BrsaREbEnnna

Tesamag S sy

PROTOKoOLY .

......

Yo
K

| %3
vil.To execute and submit all documents an

| carry on all actiops required before the

Bogota Chamber of Commerce, the
National Tax and Customs Bureau (DIAN),

the Bogota Tax Office, financial entities,.

and befaore any other public or private
_ entity..

This-Officer's Certificate is ma&L both in the
Spanish and ‘English. languages through the
duuhle-cu!umn's'ystem For all legal purposes in
the Republic of Colombia, the Spanish version
shall be deemed to prevail.- =

In testimony whereof, this act of appointment of

March of the year 2023,

5 l:reta Eenerar

FORUMC W

}.
r

L "W/a%” w%foc:

id Sidvert Uddén
puty Secretar-,r General

It is hereby certified that JN4D
has pérsonally signed this- document

--------

-an official with the seal of the organization has
' been executed, on the 22nd day of the month of

s
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Evidence Quality Framework

Last updated: Fri 06 Mar 2020 14:08:40 UTC 
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2024-06-07 14:54:31.405004 UTC ±39 ms

    		2024-06-07 14:24:54.414395 UTC

    		

      186.113.163.45

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Anyela Téllez Cañón (ATC) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_ES, c) set the signing due date to 2024-09-05 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2024-06-07 14:54:31.405004 UTC ±39 ms

    		2024-06-07 14:24:54.414395 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jennylilianasilva@gmail.com) to Jenny Liliana Silva (JLS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-06-07 14:54:36.782509 UTC ±39 ms

    		2024-06-07 14:24:54.414395 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jenny Liliana Silva (JLS) was delivered.

      


    

  



  

  

    		2024-06-07 15:43:38.722957 UTC ±29 ms

    		2024-06-07 15:24:56.98414 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to jennylilianasilva@gmail.com was opened.

      


    

  



  

  

    		2024-06-07 15:43:40.621623 UTC ±29 ms

    		2024-06-07 15:24:56.98414 UTC

    		

      186.154.34.5

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Jenny Liliana Silva (JLS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-06-07 15:44:50.808297 UTC ±30 ms

    		2024-06-07 15:24:56.98414 UTC

    		

      186.154.34.5

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Jenny Liliana Silva (JLS) signed in the signature box “signature 2”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		2		0.643		0.369



 

      


    

  



  

  

    		2024-06-07 15:44:50.808297 UTC ±30 ms

    		2024-06-07 15:24:56.98414 UTC

    		

      186.154.34.5

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Jenny Liliana Silva (JLS) signed the document.

      


    

  



  

  

    		2024-06-07 15:44:50.808297 UTC ±30 ms

    		2024-06-07 15:24:56.98414 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (carlos.cardenas@forumciv.org) to Carlos Francisco Cárdenas Ángel (CFCÁ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-06-07 15:44:57.840451 UTC ±31 ms

    		2024-06-07 15:24:56.98414 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Carlos Francisco Cárdenas Ángel (CFCÁ) was delivered.

      


    

  



  

  

    		2024-06-07 15:52:44.568428 UTC ±42 ms

    		2024-06-07 15:24:56.98414 UTC

    		

      191.156.183.141

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36

      

    

    		

      

        The party Carlos Francisco Cárdenas Ángel (CFCÁ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-06-07 15:53:01.098283 UTC ±43 ms

    		2024-06-07 15:24:56.98414 UTC

    		

      191.156.183.141

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Carlos Francisco Cárdenas Ángel (CFCÁ) signed in the signature box “signature 2”.
[image: signature]
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.19 ms

		standard deviation: 1.54 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈89.287%

		|e| < 5 ms: ≈99.873%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-04-26 23:48:25.411256 UTC and 2024-06-07 15:24:56.98414 UTC:







  		Time collected

  		Clock offset







  

    		2024-04-26 23:48:25.411256

    		0.8 ms

  





  

    		2024-04-27 00:48:29.377802

    		-1.7 ms

  





  

    		2024-04-27 01:48:33.217023

    		-2.0 ms

  





  

    		2024-04-27 02:48:35.903714

    		-1.2 ms

  





  

    		2024-04-27 03:48:37.782605

    		-0.3 ms

  





  

    		2024-04-27 04:48:41.242542

    		-0.6 ms

  





  

    		2024-04-27 05:48:43.619988

    		2.5 ms

  





  

    		2024-04-27 06:48:45.846479

    		0.7 ms

  





  

    		2024-04-27 07:48:47.928052

    		1.6 ms

  





  

    		2024-04-27 08:48:49.669685

    		1.1 ms

  





  

    		2024-04-27 09:48:51.288186

    		-1.7 ms

  





  

    		2024-04-27 10:48:53.489165

    		2.0 ms

  





  

    		2024-04-27 11:48:54.97557

    		-0.8 ms

  





  

    		2024-04-27 12:48:56.831322

    		-1.1 ms

  





  

    		2024-04-27 13:48:58.704853

    		2.1 ms

  





  

    		2024-04-27 14:49:00.78503

    		1.4 ms

  





  

    		2024-04-27 15:49:02.790079

    		-0.4 ms

  





  

    		2024-04-27 16:49:04.615568

    		-0.5 ms

  





  

    		2024-04-27 17:49:07.86045

    		1.6 ms

  





  

    		2024-04-27 18:49:10.139089

    		-1.4 ms

  





  

    		2024-04-27 19:49:13.416827

    		-0.6 ms

  





  

    		2024-04-27 20:49:15.59864

    		0.0 ms

  





  

    		2024-04-27 21:49:17.544461

    		-0.6 ms

  





  

    		2024-04-27 22:49:20.188408

    		-0.5 ms

  





  

    		2024-04-27 23:49:22.996901

    		0.8 ms

  





  

    		2024-04-28 00:49:24.517695

    		0.0 ms

  





  

    		2024-04-28 01:49:28.695276

    		-2.2 ms

  





  

    		2024-04-28 02:49:30.612393

    		0.6 ms

  





  

    		2024-04-28 03:49:33.205843

    		-1.8 ms

  





  

    		2024-04-28 04:49:35.404492

    		-1.8 ms

  





  

    		2024-04-28 05:49:39.099345

    		0.5 ms

  





  

    		2024-04-28 06:49:42.412793

    		-0.2 ms

  





  

    		2024-04-28 07:49:44.520565

    		3.2 ms

  





  

    		2024-04-28 08:49:46.755708

    		0.2 ms

  





  

    		2024-04-28 09:49:48.971516

    		-0.5 ms

  





  

    		2024-04-28 10:49:51.869007

    		1.8 ms

  





  

    		2024-04-28 11:49:54.901247

    		-0.2 ms

  





  

    		2024-04-28 12:49:56.817633

    		0.2 ms

  





  

    		2024-04-28 13:49:58.829264

    		1.1 ms

  





  

    		2024-04-28 14:50:01.25649

    		2.0 ms

  





  

    		2024-04-28 15:50:03.740545

    		1.3 ms

  





  

    		2024-04-28 16:50:06.605122

    		-0.7 ms

  





  

    		2024-04-28 17:50:08.962173

    		-0.1 ms

  





  

    		2024-04-28 18:50:12.690668

    		1.4 ms

  





  

    		2024-04-28 19:50:14.741276

    		-2.1 ms

  





  

    		2024-04-28 20:50:17.468027

    		0.7 ms

  





  

    		2024-04-28 21:50:19.657296

    		-0.5 ms

  





  

    		2024-04-28 22:50:21.782346

    		1.5 ms

  





  

    		2024-04-28 23:50:24.254136

    		-1.0 ms

  





  

    		2024-04-29 00:50:26.9552

    		-1.2 ms

  





  

    		2024-04-29 01:50:28.949325

    		-1.1 ms

  





  

    		2024-04-29 02:50:32.748462

    		-1.3 ms

  





  

    		2024-04-29 03:50:34.530389

    		-1.5 ms

  





  

    		2024-04-29 04:50:37.381686

    		-1.2 ms

  





  

    		2024-04-29 05:50:39.070693

    		0.1 ms

  





  

    		2024-04-29 06:50:40.791313

    		-0.3 ms

  





  

    		2024-04-29 07:50:42.317371

    		-0.2 ms

  





  

    		2024-04-29 08:50:43.997819

    		0.4 ms

  





  

    		2024-04-29 09:50:46.002234

    		-0.6 ms

  





  

    		2024-04-29 10:50:48.265871

    		1.0 ms

  





  

    		2024-04-29 11:50:49.961029

    		0.9 ms

  





  

    		2024-04-29 12:50:52.608804

    		1.8 ms

  





  

    		2024-04-29 13:50:54.149352

    		1.2 ms

  





  

    		2024-04-29 14:50:56.631201

    		0.5 ms

  





  

    		2024-04-29 15:50:58.630995

    		-1.4 ms

  





  

    		2024-04-29 16:51:01.957455

    		-1.8 ms

  





  

    		2024-04-29 17:51:04.013365

    		0.9 ms

  





  

    		2024-04-29 18:51:07.494845

    		1.3 ms

  





  

    		2024-04-29 19:51:09.208376

    		1.8 ms

  





  

    		2024-04-29 20:51:11.999281

    		2.2 ms

  





  

    		2024-04-29 21:51:13.799666

    		1.0 ms

  





  

    		2024-04-29 22:51:15.624967

    		-0.6 ms

  





  

    		2024-04-29 23:51:17.360214

    		-1.8 ms

  





  

    		2024-04-30 00:51:19.059844

    		-0.8 ms

  





  

    		2024-04-30 01:51:20.761887

    		1.6 ms

  





  

    		2024-04-30 02:51:22.505534

    		-1.0 ms

  





  

    		2024-04-30 03:51:24.08411

    		2.4 ms

  





  

    		2024-04-30 04:51:26.707146

    		-0.8 ms

  





  

    		2024-04-30 05:51:28.819925

    		2.0 ms

  





  

    		2024-04-30 06:51:30.620176

    		0.7 ms

  





  

    		2024-04-30 07:51:32.365838

    		-0.1 ms

  





  

    		2024-04-30 08:51:34.67745

    		0.7 ms

  





  

    		2024-04-30 09:51:36.313513

    		0.5 ms

  





  

    		2024-04-30 10:51:37.794538

    		-0.5 ms

  





  

    		2024-04-30 11:51:39.454418

    		1.6 ms

  





  

    		2024-04-30 12:51:41.571508

    		1.1 ms

  





  

    		2024-04-30 13:51:43.166028

    		0.6 ms

  





  

    		2024-04-30 14:51:44.640874

    		2.0 ms

  





  

    		2024-04-30 15:51:46.223705

    		0.7 ms

  





  

    		2024-04-30 16:51:47.702045

    		1.0 ms

  





  

    		2024-04-30 17:51:49.346022

    		-0.4 ms

  





  

    		2024-04-30 18:51:51.990587

    		1.7 ms

  





  

    		2024-04-30 19:51:56.056171

    		-0.4 ms

  





  

    		2024-04-30 20:51:57.818801

    		-1.8 ms

  





  

    		2024-04-30 21:52:01.696142

    		2.4 ms

  





  

    		2024-04-30 22:52:03.276623

    		-2.2 ms

  





  

    		2024-04-30 23:52:05.455556

    		0.7 ms

  





  

    		2024-05-01 00:52:07.092637

    		-1.3 ms

  





  

    		2024-05-01 01:52:08.891264

    		-0.6 ms

  





  

    		2024-05-01 02:52:11.46833

    		0.0 ms

  





  

    		2024-05-01 03:52:14.080045

    		1.3 ms

  





  

    		2024-05-01 04:52:15.634188

    		0.0 ms

  





  

    		2024-05-01 05:52:17.499256

    		-0.2 ms

  





  

    		2024-05-01 06:52:19.107055

    		-0.1 ms

  





  

    		2024-05-01 07:52:20.774765

    		0.5 ms

  





  

    		2024-05-01 08:52:23.484415

    		2.0 ms

  





  

    		2024-05-01 09:52:25.174451

    		1.7 ms

  





  

    		2024-05-01 10:52:26.764591

    		2.5 ms

  





  

    		2024-05-01 11:52:28.442095

    		-0.5 ms

  





  

    		2024-05-01 12:52:32.643354

    		2.9 ms

  





  

    		2024-05-01 13:52:35.286779

    		-0.7 ms

  





  

    		2024-05-01 14:52:37.767917

    		0.8 ms

  





  

    		2024-05-01 15:52:39.504823

    		1.5 ms

  





  

    		2024-05-01 16:52:42.672649

    		1.7 ms

  





  

    		2024-05-01 17:52:45.609667

    		-0.9 ms

  





  

    		2024-05-01 18:52:48.477867

    		-1.9 ms

  





  

    		2024-05-01 19:52:50.378431

    		-0.8 ms

  





  

    		2024-05-01 20:52:52.814377

    		0.0 ms

  





  

    		2024-05-01 21:52:54.522479

    		-1.4 ms

  





  

    		2024-05-01 22:52:56.205058

    		-0.3 ms

  





  

    		2024-05-01 23:52:58.437844

    		1.0 ms

  





  

    		2024-05-02 00:53:01.284298

    		1.5 ms

  





  

    		2024-05-02 01:53:04.27774

    		1.5 ms

  





  

    		2024-05-02 02:53:06.191649

    		-0.3 ms

  





  

    		2024-05-02 03:53:07.974153

    		-0.9 ms

  





  

    		2024-05-02 04:53:10.24838

    		-1.6 ms

  





  

    		2024-05-02 05:53:12.798957

    		-1.3 ms

  





  

    		2024-05-02 06:53:16.355222

    		2.5 ms

  





  

    		2024-05-02 07:53:19.347954

    		1.3 ms

  





  

    		2024-05-02 08:53:21.942532

    		-0.5 ms

  





  

    		2024-05-02 09:53:23.735122

    		1.1 ms

  





  

    		2024-05-02 10:53:25.625116

    		-0.6 ms

  





  

    		2024-05-02 11:53:28.419883

    		2.1 ms

  





  

    		2024-05-02 12:53:30.791723

    		2.7 ms

  





  

    		2024-05-02 13:53:33.402447

    		0.3 ms

  





  

    		2024-05-02 14:53:35.757326

    		2.3 ms

  





  

    		2024-05-02 15:53:38.038051

    		1.5 ms

  





  

    		2024-05-02 16:53:39.885667

    		2.1 ms

  





  

    		2024-05-02 17:53:41.796714

    		1.4 ms

  





  

    		2024-05-02 18:53:43.329617

    		-0.2 ms

  





  

    		2024-05-02 19:53:45.136129

    		0.3 ms

  





  

    		2024-05-02 20:53:47.227301

    		1.7 ms

  





  

    		2024-05-02 21:53:50.034088

    		2.0 ms

  





  

    		2024-05-02 22:53:51.691186

    		-1.7 ms

  





  

    		2024-05-02 23:53:53.443156

    		-1.9 ms

  





  

    		2024-05-03 00:53:55.04429

    		-0.4 ms

  





  

    		2024-05-03 01:53:58.13474

    		-1.8 ms

  





  

    		2024-05-03 02:53:59.761525

    		1.0 ms

  





  

    		2024-05-03 03:54:01.691417

    		-1.3 ms

  





  

    		2024-05-03 04:54:03.886085

    		1.0 ms

  





  

    		2024-05-03 05:54:05.591642

    		2.1 ms

  





  

    		2024-05-03 06:54:08.540159

    		-0.7 ms

  





  

    		2024-05-03 07:54:10.440449

    		3.2 ms

  





  

    		2024-05-03 08:54:12.173195

    		-0.2 ms

  





  

    		2024-05-03 09:54:14.119969

    		-0.5 ms

  





  

    		2024-05-03 10:54:15.644733

    		-1.1 ms

  





  

    		2024-05-03 11:54:18.755609

    		0.4 ms

  





  

    		2024-05-03 12:54:20.39442

    		-0.3 ms

  





  

    		2024-05-03 13:54:23.031945

    		2.7 ms

  





  

    		2024-05-03 14:54:24.878004

    		2.1 ms

  





  

    		2024-05-03 15:54:26.675315

    		0.3 ms

  





  

    		2024-05-03 16:54:29.048526

    		1.1 ms

  





  

    		2024-05-03 17:54:30.604727

    		1.6 ms

  





  

    		2024-05-03 18:54:34.952117

    		-0.5 ms

  





  

    		2024-05-03 19:54:39.196039

    		1.2 ms

  





  

    		2024-05-03 20:54:43.569476

    		-2.1 ms

  





  

    		2024-05-03 21:54:47.582308

    		-0.3 ms

  





  

    		2024-05-03 22:54:51.806349

    		-1.3 ms

  





  

    		2024-05-03 23:54:53.642243

    		-0.1 ms

  





  

    		2024-05-04 00:54:57.678986

    		-1.9 ms

  





  

    		2024-05-04 01:54:59.760565

    		-1.8 ms

  





  

    		2024-05-04 02:55:02.244045

    		-0.9 ms

  





  

    		2024-05-04 03:55:03.772034

    		-1.2 ms

  





  

    		2024-05-04 04:55:05.545757

    		-0.7 ms

  





  

    		2024-05-04 05:55:07.651897

    		0.0 ms

  





  

    		2024-05-04 06:55:09.528029

    		1.7 ms

  





  

    		2024-05-04 07:55:11.106664

    		2.3 ms

  





  

    		2024-05-04 08:55:13.264185

    		-0.8 ms

  





  

    		2024-05-04 09:55:15.818319

    		3.8 ms

  





  

    		2024-05-04 10:55:17.811771

    		0.2 ms

  





  

    		2024-05-04 11:55:19.325388

    		2.2 ms

  





  

    		2024-05-04 12:55:21.113849

    		-0.3 ms

  





  

    		2024-05-04 13:55:23.020974

    		0.5 ms

  





  

    		2024-05-04 14:55:24.742156

    		0.4 ms

  





  

    		2024-05-04 15:55:26.842064

    		1.0 ms

  





  

    		2024-05-04 16:55:28.768252

    		-0.3 ms

  





  

    		2024-05-04 17:55:30.630064

    		1.6 ms

  





  

    		2024-05-04 18:55:32.884189

    		-1.3 ms

  





  

    		2024-05-04 19:55:35.897784

    		-0.7 ms

  





  

    		2024-05-04 20:55:37.992565

    		-1.2 ms

  





  

    		2024-05-04 21:55:40.600765

    		-1.2 ms

  





  

    		2024-05-04 22:55:43.417864

    		-0.6 ms

  





  

    		2024-05-04 23:55:45.327617

    		0.5 ms

  





  

    		2024-05-05 00:55:49.330658

    		-1.4 ms

  





  

    		2024-05-05 01:55:50.856791

    		-1.4 ms

  





  

    		2024-05-05 02:55:52.40867

    		1.0 ms

  





  

    		2024-05-05 03:55:54.991052

    		-0.4 ms

  





  

    		2024-05-05 04:55:57.887454

    		0.9 ms

  





  

    		2024-05-05 05:55:59.926324

    		1.6 ms

  





  

    		2024-05-05 06:56:04.099261

    		-0.3 ms

  





  

    		2024-05-05 07:56:05.779992

    		-0.8 ms

  





  

    		2024-05-05 08:56:07.619601

    		3.4 ms

  





  

    		2024-05-05 09:56:09.661858

    		0.0 ms

  





  

    		2024-05-05 10:56:11.359885

    		2.5 ms

  





  

    		2024-05-05 11:56:14.111128

    		0.4 ms

  





  

    		2024-05-05 12:56:15.742353

    		0.6 ms

  





  

    		2024-05-05 13:56:17.345272

    		1.5 ms

  





  

    		2024-05-05 14:56:19.739472

    		-0.6 ms

  





  

    		2024-05-05 15:56:21.18129

    		-0.2 ms

  





  

    		2024-05-05 16:56:23.100946

    		-0.1 ms

  





  

    		2024-05-05 17:56:24.807376

    		-0.1 ms

  





  

    		2024-05-05 18:56:27.162476

    		0.1 ms

  





  

    		2024-05-05 19:56:29.43334

    		1.1 ms

  





  

    		2024-05-05 20:56:32.038209

    		-2.7 ms

  





  

    		2024-05-05 21:56:35.468577

    		1.1 ms

  





  

    		2024-05-05 22:56:38.246061

    		0.8 ms

  





  

    		2024-05-05 23:56:40.767118

    		-1.0 ms

  





  

    		2024-05-06 00:56:44.116987

    		-1.6 ms

  





  

    		2024-05-06 01:56:45.723851

    		-1.1 ms

  





  

    		2024-05-06 02:56:47.819761

    		-0.6 ms

  





  

    		2024-05-06 03:56:49.664611

    		0.6 ms

  





  

    		2024-05-06 04:56:51.288243

    		1.3 ms

  





  

    		2024-05-06 05:56:52.865323

    		1.8 ms

  





  

    		2024-05-06 06:56:54.515397

    		-0.1 ms

  





  

    		2024-05-06 07:56:57.063642

    		-0.3 ms

  





  

    		2024-05-06 08:56:59.047769

    		1.4 ms

  





  

    		2024-05-06 09:57:01.766471

    		1.0 ms

  





  

    		2024-05-06 10:57:03.40648

    		1.7 ms

  





  

    		2024-05-06 11:57:05.476707

    		-0.5 ms

  





  

    		2024-05-06 12:57:07.81787

    		0.8 ms

  





  

    		2024-05-06 13:57:09.383199

    		0.9 ms

  





  

    		2024-05-06 14:57:11.247887

    		0.0 ms

  





  

    		2024-05-06 15:57:13.761268

    		1.3 ms

  





  

    		2024-05-06 16:57:15.780236

    		-1.0 ms

  





  

    		2024-05-06 17:57:17.486558

    		1.6 ms

  





  

    		2024-05-06 18:57:19.564701

    		-0.5 ms

  





  

    		2024-05-06 19:57:21.061572

    		-1.4 ms

  





  

    		2024-05-06 20:57:22.96866

    		-2.8 ms

  





  

    		2024-05-06 21:57:25.79423

    		1.1 ms

  





  

    		2024-05-06 22:57:28.223481

    		0.0 ms

  





  

    		2024-05-06 23:57:30.288277

    		-1.5 ms

  





  

    		2024-05-07 00:57:31.731357

    		0.2 ms

  





  

    		2024-05-07 01:57:33.504479

    		0.9 ms

  





  

    		2024-05-07 02:57:35.932532

    		1.0 ms

  





  

    		2024-05-07 03:57:38.154049

    		1.5 ms

  





  

    		2024-05-07 04:57:40.487691

    		1.6 ms

  





  

    		2024-05-07 05:57:42.489132

    		1.7 ms

  





  

    		2024-05-07 06:57:45.667377

    		-0.8 ms

  





  

    		2024-05-07 07:57:47.561664

    		-0.2 ms

  





  

    		2024-05-07 08:57:49.406277

    		1.3 ms

  





  

    		2024-05-07 09:57:51.028651

    		0.2 ms

  





  

    		2024-05-07 10:57:52.896726

    		2.8 ms

  





  

    		2024-05-07 11:57:54.73321

    		4.0 ms

  





  

    		2024-05-07 12:57:56.320545

    		1.0 ms

  





  

    		2024-05-07 13:57:58.064056

    		-0.4 ms

  





  

    		2024-05-07 14:58:01.072569

    		1.1 ms

  





  

    		2024-05-07 15:58:02.799054

    		-2.5 ms

  





  

    		2024-05-07 16:58:04.429999

    		0.7 ms

  





  

    		2024-05-07 17:58:06.103053

    		-1.0 ms

  





  

    		2024-05-07 18:58:08.505798

    		1.3 ms

  





  

    		2024-05-07 19:58:11.37382

    		0.2 ms

  





  

    		2024-05-07 20:58:14.127234

    		-0.5 ms

  





  

    		2024-05-07 21:58:16.122069

    		0.3 ms

  





  

    		2024-05-07 22:58:17.887383

    		-1.0 ms

  





  

    		2024-05-07 23:58:19.984673

    		0.2 ms

  





  

    		2024-05-08 00:58:21.750246

    		-1.2 ms

  





  

    		2024-05-08 01:58:24.751047

    		0.1 ms

  





  

    		2024-05-08 02:58:27.241315

    		-0.9 ms

  





  

    		2024-05-08 03:58:28.738035

    		1.5 ms

  





  

    		2024-05-08 04:58:30.991283

    		-0.6 ms

  





  

    		2024-05-08 05:58:34.260647

    		-0.7 ms

  





  

    		2024-05-08 06:58:37.438021

    		3.6 ms

  





  

    		2024-05-08 07:58:40.171312

    		1.8 ms

  





  

    		2024-05-08 08:58:41.717075

    		4.5 ms

  





  

    		2024-05-08 09:58:43.375652

    		2.1 ms

  





  

    		2024-05-08 10:58:46.330132

    		2.0 ms

  





  

    		2024-05-08 11:58:48.013162

    		-1.3 ms

  





  

    		2024-05-08 12:58:49.589673

    		-0.9 ms

  





  

    		2024-05-08 13:58:51.428701

    		0.7 ms

  





  

    		2024-05-08 14:58:53.91095

    		0.3 ms

  





  

    		2024-05-08 15:58:56.474178

    		1.0 ms

  





  

    		2024-05-08 16:58:58.086783

    		-0.8 ms

  





  

    		2024-05-08 17:58:59.857544

    		-1.9 ms

  





  

    		2024-05-08 18:59:02.840704

    		-0.4 ms

  





  

    		2024-05-08 19:59:04.474767

    		1.7 ms

  





  

    		2024-05-08 20:59:06.246456

    		2.7 ms

  





  

    		2024-05-08 21:59:07.773044

    		2.3 ms

  





  

    		2024-05-08 22:59:10.543349

    		-2.1 ms

  





  

    		2024-05-08 23:59:13.567518

    		-0.6 ms

  





  

    		2024-05-09 00:59:16.270058

    		-0.5 ms

  





  

    		2024-05-09 01:59:19.934484

    		0.9 ms

  





  

    		2024-05-09 02:59:22.356579

    		1.3 ms

  





  

    		2024-05-09 03:59:25.279703

    		-0.7 ms

  





  

    		2024-05-09 04:59:28.090874

    		0.8 ms

  





  

    		2024-05-09 05:59:31.033605

    		-0.7 ms

  





  

    		2024-05-09 06:59:33.852891

    		0.6 ms

  





  

    		2024-05-09 07:59:35.311625

    		3.3 ms

  





  

    		2024-05-09 08:59:39.663081

    		1.7 ms

  





  

    		2024-05-09 09:59:41.186935

    		-0.2 ms

  





  

    		2024-05-09 10:59:45.18224

    		1.5 ms

  





  

    		2024-05-09 11:59:46.841337

    		-1.2 ms

  





  

    		2024-05-09 12:59:50.344518

    		-0.1 ms

  





  

    		2024-05-09 13:59:52.045202

    		2.8 ms

  





  

    		2024-05-09 14:59:54.036483

    		0.9 ms

  





  

    		2024-05-09 15:59:56.929078

    		-0.2 ms

  





  

    		2024-05-09 16:59:58.864369

    		-2.2 ms

  





  

    		2024-05-09 18:00:01.684348

    		-0.5 ms

  





  

    		2024-05-09 19:00:03.661924

    		-1.1 ms

  





  

    		2024-05-09 20:00:05.129855

    		-0.8 ms

  





  

    		2024-05-09 21:00:07.246621

    		-2.3 ms

  





  

    		2024-05-09 22:00:09.335194

    		1.2 ms

  





  

    		2024-05-09 23:00:11.470089

    		-1.1 ms

  





  

    		2024-05-10 00:00:13.042689

    		-2.0 ms

  





  

    		2024-05-10 01:00:15.156315

    		0.2 ms

  





  

    		2024-05-10 02:00:18.545342

    		-0.5 ms

  





  

    		2024-05-10 03:00:20.655243

    		-0.1 ms

  





  

    		2024-05-10 04:00:23.380685

    		-1.4 ms

  





  

    		2024-05-10 05:00:25.47914

    		1.4 ms

  





  

    		2024-05-10 06:00:27.069694

    		-1.8 ms

  





  

    		2024-05-10 07:00:29.563112

    		1.2 ms

  





  

    		2024-05-10 08:00:32.295342

    		0.9 ms

  





  

    		2024-05-10 09:00:34.164398

    		2.3 ms

  





  

    		2024-05-10 10:00:36.632412

    		1.9 ms

  





  

    		2024-05-10 11:00:38.163851

    		0.4 ms

  





  

    		2024-05-10 12:00:40.258612

    		-0.4 ms

  





  

    		2024-05-10 13:00:41.869646

    		1.4 ms

  





  

    		2024-05-10 14:00:43.986648

    		3.8 ms

  





  

    		2024-05-10 15:00:46.332365

    		-1.3 ms

  





  

    		2024-05-10 16:00:48.131389

    		-0.5 ms

  





  

    		2024-05-10 17:00:49.918054

    		-3.5 ms

  





  

    		2024-05-10 18:00:53.068912

    		3.0 ms

  





  

    		2024-05-10 19:00:55.366185

    		0.1 ms

  





  

    		2024-05-10 20:00:57.91739

    		-4.8 ms

  





  

    		2024-05-10 21:01:00.046425

    		-5.7 ms

  





  

    		2024-05-10 22:01:02.514956

    		-5.0 ms

  





  

    		2024-05-10 23:01:04.166183

    		-1.3 ms

  





  

    		2024-05-11 00:01:06.081129

    		-0.4 ms

  





  

    		2024-05-11 01:01:07.93126

    		-1.4 ms

  





  

    		2024-05-11 02:01:10.701006

    		0.0 ms

  





  

    		2024-05-11 03:01:13.333886

    		1.3 ms

  





  

    		2024-05-11 04:01:15.058042

    		1.0 ms

  





  

    		2024-05-11 05:01:16.830439

    		1.3 ms

  





  

    		2024-05-11 06:01:18.368487

    		-0.1 ms

  





  

    		2024-05-11 07:01:20.601311

    		3.6 ms

  





  

    		2024-05-11 08:01:24.449137

    		3.9 ms

  





  

    		2024-05-11 09:01:26.986902

    		2.5 ms

  





  

    		2024-05-11 10:01:29.032659

    		-0.7 ms

  





  

    		2024-05-11 11:01:30.519896

    		0.4 ms

  





  

    		2024-05-11 12:01:33.659069

    		3.5 ms

  





  

    		2024-05-11 13:01:35.885901

    		2.3 ms

  





  

    		2024-05-11 14:01:38.635808

    		-1.9 ms

  





  

    		2024-05-11 15:01:40.557667

    		1.0 ms

  





  

    		2024-05-11 16:01:43.316529

    		-1.3 ms

  





  

    		2024-05-11 17:01:44.747016

    		-0.8 ms

  





  

    		2024-05-11 18:01:46.93539

    		-3.3 ms

  





  

    		2024-05-11 19:01:49.41018

    		-3.2 ms

  





  

    		2024-05-11 20:01:52.664061

    		-1.8 ms

  





  

    		2024-05-11 21:01:55.326805

    		0.3 ms

  





  

    		2024-05-11 22:01:56.855443

    		-1.0 ms

  





  

    		2024-05-11 23:01:59.099887

    		1.6 ms

  





  

    		2024-05-12 00:02:01.355855

    		-1.1 ms

  





  

    		2024-05-12 01:02:03.730238

    		2.0 ms

  





  

    		2024-05-12 02:02:06.535142

    		-3.1 ms

  





  

    		2024-05-12 03:02:08.586799

    		-0.7 ms

  





  

    		2024-05-12 04:02:10.542755

    		0.4 ms

  





  

    		2024-05-12 05:02:13.254769

    		-0.7 ms

  





  

    		2024-05-12 06:02:16.758901

    		-0.9 ms

  





  

    		2024-05-12 07:02:19.438264

    		2.4 ms

  





  

    		2024-05-12 08:02:21.978428

    		2.0 ms

  





  

    		2024-05-12 09:02:24.259657

    		0.6 ms

  





  

    		2024-05-12 10:02:26.034587

    		2.9 ms

  





  

    		2024-05-12 11:02:28.031544

    		-0.4 ms

  





  

    		2024-05-12 12:02:29.923709

    		0.4 ms

  





  

    		2024-05-12 13:02:32.423893

    		-0.9 ms

  





  

    		2024-05-12 14:02:35.539972

    		0.9 ms

  





  

    		2024-05-12 15:02:37.764275

    		-0.1 ms

  





  

    		2024-05-12 16:02:40.484603

    		0.7 ms

  





  

    		2024-05-12 17:02:43.445362

    		0.6 ms

  





  

    		2024-05-12 18:02:45.366162

    		-2.3 ms

  





  

    		2024-05-12 19:02:46.846507

    		-0.7 ms

  





  

    		2024-05-12 20:02:49.543478

    		-1.8 ms

  





  

    		2024-05-12 21:02:51.189698

    		-1.0 ms

  





  

    		2024-05-12 22:02:53.552072

    		-0.5 ms

  





  

    		2024-05-12 23:02:55.826868

    		0.8 ms

  





  

    		2024-05-13 00:02:58.421246

    		-0.3 ms

  





  

    		2024-05-13 01:03:00.16927

    		0.9 ms

  





  

    		2024-05-13 02:03:04.163459

    		0.8 ms

  





  

    		2024-05-13 03:03:06.474262

    		-2.3 ms

  





  

    		2024-05-13 04:03:08.209481

    		0.3 ms

  





  

    		2024-05-13 05:03:10.883741

    		-0.1 ms

  





  

    		2024-05-13 06:03:12.92507

    		0.9 ms

  





  

    		2024-05-13 07:03:14.541941

    		1.6 ms

  





  

    		2024-05-13 08:03:16.794944

    		0.6 ms

  





  

    		2024-05-13 09:03:18.574074

    		0.4 ms

  





  

    		2024-05-13 10:03:19.969339

    		-0.4 ms

  





  

    		2024-05-13 11:03:21.601626

    		0.3 ms

  





  

    		2024-05-13 12:03:23.629389

    		-0.4 ms

  





  

    		2024-05-13 13:03:25.862745

    		-0.3 ms

  





  

    		2024-05-13 14:03:27.491936

    		-0.2 ms

  





  

    		2024-05-13 15:03:28.985136

    		0.4 ms

  





  

    		2024-05-13 16:03:30.589399

    		-1.0 ms

  





  

    		2024-05-13 17:03:33.119038

    		1.4 ms

  





  

    		2024-05-13 18:03:37.010475

    		-0.7 ms

  





  

    		2024-05-13 19:03:38.81466

    		-0.4 ms

  





  

    		2024-05-13 20:03:40.383594

    		1.6 ms

  





  

    		2024-05-13 21:03:42.659281

    		-1.8 ms

  





  

    		2024-05-13 22:03:44.350048

    		-2.3 ms

  





  

    		2024-05-13 23:03:46.498408

    		-2.2 ms

  





  

    		2024-05-14 00:03:50.704226

    		1.7 ms

  





  

    		2024-05-14 01:03:53.113143

    		-0.7 ms

  





  

    		2024-05-14 02:03:54.620102

    		2.4 ms

  





  

    		2024-05-14 03:03:58.322154

    		-1.3 ms

  





  

    		2024-05-14 04:04:01.106429

    		-0.4 ms

  





  

    		2024-05-14 05:04:04.48802

    		-1.0 ms

  





  

    		2024-05-14 06:04:07.191567

    		1.4 ms

  





  

    		2024-05-14 07:04:08.654073

    		2.3 ms

  





  

    		2024-05-14 08:04:11.543502

    		3.2 ms

  





  

    		2024-05-14 09:04:13.424965

    		-0.1 ms

  





  

    		2024-05-14 10:04:15.437441

    		3.5 ms

  





  

    		2024-05-14 11:04:17.497354

    		2.5 ms

  





  

    		2024-05-14 12:04:19.156298

    		0.5 ms

  





  

    		2024-05-14 13:04:21.057481

    		1.1 ms

  





  

    		2024-05-14 14:04:22.691421

    		0.4 ms

  





  

    		2024-05-14 15:04:24.226922

    		4.8 ms

  





  

    		2024-05-14 16:04:27.297412

    		2.5 ms

  





  

    		2024-05-14 17:04:30.051382

    		1.6 ms

  





  

    		2024-05-14 18:04:32.450552

    		2.3 ms

  





  

    		2024-05-14 19:04:34.794277

    		2.1 ms

  





  

    		2024-05-14 20:04:37.446041

    		0.2 ms

  





  

    		2024-05-14 21:04:39.812719

    		0.3 ms

  





  

    		2024-05-14 22:04:41.20053

    		0.0 ms

  





  

    		2024-05-14 23:04:43.796748

    		2.0 ms

  





  

    		2024-05-15 00:04:45.647979

    		0.2 ms

  





  

    		2024-05-15 01:04:47.395255

    		-0.6 ms

  





  

    		2024-05-15 02:04:51.445304

    		0.9 ms

  





  

    		2024-05-15 03:04:53.043716

    		-1.7 ms

  





  

    		2024-05-15 04:04:56.305206

    		0.9 ms

  





  

    		2024-05-15 05:04:58.771516

    		1.3 ms

  





  

    		2024-05-15 06:05:01.268311

    		1.6 ms

  





  

    		2024-05-15 07:05:03.054046

    		2.1 ms

  





  

    		2024-05-15 08:05:04.599923

    		2.0 ms

  





  

    		2024-05-15 09:05:06.256711

    		0.6 ms

  





  

    		2024-05-15 10:05:08.055337

    		0.2 ms

  





  

    		2024-05-15 11:05:10.404006

    		1.0 ms

  





  

    		2024-05-15 12:05:11.846588

    		3.2 ms

  





  

    		2024-05-15 13:05:14.079457

    		0.3 ms

  





  

    		2024-05-15 14:05:16.303051

    		-0.4 ms

  





  

    		2024-05-15 15:05:17.761236

    		2.3 ms

  





  

    		2024-05-15 16:05:19.208939

    		1.6 ms

  





  

    		2024-05-15 17:05:20.849334

    		1.5 ms

  





  

    		2024-05-15 18:05:22.717534

    		-0.5 ms

  





  

    		2024-05-15 19:05:25.841327

    		-2.3 ms

  





  

    		2024-05-15 20:05:28.28167

    		-2.3 ms

  





  

    		2024-05-15 21:05:30.066531

    		-1.7 ms

  





  

    		2024-05-15 22:05:33.069859

    		0.7 ms

  





  

    		2024-05-15 23:05:35.17324

    		1.7 ms

  





  

    		2024-05-16 00:05:37.019111

    		0.0 ms

  





  

    		2024-05-16 01:05:38.787966

    		-2.4 ms

  





  

    		2024-05-16 02:05:40.922968

    		-2.8 ms

  





  

    		2024-05-16 03:05:42.999441

    		-3.6 ms

  





  

    		2024-05-16 04:05:46.276216

    		2.2 ms

  





  

    		2024-05-16 05:05:48.369671

    		2.8 ms

  





  

    		2024-05-16 06:05:50.971109

    		0.9 ms

  





  

    		2024-05-16 07:05:52.908996

    		0.9 ms

  





  

    		2024-05-16 08:05:55.549881

    		1.8 ms

  





  

    		2024-05-16 09:05:57.160644

    		3.5 ms

  





  

    		2024-05-16 10:05:59.188518

    		3.5 ms

  





  

    		2024-05-16 11:06:01.659028

    		1.1 ms

  





  

    		2024-05-16 12:06:03.234862

    		1.2 ms

  





  

    		2024-05-16 13:06:05.124974

    		-1.8 ms

  





  

    		2024-05-16 14:06:06.863377

    		-0.7 ms

  





  

    		2024-05-16 15:06:08.531024

    		1.4 ms

  





  

    		2024-05-16 16:06:10.623662

    		-0.5 ms

  





  

    		2024-05-16 17:06:13.886102

    		-2.4 ms

  





  

    		2024-05-16 18:06:16.202211

    		-0.1 ms

  





  

    		2024-05-16 19:06:19.65653

    		-2.5 ms

  





  

    		2024-05-16 20:06:22.816837

    		1.1 ms

  





  

    		2024-05-16 21:06:25.391516

    		-1.6 ms

  





  

    		2024-05-16 22:06:27.916942

    		-1.9 ms

  





  

    		2024-05-16 23:06:30.065912

    		-1.4 ms

  





  

    		2024-05-17 00:06:32.23693

    		-1.4 ms

  





  

    		2024-05-17 01:06:34.194886

    		-1.1 ms

  





  

    		2024-05-17 02:06:36.065181

    		-1.6 ms

  





  

    		2024-05-17 03:06:37.521077

    		-2.0 ms

  





  

    		2024-05-17 04:06:40.459393

    		-1.6 ms

  





  

    		2024-05-17 05:06:44.603113

    		-0.7 ms

  





  

    		2024-05-17 06:06:47.279105

    		-0.8 ms

  





  

    		2024-05-17 07:06:48.992609

    		-0.4 ms

  





  

    		2024-05-17 08:06:51.143569

    		3.3 ms

  





  

    		2024-05-17 09:06:53.702806

    		2.3 ms

  





  

    		2024-05-17 10:06:55.329445

    		-0.5 ms

  





  

    		2024-05-17 11:06:56.854502

    		0.6 ms

  





  

    		2024-05-17 12:06:59.039901

    		0.0 ms

  





  

    		2024-05-17 13:07:00.924056

    		0.7 ms

  





  

    		2024-05-17 14:07:02.801081

    		0.5 ms

  





  

    		2024-05-17 15:07:05.737451

    		-0.3 ms

  





  

    		2024-05-17 16:07:08.019391

    		1.8 ms

  





  

    		2024-05-17 17:07:09.819798

    		-1.0 ms

  





  

    		2024-05-17 18:07:12.435463

    		-0.7 ms

  





  

    		2024-05-17 19:07:15.26007

    		-1.1 ms

  





  

    		2024-05-17 20:07:17.124388

    		-2.2 ms

  





  

    		2024-05-17 21:07:19.627738

    		-1.0 ms

  





  

    		2024-05-17 22:07:22.128821

    		1.8 ms

  





  

    		2024-05-17 23:07:23.812583

    		0.6 ms

  





  

    		2024-05-18 00:07:26.036751

    		0.9 ms

  





  

    		2024-05-18 01:07:27.897459

    		-1.4 ms

  





  

    		2024-05-18 02:07:29.980044

    		-0.5 ms

  





  

    		2024-05-18 03:07:31.532345

    		-2.8 ms

  





  

    		2024-05-18 04:07:33.050021

    		-2.3 ms

  





  

    		2024-05-18 05:07:36.501855

    		0.5 ms

  





  

    		2024-05-18 06:07:39.170866

    		1.6 ms

  





  

    		2024-05-18 07:07:42.057905

    		1.1 ms

  





  

    		2024-05-18 08:07:45.110525

    		2.0 ms

  





  

    		2024-05-18 09:07:48.42081

    		1.0 ms

  





  

    		2024-05-18 10:07:51.013245

    		-0.2 ms

  





  

    		2024-05-18 11:07:52.659441

    		1.2 ms

  





  

    		2024-05-18 12:07:55.035115

    		-0.8 ms

  





  

    		2024-05-18 13:07:56.720004

    		0.8 ms

  





  

    		2024-05-18 14:07:58.621201

    		-0.8 ms

  





  

    		2024-05-18 15:08:00.261824

    		0.1 ms

  





  

    		2024-05-18 16:08:01.963626

    		0.3 ms

  





  

    		2024-05-18 17:08:04.585809

    		-0.5 ms

  





  

    		2024-05-18 18:08:08.095013

    		-0.3 ms

  





  

    		2024-05-18 19:08:11.567896

    		2.0 ms

  





  

    		2024-05-18 20:08:13.343079

    		-1.2 ms

  





  

    		2024-05-18 21:08:14.92517

    		-1.0 ms

  





  

    		2024-05-18 22:08:17.774063

    		-0.8 ms

  





  

    		2024-05-18 23:08:20.287049

    		-1.9 ms

  





  

    		2024-05-19 00:08:22.262387

    		-1.1 ms

  





  

    		2024-05-19 01:08:23.959544

    		-1.7 ms

  





  

    		2024-05-19 02:08:27.489021

    		-0.8 ms

  





  

    		2024-05-19 03:08:30.019327

    		0.5 ms

  





  

    		2024-05-19 04:08:31.633638

    		-1.0 ms

  





  

    		2024-05-19 05:08:34.474362

    		0.2 ms

  





  

    		2024-05-19 06:08:36.012198

    		-0.9 ms

  





  

    		2024-05-19 07:08:37.539778

    		0.5 ms

  





  

    		2024-05-19 08:08:39.498703

    		0.6 ms

  





  

    		2024-05-19 09:08:41.05347

    		3.4 ms

  





  

    		2024-05-19 10:08:43.042272

    		1.7 ms

  





  

    		2024-05-19 11:08:45.389028

    		2.8 ms

  





  

    		2024-05-19 12:08:47.963099

    		2.9 ms

  





  

    		2024-05-19 13:08:49.95828

    		2.9 ms

  





  

    		2024-05-19 14:08:51.457188

    		1.1 ms

  





  

    		2024-05-19 15:08:54.794751

    		1.5 ms

  





  

    		2024-05-19 16:08:56.545895

    		2.3 ms

  





  

    		2024-05-19 17:08:58.973062

    		1.4 ms

  





  

    		2024-05-19 18:09:01.958013

    		0.5 ms

  





  

    		2024-05-19 19:09:03.909694

    		-0.1 ms

  





  

    		2024-05-19 20:09:07.345707

    		1.2 ms

  





  

    		2024-05-19 21:09:09.340489

    		0.5 ms

  





  

    		2024-05-19 22:09:10.989141

    		-1.1 ms

  





  

    		2024-05-19 23:09:13.279562

    		2.0 ms

  





  

    		2024-05-20 00:09:15.188151

    		-1.7 ms

  





  

    		2024-05-20 01:09:17.684477

    		-1.7 ms

  





  

    		2024-05-20 02:09:20.127056

    		-0.6 ms

  





  

    		2024-05-20 03:09:22.671159

    		-1.1 ms

  





  

    		2024-05-20 04:09:26.234969

    		-1.5 ms

  





  

    		2024-05-20 05:09:29.021599

    		1.4 ms

  





  

    		2024-05-20 06:09:30.798338

    		-0.6 ms

  





  

    		2024-05-20 07:09:32.462857

    		-0.2 ms

  





  

    		2024-05-20 08:09:35.766631

    		0.1 ms

  





  

    		2024-05-20 09:09:37.41843

    		-0.3 ms

  





  

    		2024-05-20 10:09:39.738231

    		2.3 ms

  





  

    		2024-05-20 11:09:41.339841

    		2.0 ms

  





  

    		2024-05-20 12:09:43.462183

    		4.5 ms

  





  

    		2024-05-20 13:09:45.199554

    		0.9 ms

  





  

    		2024-05-20 14:09:46.828582

    		0.0 ms

  





  

    		2024-05-20 15:09:48.877933

    		2.7 ms

  





  

    		2024-05-20 16:09:50.473038

    		-2.3 ms

  





  

    		2024-05-20 17:09:52.27838

    		-0.5 ms

  





  

    		2024-05-20 18:09:53.784903

    		-0.7 ms

  





  

    		2024-05-20 19:09:55.780876

    		1.0 ms

  





  

    		2024-05-20 20:09:57.394025

    		3.0 ms

  





  

    		2024-05-20 21:09:59.848665

    		2.3 ms

  





  

    		2024-05-20 22:10:01.932874

    		1.5 ms

  





  

    		2024-05-20 23:10:03.511455

    		-1.6 ms

  





  

    		2024-05-21 00:10:05.850341

    		-5.4 ms

  





  

    		2024-05-21 01:10:09.734758

    		-1.1 ms

  





  

    		2024-05-21 02:10:11.338228

    		-1.7 ms

  





  

    		2024-05-21 03:10:12.961864

    		0.4 ms

  





  

    		2024-05-21 04:10:15.533867

    		1.4 ms

  





  

    		2024-05-21 05:10:18.067671

    		1.4 ms

  





  

    		2024-05-21 06:10:20.499655

    		2.9 ms

  





  

    		2024-05-21 07:10:22.712861

    		0.2 ms

  





  

    		2024-05-21 08:10:24.388559

    		1.3 ms

  





  

    		2024-05-21 09:10:26.184271

    		1.3 ms

  





  

    		2024-05-21 10:10:27.983599

    		3.0 ms

  





  

    		2024-05-21 11:10:30.308999

    		0.5 ms

  





  

    		2024-05-21 12:10:31.975533

    		-1.3 ms

  





  

    		2024-05-21 13:10:33.450256

    		1.4 ms

  





  

    		2024-05-21 14:10:34.883845

    		1.6 ms

  





  

    		2024-05-21 15:10:37.110792

    		2.1 ms

  





  

    		2024-05-21 16:10:38.701754

    		1.3 ms

  





  

    		2024-05-21 17:10:41.105226

    		3.4 ms

  





  

    		2024-05-21 18:10:44.84187

    		-0.9 ms

  





  

    		2024-05-21 19:10:46.594266

    		-0.4 ms

  





  

    		2024-05-21 20:10:48.751615

    		-0.8 ms

  





  

    		2024-05-21 21:10:50.749746

    		0.7 ms

  





  

    		2024-05-21 22:10:53.447214

    		1.5 ms

  





  

    		2024-05-21 23:10:56.621102

    		-0.9 ms

  





  

    		2024-05-22 00:10:59.517036

    		-0.5 ms

  





  

    		2024-05-22 01:11:01.429078

    		-1.9 ms

  





  

    		2024-05-22 02:11:04.077699

    		-0.3 ms

  





  

    		2024-05-22 03:11:06.66983

    		-1.1 ms

  





  

    		2024-05-22 04:11:08.885341

    		-1.5 ms

  





  

    		2024-05-22 05:11:10.824981

    		-1.4 ms

  





  

    		2024-05-22 06:11:12.558875

    		-0.4 ms

  





  

    		2024-05-22 07:11:14.301905

    		0.2 ms

  





  

    		2024-05-22 08:11:16.294794

    		1.0 ms

  





  

    		2024-05-22 09:11:17.91153

    		2.9 ms

  





  

    		2024-05-22 10:11:19.848967

    		-0.5 ms

  





  

    		2024-05-22 11:11:21.450899

    		2.7 ms

  





  

    		2024-05-22 12:11:23.028288

    		2.1 ms

  





  

    		2024-05-22 13:11:24.764367

    		5.6 ms

  





  

    		2024-05-22 14:11:26.419223

    		-0.7 ms

  





  

    		2024-05-22 15:11:28.207105

    		0.3 ms

  





  

    		2024-05-22 16:11:30.410877

    		2.6 ms

  





  

    		2024-05-22 17:11:32.809845

    		-1.1 ms

  





  

    		2024-05-22 18:11:34.627948

    		0.4 ms

  





  

    		2024-05-22 19:11:38.404425

    		1.3 ms

  





  

    		2024-05-22 20:11:40.940819

    		1.2 ms

  





  

    		2024-05-22 21:11:43.088644

    		-2.5 ms

  





  

    		2024-05-22 22:11:45.419261

    		-0.1 ms

  





  

    		2024-05-22 23:11:47.296798

    		-3.0 ms

  





  

    		2024-05-23 00:11:50.250109

    		-2.5 ms

  





  

    		2024-05-23 01:11:51.891661

    		-1.5 ms

  





  

    		2024-05-23 02:11:53.742789

    		-1.4 ms

  





  

    		2024-05-23 03:11:56.64568

    		-0.4 ms

  





  

    		2024-05-23 04:11:59.218664

    		0.8 ms

  





  

    		2024-05-23 05:12:02.14552

    		0.3 ms

  





  

    		2024-05-23 06:12:04.790327

    		2.4 ms

  





  

    		2024-05-23 07:12:06.287294

    		5.2 ms

  





  

    		2024-05-23 08:12:07.868432

    		1.9 ms

  





  

    		2024-05-23 09:12:09.466164

    		-0.6 ms

  





  

    		2024-05-23 10:12:11.500835

    		1.7 ms

  





  

    		2024-05-23 11:12:13.152282

    		-0.2 ms

  





  

    		2024-05-23 12:12:14.776332

    		-1.1 ms

  





  

    		2024-05-23 13:12:16.697602

    		1.1 ms

  





  

    		2024-05-23 14:12:18.395262

    		1.0 ms

  





  

    		2024-05-23 15:12:19.884682

    		2.2 ms

  





  

    		2024-05-23 16:12:21.608414

    		1.2 ms

  





  

    		2024-05-23 17:12:23.487838

    		0.4 ms

  





  

    		2024-05-23 18:12:26.202391

    		-2.1 ms

  





  

    		2024-05-23 19:12:28.786902

    		-2.0 ms

  





  

    		2024-05-23 20:12:30.561154

    		-1.6 ms

  





  

    		2024-05-23 21:12:34.315695

    		-1.6 ms

  





  

    		2024-05-23 22:12:36.482631

    		0.9 ms

  





  

    		2024-05-23 23:12:39.116601

    		-1.2 ms

  





  

    		2024-05-24 00:12:40.980567

    		-2.0 ms

  





  

    		2024-05-24 01:12:42.675881

    		-1.4 ms

  





  

    		2024-05-24 02:12:44.49074

    		1.2 ms

  





  

    		2024-05-24 03:12:47.386583

    		-4.4 ms

  





  

    		2024-05-24 04:12:49.098909

    		0.9 ms

  





  

    		2024-05-24 05:12:51.278941

    		1.7 ms

  





  

    		2024-05-24 06:12:53.857783

    		1.4 ms

  





  

    		2024-05-24 07:12:56.210883

    		1.4 ms

  





  

    		2024-05-24 08:12:58.049493

    		4.1 ms

  





  

    		2024-05-24 09:13:00.428863

    		0.6 ms

  





  

    		2024-05-24 10:13:02.088698

    		-0.7 ms

  





  

    		2024-05-24 11:13:04.118084

    		0.1 ms

  





  

    		2024-05-24 12:13:06.241791

    		0.1 ms

  





  

    		2024-05-24 13:13:07.748387

    		-0.8 ms

  





  

    		2024-05-24 14:13:09.542822

    		-0.5 ms

  





  

    		2024-05-24 15:13:11.122825

    		-0.8 ms

  





  

    		2024-05-24 16:13:12.537879

    		-0.8 ms

  





  

    		2024-05-24 17:13:15.222087

    		-0.4 ms

  





  

    		2024-05-24 18:13:18.319371

    		1.2 ms

  





  

    		2024-05-24 19:13:20.399255

    		-0.4 ms

  





  

    		2024-05-24 20:13:22.628845

    		-1.0 ms

  





  

    		2024-05-24 21:13:26.491062

    		-1.0 ms

  





  

    		2024-05-24 22:13:29.21251

    		0.9 ms

  





  

    		2024-05-24 23:13:31.153916

    		-1.4 ms

  





  

    		2024-05-25 00:13:33.411286

    		-2.2 ms

  





  

    		2024-05-25 01:13:35.323701

    		-0.9 ms

  





  

    		2024-05-25 02:13:37.3541

    		-1.1 ms

  





  

    		2024-05-25 03:13:39.855855

    		-0.7 ms

  





  

    		2024-05-25 04:13:43.677354

    		-1.1 ms

  





  

    		2024-05-25 05:13:45.893209

    		-0.5 ms

  





  

    		2024-05-25 06:13:47.800848

    		-0.9 ms

  





  

    		2024-05-25 07:13:49.615811

    		0.4 ms

  





  

    		2024-05-25 08:13:51.262238

    		0.4 ms

  





  

    		2024-05-25 09:13:52.755886

    		0.0 ms

  





  

    		2024-05-25 10:13:54.34004

    		1.4 ms

  





  

    		2024-05-25 11:13:56.277549

    		1.0 ms

  





  

    		2024-05-25 12:13:57.70894

    		1.5 ms

  





  

    		2024-05-25 13:13:59.443268

    		-0.3 ms

  





  

    		2024-05-25 14:14:00.990344

    		1.2 ms

  





  

    		2024-05-25 15:14:02.71234

    		-0.7 ms

  





  

    		2024-05-25 16:14:04.920672

    		1.4 ms

  





  

    		2024-05-25 17:14:06.808399

    		-0.7 ms

  





  

    		2024-05-25 18:14:08.908457

    		1.2 ms

  





  

    		2024-05-25 19:14:11.579359

    		-1.7 ms

  





  

    		2024-05-25 20:14:14.961147

    		-2.6 ms

  





  

    		2024-05-25 21:14:18.215695

    		-0.8 ms

  





  

    		2024-05-25 22:14:20.497813

    		-1.3 ms

  





  

    		2024-05-25 23:14:22.090113

    		-0.9 ms

  





  

    		2024-05-26 00:14:23.530824

    		-0.2 ms

  





  

    		2024-05-26 01:14:26.54237

    		-0.2 ms

  





  

    		2024-05-26 02:14:28.470588

    		1.2 ms

  





  

    		2024-05-26 03:14:30.684192

    		-1.4 ms

  





  

    		2024-05-26 04:14:33.64937

    		0.9 ms

  





  

    		2024-05-26 05:14:35.098905

    		1.5 ms

  





  

    		2024-05-26 06:14:36.808901

    		0.2 ms

  





  

    		2024-05-26 07:14:38.899741

    		1.2 ms

  





  

    		2024-05-26 08:14:40.847928

    		2.9 ms

  





  

    		2024-05-26 09:14:42.379616

    		4.0 ms

  





  

    		2024-05-26 10:14:44.539456

    		1.1 ms

  





  

    		2024-05-26 11:14:46.814295

    		1.9 ms

  





  

    		2024-05-26 12:14:48.375687

    		0.5 ms

  





  

    		2024-05-26 13:14:50.013612

    		1.1 ms

  





  

    		2024-05-26 14:14:51.554199

    		-1.0 ms

  





  

    		2024-05-26 15:14:53.159154

    		-1.0 ms

  





  

    		2024-05-26 16:14:54.991979

    		-3.8 ms

  





  

    		2024-05-26 17:14:56.996604

    		-2.8 ms

  





  

    		2024-05-26 18:14:59.308839

    		-1.0 ms

  





  

    		2024-05-26 19:15:02.529656

    		0.4 ms

  





  

    		2024-05-26 20:15:06.052407

    		-1.6 ms

  





  

    		2024-05-26 21:15:08.621828

    		0.9 ms

  





  

    		2024-05-26 22:15:11.277948

    		0.1 ms

  





  

    		2024-05-26 23:15:13.733667

    		-1.2 ms

  





  

    		2024-05-27 00:15:16.856701

    		-0.1 ms

  





  

    		2024-05-27 01:15:20.360298

    		-1.4 ms

  





  

    		2024-05-27 02:15:21.834714

    		-1.6 ms

  





  

    		2024-05-27 03:15:23.225992

    		0.6 ms

  





  

    		2024-05-27 04:15:25.662506

    		-1.1 ms

  





  

    		2024-05-27 05:15:28.752592

    		-1.6 ms

  





  

    		2024-05-27 06:15:30.276707

    		1.3 ms

  





  

    		2024-05-27 07:15:31.918347

    		0.2 ms

  





  

    		2024-05-27 08:15:33.420115

    		3.1 ms

  





  

    		2024-05-27 09:15:35.104475

    		-0.4 ms

  





  

    		2024-05-27 10:15:36.955928

    		0.3 ms

  





  

    		2024-05-27 11:15:39.194734

    		-0.8 ms

  





  

    		2024-05-27 12:15:40.722482

    		-1.7 ms

  





  

    		2024-05-27 13:15:42.330529

    		-1.3 ms

  





  

    		2024-05-27 14:15:43.909733

    		-0.1 ms

  





  

    		2024-05-27 15:15:46.540004

    		2.0 ms

  





  

    		2024-05-27 16:15:48.463922

    		1.8 ms

  





  

    		2024-05-27 17:15:51.064058

    		-2.3 ms

  





  

    		2024-05-27 18:15:52.943156

    		0.8 ms

  





  

    		2024-05-27 19:15:55.29168

    		-1.0 ms

  





  

    		2024-05-27 20:15:57.208194

    		0.6 ms

  





  

    		2024-05-27 21:16:00.576004

    		0.7 ms

  





  

    		2024-05-27 22:16:02.290101

    		0.1 ms

  





  

    		2024-05-27 23:16:04.839707

    		-0.5 ms

  





  

    		2024-05-28 00:16:08.539005

    		0.9 ms

  





  

    		2024-05-28 01:16:10.204239

    		-2.7 ms

  





  

    		2024-05-28 02:16:13.301497

    		0.1 ms

  





  

    		2024-05-28 03:16:16.368798

    		0.6 ms

  





  

    		2024-05-28 04:16:19.374111

    		1.0 ms

  





  

    		2024-05-28 05:16:22.06193

    		0.2 ms

  





  

    		2024-05-28 06:16:23.815012

    		1.2 ms

  





  

    		2024-05-28 07:16:25.313005

    		1.3 ms

  





  

    		2024-05-28 08:16:27.029174

    		2.7 ms

  





  

    		2024-05-28 09:16:28.586169

    		0.4 ms

  





  

    		2024-05-28 10:16:30.252285

    		1.0 ms

  





  

    		2024-05-28 11:16:32.083452

    		1.4 ms

  





  

    		2024-05-28 12:16:33.656962

    		0.2 ms

  





  

    		2024-05-28 13:16:35.265169

    		-0.8 ms

  





  

    		2024-05-28 14:16:36.931787

    		-1.1 ms

  





  

    		2024-05-28 15:16:38.773097

    		3.0 ms

  





  

    		2024-05-28 16:16:41.135663

    		0.3 ms

  





  

    		2024-05-28 17:16:42.872241

    		-0.5 ms

  





  

    		2024-05-28 18:16:44.550249

    		-1.1 ms

  





  

    		2024-05-28 19:16:46.533434

    		-1.5 ms

  





  

    		2024-05-28 20:16:48.120735

    		-1.4 ms

  





  

    		2024-05-28 21:16:50.996747

    		-0.8 ms

  





  

    		2024-05-28 22:16:52.586096

    		0.9 ms

  





  

    		2024-05-28 23:16:54.231692

    		1.5 ms

  





  

    		2024-05-29 00:16:55.728854

    		-1.5 ms

  





  

    		2024-05-29 01:16:58.584597

    		-1.0 ms

  





  

    		2024-05-29 02:17:00.616854

    		-1.4 ms

  





  

    		2024-05-29 03:17:02.316044

    		-1.3 ms

  





  

    		2024-05-29 04:17:04.904814

    		1.1 ms

  





  

    		2024-05-29 05:17:06.860264

    		2.2 ms

  





  

    		2024-05-29 06:17:08.452727

    		0.1 ms

  





  

    		2024-05-29 07:17:10.334308

    		-0.9 ms

  





  

    		2024-05-29 08:17:11.906256

    		-0.3 ms

  





  

    		2024-05-29 09:17:13.415285

    		-0.1 ms

  





  

    		2024-05-29 10:17:14.989583

    		1.0 ms

  





  

    		2024-05-29 11:17:16.854015

    		0.9 ms

  





  

    		2024-05-29 12:17:18.463039

    		2.4 ms

  





  

    		2024-05-29 13:17:20.130986

    		-1.5 ms

  





  

    		2024-05-29 14:17:21.763292

    		1.8 ms

  





  

    		2024-05-29 15:17:23.555927

    		-1.4 ms

  





  

    		2024-05-29 16:17:25.192478

    		0.5 ms

  





  

    		2024-05-29 17:17:27.227216

    		0.3 ms

  





  

    		2024-05-29 18:17:29.845286

    		-1.8 ms

  





  

    		2024-05-29 19:17:31.727353

    		2.0 ms

  





  

    		2024-05-29 20:17:33.680564

    		1.3 ms

  





  

    		2024-05-29 21:17:36.53598

    		1.9 ms

  





  

    		2024-05-29 22:17:38.52083

    		-1.0 ms

  





  

    		2024-05-29 23:17:41.536604

    		-1.0 ms

  





  

    		2024-05-30 00:17:43.545456

    		-0.6 ms

  





  

    		2024-05-30 01:17:45.051102

    		-1.0 ms

  





  

    		2024-05-30 02:17:47.80304

    		1.1 ms

  





  

    		2024-05-30 03:17:49.595439

    		0.7 ms

  





  

    		2024-05-30 04:17:51.055753

    		1.1 ms

  





  

    		2024-05-30 05:17:52.636814

    		-0.4 ms

  





  

    		2024-05-30 06:17:56.025744

    		-1.0 ms

  





  

    		2024-05-30 07:17:57.593167

    		0.1 ms

  





  

    		2024-05-30 08:17:59.047081

    		1.8 ms

  





  

    		2024-05-30 09:18:00.742976

    		2.5 ms

  





  

    		2024-05-30 10:18:02.241442

    		1.2 ms

  





  

    		2024-05-30 11:18:03.753457

    		2.2 ms

  





  

    		2024-05-30 12:18:05.345078

    		0.0 ms

  





  

    		2024-05-30 13:18:07.65777

    		1.2 ms

  





  

    		2024-05-30 14:18:10.400744

    		1.0 ms

  





  

    		2024-05-30 15:18:12.976489

    		-1.1 ms

  





  

    		2024-05-30 16:18:14.479739

    		-1.1 ms

  





  

    		2024-05-30 17:18:16.023411

    		-1.2 ms

  





  

    		2024-05-30 18:18:20.215769

    		2.0 ms

  





  

    		2024-05-30 19:18:21.780801

    		-0.7 ms

  





  

    		2024-05-30 20:18:23.251448

    		-0.9 ms

  





  

    		2024-05-30 21:18:26.805191

    		0.6 ms

  





  

    		2024-05-30 22:18:30.160091

    		-0.6 ms

  





  

    		2024-05-30 23:18:31.912589

    		1.0 ms

  





  

    		2024-05-31 00:18:33.577632

    		0.2 ms

  





  

    		2024-05-31 01:18:37.479571

    		1.4 ms

  





  

    		2024-05-31 02:18:39.631672

    		-0.3 ms

  





  

    		2024-05-31 03:18:41.262108

    		-0.5 ms

  





  

    		2024-05-31 04:18:44.154536

    		0.5 ms

  





  

    		2024-05-31 05:18:46.17317

    		1.1 ms

  





  

    		2024-05-31 06:18:48.267819

    		-1.5 ms

  





  

    		2024-05-31 07:18:49.97534

    		-0.9 ms

  





  

    		2024-05-31 08:18:52.079151

    		2.2 ms

  





  

    		2024-05-31 09:18:53.78078

    		-0.1 ms

  





  

    		2024-05-31 10:18:56.001533

    		2.6 ms

  





  

    		2024-05-31 11:18:57.856295

    		1.1 ms

  





  

    		2024-05-31 12:19:00.165365

    		4.2 ms

  





  

    		2024-05-31 13:19:01.629267

    		-0.6 ms

  





  

    		2024-05-31 14:19:03.696443

    		2.2 ms

  





  

    		2024-05-31 15:19:05.62389

    		0.4 ms

  





  

    		2024-05-31 16:19:07.261994

    		0.6 ms

  





  

    		2024-05-31 17:19:09.02024

    		-2.0 ms

  





  

    		2024-05-31 18:19:11.190164

    		-3.6 ms

  





  

    		2024-05-31 19:19:13.275986

    		1.1 ms

  





  

    		2024-05-31 20:19:16.056273

    		-0.3 ms

  





  

    		2024-05-31 21:19:17.949511

    		-0.3 ms

  





  

    		2024-05-31 22:19:19.659337

    		2.9 ms

  





  

    		2024-05-31 23:19:22.283266

    		-3.5 ms

  





  

    		2024-06-01 00:19:24.103373

    		-3.9 ms

  





  

    		2024-06-01 01:19:26.407077

    		-2.9 ms

  





  

    		2024-06-01 02:19:28.76825

    		-1.6 ms

  





  

    		2024-06-01 03:19:30.619084

    		-0.9 ms

  





  

    		2024-06-01 04:19:32.645485

    		-0.8 ms

  





  

    		2024-06-01 05:19:34.235221

    		-1.4 ms

  





  

    		2024-06-01 06:19:36.329019

    		0.7 ms

  





  

    		2024-06-01 07:19:38.879901

    		-0.8 ms

  





  

    		2024-06-01 08:19:40.687872

    		1.6 ms

  





  

    		2024-06-01 09:19:42.39262

    		-0.3 ms

  





  

    		2024-06-01 10:19:43.934691

    		0.7 ms

  





  

    		2024-06-01 11:19:45.741233

    		2.0 ms

  





  

    		2024-06-01 12:19:47.736019

    		2.0 ms

  





  

    		2024-06-01 13:19:50.11028

    		-0.8 ms

  





  

    		2024-06-01 14:19:52.07673

    		1.8 ms

  





  

    		2024-06-01 15:19:54.199598

    		-1.3 ms

  





  

    		2024-06-01 16:19:55.987841

    		-0.6 ms

  





  

    		2024-06-01 17:19:58.52596

    		1.6 ms

  





  

    		2024-06-01 18:20:00.486776

    		1.2 ms

  





  

    		2024-06-01 19:20:03.074337

    		0.2 ms

  





  

    		2024-06-01 20:20:05.342607

    		-1.8 ms

  





  

    		2024-06-01 21:20:07.519123

    		-2.5 ms

  





  

    		2024-06-01 22:20:09.922477

    		-2.6 ms

  





  

    		2024-06-01 23:20:13.874679

    		-2.5 ms

  





  

    		2024-06-02 00:20:15.747062

    		-1.8 ms

  





  

    		2024-06-02 01:20:17.423832

    		-1.4 ms

  





  

    		2024-06-02 02:20:19.801155

    		-1.6 ms

  





  

    		2024-06-02 03:20:23.736312

    		-0.3 ms

  





  

    		2024-06-02 04:20:25.344544

    		-2.2 ms

  





  

    		2024-06-02 05:20:27.67644

    		-0.2 ms

  





  

    		2024-06-02 06:20:30.042347

    		0.6 ms

  





  

    		2024-06-02 07:20:32.509434

    		-0.6 ms

  





  

    		2024-06-02 08:20:34.225815

    		3.7 ms

  





  

    		2024-06-02 09:20:35.822234

    		0.8 ms

  





  

    		2024-06-02 10:20:38.35048

    		-0.6 ms

  





  

    		2024-06-02 11:20:39.931215

    		-31.8 ms

  





  

    		2024-06-02 12:20:41.494242

    		1.6 ms

  





  

    		2024-06-02 13:20:42.991329

    		2.9 ms

  





  

    		2024-06-02 14:20:44.820801

    		1.9 ms

  





  

    		2024-06-02 15:20:46.356203

    		-0.9 ms

  





  

    		2024-06-02 16:20:47.762414

    		0.1 ms

  





  

    		2024-06-02 17:20:49.279955

    		1.6 ms

  





  

    		2024-06-02 18:20:51.39758

    		0.9 ms

  





  

    		2024-06-02 19:20:54.092703

    		0.7 ms

  





  

    		2024-06-02 20:20:55.712342

    		0.5 ms

  





  

    		2024-06-02 21:20:58.710572

    		1.2 ms

  





  

    		2024-06-02 22:21:00.92682

    		0.8 ms

  





  

    		2024-06-02 23:21:02.884366

    		1.1 ms

  





  

    		2024-06-03 00:21:04.48717

    		-0.9 ms

  





  

    		2024-06-03 01:21:06.580136

    		1.0 ms

  





  

    		2024-06-03 02:21:08.952132

    		-0.8 ms

  





  

    		2024-06-03 03:21:11.318833

    		1.6 ms

  





  

    		2024-06-03 04:21:15.2476

    		1.8 ms

  





  

    		2024-06-03 05:21:17.855925

    		-0.2 ms

  





  

    		2024-06-03 06:21:19.690704

    		-1.9 ms

  





  

    		2024-06-03 07:21:21.235039

    		0.6 ms

  





  

    		2024-06-03 08:21:22.888001

    		1.0 ms

  





  

    		2024-06-03 09:21:24.445704

    		2.1 ms

  





  

    		2024-06-03 10:21:26.232696

    		1.2 ms

  





  

    		2024-06-03 11:21:27.962497

    		-0.5 ms

  





  

    		2024-06-03 12:21:29.725109

    		-0.1 ms

  





  

    		2024-06-03 13:21:32.16602

    		1.5 ms

  





  

    		2024-06-03 14:21:34.050072

    		2.4 ms

  





  

    		2024-06-03 15:21:36.389182

    		2.8 ms

  





  

    		2024-06-03 16:21:37.955427

    		-0.7 ms

  





  

    		2024-06-03 17:21:40.556599

    		0.6 ms

  





  

    		2024-06-03 18:21:42.695589

    		-0.5 ms

  





  

    		2024-06-03 19:21:44.325344

    		0.7 ms

  





  

    		2024-06-03 20:21:46.92972

    		-1.6 ms

  





  

    		2024-06-03 21:21:49.50146

    		1.3 ms

  





  

    		2024-06-03 22:21:52.054354

    		-0.4 ms

  





  

    		2024-06-03 23:21:54.045065

    		1.5 ms

  





  

    		2024-06-04 00:21:56.372828

    		1.7 ms

  





  

    		2024-06-04 01:21:59.052868

    		-2.3 ms

  





  

    		2024-06-04 02:22:00.579311

    		-0.2 ms

  





  

    		2024-06-04 03:22:02.380964

    		-1.8 ms

  





  

    		2024-06-04 04:22:05.107927

    		1.5 ms

  





  

    		2024-06-04 05:22:07.022383

    		1.3 ms

  





  

    		2024-06-04 06:22:09.145194

    		0.8 ms

  





  

    		2024-06-04 07:22:10.63861

    		1.8 ms

  





  

    		2024-06-04 08:22:12.249757

    		1.3 ms

  





  

    		2024-06-04 09:22:13.988219

    		2.0 ms

  





  

    		2024-06-04 10:22:15.876038

    		-0.7 ms

  





  

    		2024-06-04 11:22:17.404789

    		2.4 ms

  





  

    		2024-06-04 12:22:18.949862

    		2.4 ms

  





  

    		2024-06-04 13:22:20.45158

    		-0.7 ms

  





  

    		2024-06-04 14:22:22.199161

    		1.3 ms

  





  

    		2024-06-04 15:22:23.862418

    		-0.3 ms

  





  

    		2024-06-04 16:22:25.870163

    		-0.2 ms

  





  

    		2024-06-04 17:22:27.507109

    		-1.6 ms

  





  

    		2024-06-04 18:22:29.37588

    		0.8 ms

  





  

    		2024-06-04 19:22:31.527548

    		-0.9 ms

  





  

    		2024-06-04 20:22:33.746446

    		1.2 ms

  





  

    		2024-06-04 21:22:35.396841

    		-1.1 ms

  





  

    		2024-06-04 22:22:38.122197

    		-1.4 ms

  





  

    		2024-06-04 23:22:39.892713

    		1.0 ms

  





  

    		2024-06-05 00:22:42.212368

    		0.8 ms

  





  

    		2024-06-05 01:22:45.124968

    		-0.5 ms

  





  

    		2024-06-05 02:22:46.988247

    		-0.6 ms

  





  

    		2024-06-05 03:22:48.613509

    		-1.2 ms

  





  

    		2024-06-05 04:22:51.348158

    		-0.6 ms

  





  

    		2024-06-05 05:22:53.622142

    		-0.5 ms

  





  

    		2024-06-05 06:22:55.519587

    		-0.7 ms

  





  

    		2024-06-05 07:22:57.222375

    		-0.9 ms

  





  

    		2024-06-05 08:22:59.036341

    		1.5 ms

  





  

    		2024-06-05 09:23:00.504738

    		2.9 ms

  





  

    		2024-06-05 10:23:02.214154

    		1.1 ms

  





  

    		2024-06-05 11:23:03.929579

    		-0.6 ms

  





  

    		2024-06-05 12:23:05.431999

    		-0.6 ms

  





  

    		2024-06-05 13:23:07.281476

    		-1.5 ms

  





  

    		2024-06-05 14:23:09.268275

    		-1.1 ms

  





  

    		2024-06-05 15:23:10.970048

    		1.4 ms

  





  

    		2024-06-05 16:23:12.628666

    		0.7 ms

  





  

    		2024-06-05 17:23:14.11483

    		0.9 ms

  





  

    		2024-06-05 18:23:16.157629

    		-3.3 ms

  





  

    		2024-06-05 19:23:18.977021

    		1.4 ms

  





  

    		2024-06-05 20:23:20.914765

    		-1.3 ms

  





  

    		2024-06-05 21:23:23.789766

    		1.0 ms

  





  

    		2024-06-05 22:23:26.66945

    		1.3 ms

  





  

    		2024-06-05 23:23:28.70015

    		1.2 ms

  





  

    		2024-06-06 00:23:30.925579

    		0.9 ms

  





  

    		2024-06-06 01:23:34.676607

    		0.7 ms

  





  

    		2024-06-06 02:23:36.196826

    		0.0 ms

  





  

    		2024-06-06 03:23:37.78832

    		-1.2 ms

  





  

    		2024-06-06 04:23:41.154089

    		0.6 ms

  





  

    		2024-06-06 05:23:43.042207

    		-1.1 ms

  





  

    		2024-06-06 06:23:44.670383

    		-0.3 ms

  





  

    		2024-06-06 07:23:46.744013

    		-0.6 ms

  





  

    		2024-06-06 08:23:48.812033

    		3.4 ms

  





  

    		2024-06-06 09:23:50.632744

    		1.7 ms

  





  

    		2024-06-06 10:23:52.37966

    		-0.2 ms

  





  

    		2024-06-06 11:23:53.911817

    		-0.6 ms

  





  

    		2024-06-06 12:23:55.330525

    		1.2 ms

  





  

    		2024-06-06 13:23:57.302542

    		-0.6 ms

  





  

    		2024-06-06 14:23:59.392544

    		0.8 ms

  





  

    		2024-06-06 15:24:01.099755

    		1.9 ms

  





  

    		2024-06-06 16:24:02.966571

    		-0.5 ms

  





  

    		2024-06-06 17:24:05.432688

    		1.6 ms

  





  

    		2024-06-06 18:24:07.356715

    		-0.5 ms

  





  

    		2024-06-06 19:24:09.725347

    		0.7 ms

  





  

    		2024-06-06 20:24:11.895797

    		-1.7 ms

  





  

    		2024-06-06 21:24:15.988867

    		1.2 ms

  





  

    		2024-06-06 22:24:18.197392

    		-2.3 ms

  





  

    		2024-06-06 23:24:20.743623

    		-0.4 ms

  





  

    		2024-06-07 00:24:23.482725

    		-2.3 ms

  





  

    		2024-06-07 01:24:26.741362

    		-2.2 ms

  





  

    		2024-06-07 02:24:28.868081

    		1.0 ms

  





  

    		2024-06-07 03:24:31.597335

    		-0.8 ms

  





  

    		2024-06-07 04:24:33.794413

    		-0.3 ms

  





  

    		2024-06-07 05:24:36.314984

    		-0.3 ms

  





  

    		2024-06-07 06:24:38.374557

    		-0.1 ms

  





  

    		2024-06-07 07:24:40.624383

    		1.6 ms

  





  

    		2024-06-07 08:24:42.580779

    		2.5 ms

  





  

    		2024-06-07 09:24:44.968082

    		2.6 ms

  





  

    		2024-06-07 10:24:46.863902

    		1.3 ms

  





  

    		2024-06-07 11:24:49.156712

    		1.1 ms

  





  

    		2024-06-07 12:24:50.848418

    		1.5 ms

  





  

    		2024-06-07 13:24:52.429261

    		-0.2 ms

  





  

    		2024-06-07 14:24:54.414395

    		-0.6 ms

  





  

    		2024-06-07 15:24:56.98414

    		-0.2 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2024-06-07 15:43:45.027 UTC

    		186.154.34.5

    		Jenny Liliana Silva (JLS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-06-07 15:44:48.834 UTC

    		186.154.34.5

    		Jenny Liliana Silva (JLS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-29 11:21:28 UTC.

  

  

    		2024-06-07 15:52:48.19 UTC

    		191.156.183.141

    		Carlos Francisco Cárdenas Ángel (CFCÁ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-06-07 15:52:59.993 UTC

    		191.156.183.141

    		Carlos Francisco Cárdenas Ángel (CFCÁ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-29 11:21:28 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)

[image: N2.png],_,—<] {7 1970-01-0100:0000 UTC

Ey 1970-01-01 00:00:01 UTC
NEWSPAPER N
'_rq — | 1970-01-01 00:00:02 UTC

M 1970-01-01 00:00:03 UTC









Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.

[image: 3bis.png]







For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.

