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ARSBERATTELSE 2025

Om ForumCiv

ForumCiv ir en ideell férening som ir partipolitiskt och religiést obunden. ForumCiv r en
medlemsorganisation dir medlemmarna dr organisationer baserade i Sverige som verkar fér
en rittvis och hallbar utveckling globalt.

ForumCivs vision ar: En rattvis och hallbar varld dar alla manniskor har makt att forandra.
ForumCivs roll ar:

1. Att stirka minniskor som organiserar sig fOr att krdva sina minskliga rittigheter,
vitlden 6ver. Detta sker frimst genom finansiellt stéd till medlemsorganisationer och
dess partnerorganisationer, samt genom tilledng till kapacitetsutveckling fér alla som
arbetar inom medlems- och partnerorganisationerna och ForumCiv.

2. Attsprida kunskap och vicka engagemang fér f6rindringar som bidrar till en rittvis och
héllbar virld. Detta sker i samarbete mellan ForumCiv och medlemsorganisationerna
och inriktar sig pa bade beslutsfattare och allminheten, frimst inom Sverige och EU.

ForumCivs férindringsteori och idéprogram (2024—2033) styr verksamhetens inriktning
och verksamheten utvirderas med hjilp av indikatorer fér férindring baserade pa var
férindringsteori.

ensamstaende mamma i Liberia, fatt ratt till familjens mark. | dag férsérjer hon sina barn
genom egen odling och visar hur stérkta kvinnor kan lyfta hela samhallen. Foto: ForumCiv
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Ar 2025 bestod ForumCiv av huvudkontoret i Stockholm, tre regionala kontor i Litauen,
Colombia och Kenya och ett landskontor i Liberia.

ForumCivs huvudkontor leder stédet till och samarbetet med medlemmarna, paverkans-
och kommunikationsarbetet samt den globala kapacitetsutvecklingen som riktar sig till
medlemmar och partners och kvalitetssdkrar samtliga program.

ForumCivs arbete nér stora delar av virlden och omfattar en méngfald av partners och gérs
alltid med ett rittighetsbaserat perspektiv. Vi integrerar dven principerna om do no harm/
icke gora skada, méingdimensionell fattigdom, konfliktsensitivitet och férindring, milj6- och
klimatrittvisa samt jaimlikhet och jimstilldhet.

Utvecklingssamarbetet syftar till att stdrka civilsamhillet och genomfdrs dels genom
vidareférmedling, kapacitetsutveckling och organisatoriskt stdd till svenska organisationer
som samarbetar med lokala partnerorganisationer i andra linder runt om i vérlden, dels
genom insatser som genomfors i konsortier tillsammans med medlemsorganisationer och
andra aktOrer, samt genom direkt stéd till partnerorganisationer.

De regionala kontoren och landskontoren stottade det lokala civila samhaillet genom
18 program. Dessa program erbjuder kapacitetsutveckling, organisatoriskt stod,
nitverksmoijligheter och vidareférmedling till organisationer inom det civila samhallet.

ForumCivs finansiering och insamlingsarbete

ForumCivs verksamhet finansieras genom anslag fran: EU (DG ENEST och DG INTPA),
Ford Foundation, Hewlett Foundation, International Labour Organization (ILO),
Norwegian Agency for Exchange Cooperation (Norec), Sequa gGmbH samt Sida (genom
regionala och nationella program). Nya givare dr Irlindska ambassaden i Monrovia (beviljat
2025) samt Svenska Institutet 1 Ukraina (beviljat 2024). Sida dr den storsta givaren.

Under 2025 har 31 (28) ansokningar skickats in till olika givare, ddribland EU, Sida,
FN, Norad, Norec och flera privata stiftelser. 6 (7) av ansékningarna beviljades, 7 (6) av
ans6kningarna vantar pa svar fran givaren, 18 (8) av ansokningarna har avslagits. Ytterligare
7 (4) ansokningar dr fortfarande under utveckling, Dirutéver har mindre obundna medel
erhillits genom tillhandahéllande av utbildningstjinster till EU-delegationen i Angola.

Externa faktorer som paverkat ForumCiv under 2025

Verksamhetsdret 2025 har priglats av stora férindringar i och med att regeringen har
genomfort ett stort antal fordndringar i utrikes- och bistindspolitiken som péverkade
ForumCiv och manga medlemmar i plattformen.

Vart pagdende avtal f6r Svenska partnerskapsprogrammet (SPP) med Sida sades upp 2024
med projektperiod till sista september 2025 och slutrapportering varen 2026. Genomférandet
under 2025 har priglats av 6kade svarigheter att 6verféra pengar genom det internationella
banksystemet och har krivt extra administration vid vidareférmedlingen. Uppstart av det
nya programmet The Transformative Partnerships (T'TP) har krivt stor insats och bristféllig
information och forseningar fran Sida har inneburit att starten av TPP har férsenats.

ForumCiv har paverkats av att Sida inte lingre medger vidareférmedling i mer 4n ett led samt
av att kraven pd egeninsats hojts. Bland annat som en konsekvens av detta har finansieringen
frian Sida minskat, vilket lett till en betydande anpassning av verksamhet och organisation
under 2025. Samtidigt har stora anstringningar gjorts for att mobilisera resurser frin
alternativa killor. Den héjda egeninsatsen har dven drabbat minga av ForumCivs mindre
medlemsorganisationer, dir den egna insatsen ofta bestir av ideellt arbete snarare 4n av
insamlade medel.

Utover det har verksamhetsaret paverkats av dramatiska yttre hindelser som krig, nodlige
for klimatet och extremvider. I Kryvyj Rih, dir Regional Office Eastern Europe (RO
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EE) driver ett program, var en betydande foérindring att frontlinjen flyttades frin cirka
200 kilometer till endast 30 kilometer frin staden. Beskjutningen blev mer frekvent, vilket
paverkade biade ForumCivs medarbetare och partner samt lokalsambhillet.

Krympande demokratiskt utrymme f6r civilsambhillet fortsitter paverka vir verksamhet.
Belarus kinnetecknades 2025 av fortsatt auktoritirt styre, ihallande repression, geopolitisk
spanning och minskade finansieringsmoijligheter. Detta krivde att verksamheten arbetade
flexibelt med hég sidkerhetsmedvetenhet i bidragsgivning och regelefterlevnad, samt med
fokus pd psykosocialt stdd och langsiktig héllbarhet for partners i Belarus och 1 exil. 1
december klassades ForumCivs informationskanaler som extremistiska” av belarusiska
domstolar. Detta innebir att allt innehall pa ForumCivs kanaler juridiskt betraktas som
extremistiskt material, och att personer i Belarus kan straffas enbart f6r att f6lja, dela eller
interagera med innehallet.

Kenya upplevde en 6kning av ungdomsdrivet politiskt engagemang, sirskilt bland Gen
Z-aktivister som anvinde digitala plattformar for att krdva transparens, reformer och
ansvarstagande. Denna digitala mobilisering méttes av en oroande Okning av statliga
repressalier, inklusive hot, bortféranden och 1 vissa fall utomrittsliga avrittningar.
Regeringsinitiativ fOr att reglera det digitala rummet och begrinsa offentliga demonstrationer
har ytterligare 6kat oron f6r en urholkning av de konstitutionella friheterna, sirskilt yttrande-
och motesfriheten.

Det civila utrymmet i Ostafrika fortsatte att priglas av systematisk repression. Under
2025 intraffade flera uppmirksammade hindelser som understrék det fientliga klimatet
for oliktinkande. Dessa hindelser visar pa en oroande trend av grinséverskridande
repression och trakasserier mot demokratiska aktorer, vilket hotar handlingsutrymmet f6r
minniskoritts- och styrningsinriktade organisationer som ForumCiv.

Ostafrika har lidit av torka och som en folid av detta péaverkades ibland béade
samhillsdeltagande och partnerorganisationers genomférandeméjligheter. Effekterna av
hunger, torka och 6versvimningar har varit utmaningar som métts med anpassning och
utveckling 1 verksamheten.

Colombia fortsatte under 2025 att priglas av en alltmer instabil situation 1 méinga regionet,
till £6ljd av 6kad aktivitet fran illegala vipnade grupper och deras grepp om den illegala
ekonomin. Dessa grupper utévar social och politisk kontroll i manga omraden, underkuvar
lokalsamhillen samt hotar och attackerar sociala ledare och minniskorittsférsvarare.

Beskedet sent i december att Sverige fasar ut det bilaterala bistindet till Liberia 2026 innebir
att tidigare finansiering fran Sida upphér. Denna utfasning forsvagar det civila utrymmet
genom att begrinsa resurserna for grisrotsorganisationer som arbetar med jimstilldhet,
markrittigheter och samhillsstyrning, 1 en tid dd oberoende rGster dr avgorande for
ansvarsutkrivande och demokratisk motstindskraft. Ett intensivt arbete pagar for att
identifiera alternativa finansieringskillor for en angeldgen verksamhet i Liberia.

Tillbakadragandet av finansiering frin den amerikanska regeringen via USAID samt
minskade bidrag och férindrade prioriteringar hos andra givare har paverkat alla vira region-
och landkontor i viss man. Det dr en 6kad konkurrens om begrinsade medel samtidigt som
Okade krav pd regelefterlevnad kriver mer administration.

Viktiga beslut under aret

ForumCiv beslot att ans6ka om ett program, The Transformative Partnerships (TTP) till
Sida under CSO-enheten som ett konsortium tillsammans med sex medlemsorganisationer.
Programmet kommer att stirka civilsamhillesorganisationer genom att ge lokala partners
finansiering, kapacitetsutveckling och tekniskt stdd, vilket ger dem moijlighet att paverka,
mobilisera och verka hallbart.
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For att bredda mdijligheterna till finansiering har ForumCiv under 2025 startat ett
aktiebolag; ForCiva Consulting AB som ska bedriva konsultverksamhet inom internationellt
utvecklingssamarbete. Bolaget har under 2025 inte bedrivit nigon verksamhet.

Rapportering pa de strategiska malen

ForumCiv har arbetat med genomférandet av sin strategiska plan f6r 2023-2027 som
beslutats av arsmotet. Specifika delmal dr satta per dr utifrin resurser och prioritet, med
malet att uppna sex strategiska mal fram till 2027. Stora férindringar och neddragningarna
i utrikes- och bistindspolitiken har paverkat ForumCivs mdjlighet att arbeta mot de
strategiska malen.

Mal: ForumCiv och medlemsorganisationerna utvecklar tillsammans
nytankande och mer effektiva séatt att arbeta f6r demokrati och
manskliga rattigheter.

Delmal 2025

ForumCiv kommer att skapa moijligheter f6r nitverkande och kunskapsutbyte mellan
medlemsorganisationer fOr att frimja kreativa I6sningar och nya samarbeten.

ForumCiv kommer att integrera Al-verktyg i sin egen verksamhet, vigledd av sin Al
Playbook, och erbjuda dessa 16sningar till medlemsorganisationer for att stirka deras
kapacitet inom dataanalys och programhantering;

Framsteg 2025

Genom arsmote och medlemsmoten har erfarenhetsutbyte och nitverkande méjliggjorts,
bland annat kring paverkansarbete och kring processen att séka bidrag fran Sida.

ForumCiv bidrog till nitverkande och kunskapsutbyte genom att facilitera gemensamma
processer for programutveckling med medlemmar, inklusive Strategic Programme
Development Week (SPDW) och Collaboration Lab, som samlade medlemsorganisationer
och personal frin ForumCivs kontor och resulterade i ett gemensamt finansieringsinitiativ.

Forberedelsen for att anska och starta upp TPP har gett virdefulla erfarenheter av
samarbete med medlemsorganisationer. Den gemensamma ansokan till Vinnova med fokus
pé innovation f6r demokrati, genomfdrd med sju medlemsorganisationer, bidrog ytterligare
till lirdomar.

ForumCiv har 6kat anvindningen av Al-verktyg i den interna verksamheten (t.ex.
vid kvalitetssikring och stéd i programutveckling) och integrerat Al i lirande- och
samarbetsformat. ForumCiv gav ocksd Al-relaterat st6d och méjliggjorde erfarenhetsutbyte
med medlemmar, vilket stirk medlemmarnas beredskap att anvinda Al i programarbete.

Mal: ForumCiv och medlemsorganisationerna tar en utékad roll i
rérelsen for klimatrattvisa.

Delmal 2025

ForumCivkommeratt tydligg6rahur organisationen bittre kan stédja medlemsorganisationer
som arbetar med milj6- och klimatrittvisa.

Framsteg 2025

ForumCiv har stirkt de organisatoriska fOrutsittningarna fér programarbete inom
klimatrittvisa genom att stirka programkvalitet, system och standarder samt genom att
integrera Development Perspectives och ett rittighetsbaserat arbetssitt (RBA) i processer
tor programdesign. Detta har bidragit till tydligare intern vigledning och forbittrad kapacitet
tor program som arbetar med klimatrittvisa och en rittvis omstillning,
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Regional Office Eastern and Southern Africa (ROESA) har tagit betydande steg for att
stirka ForumCivs engagemang i klimatrittviserrelsen, med tydligt fokus pa representation
och partners beredskap i globala klimatprocesser. Personal representerade organisationen
vid det andra Africa Climate Summit i Addis Abeba, Etiopien, vilket stirkte ForumCivs
position 1 kontinentala diskussioner om klimatrittvisa.

ROESA sammankallade Pre-COP30-méten som samlade afrikanska partner-organisationer
som arbetar med klimatférindringsfragor for att ta fram ett gemensamt positionspapper
infér COP30. Dessa insatser bidrog till en starkare samordning av regionala prioriteringar
och gemensamt paverkansarbete. ROESA deltog dven i COP30-aktiviteter i Belém i
Brasilien, vilket gav en viktig plattform for att koppla afrikanska perspektiv pd klimatrittvisa
till globala aktorer, inklusive Sida, samt fOr att stirka nitverk och strategisk synlighet.

Olika initiativ for att stirka arbetet med milj6- och klimatrittvisa har initierats under
dret, bland annat en ansékan till EU-delegationen i Kirgizistan med fokus pa milj6éfrigor
skulle direkt och indirekt stédja ForumCivs medlemsorganisation Centralasiengrupperna.
I Country Office Liberia (CO Liberia) har vi 6kat virt samarbete med Environmental
Protection Agency, och det finns méjligheter till gemensamma projekt i framtiden.

Policy

We are pushing for policies that will
move us from dialogue to action,
within the planet~=-bouns ;_;'es.

Jackson Obare, regionchef, och Michael Nyongesa, radgivare tér miljé och klimatrattvisa,
vid ettméte iden svenska paviljiongen under COP30 med Louise Herrmann, policyspecialist
inom miljé och klimat och Annika Otterstedlt, bitradande chef pa Sida.

Mal: ForumCiv och medlemsorganisationerna arbetar fér 6kad
jamstalldhet, samt f6r att upptéacka och férhindra tillbakagang.

Delmal 2025

ForumCiv satte inte ett specifikt mal f6r 2025. I stillet har arbetet bland annat integrerats
i vart pagiende arbete med PMEL (planering, uppféljning, utvirdering och lirande) och
lansering av projekthanteringssystemet CIVIS. Genom att integrera detta mdl i befintliga
processer och program sikerstiller vi ett mer effektivt och dndamalsenligt arbetssitt som
ligger i linje med vara tillgingliga resurser och organisatoriska prioriteringar.
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Framsteg 2025

I ROEE har ForumCiv genom det Sida-finansierade programmet Equal Rights Belarus
arbetat for att 6ka jamstilldheten och uppticka samt motverka tillbakaging i Belarus
genom att stirka och utveckla ledarskapet inom den befintliga belarusiska demokratiska
jamstilldhetsrorelsen. Det Svenska Institutet-finansierade programmet 1 Ukraina stédjer
internflyktingar, varav majoriteten dr kvinnor, och didrmed kvinnogemenskaper, initiativ
och organisationer.

ROESA har prioriterat jimstilldhet som ett tvirgdende organisatoriskt dtagande och
sdkerstillt att ett genusperspektiv systematiskt tillimpades i verksamheten och i samarbetet
med partners, inklusive vid planering och genomférande av centrala evenemang,
Partnerorganisationer rapporterades ocksd ha uppnitt viktiga milstolpar i att stdrka
jamstilldhetsarbetet 1 sina respektive sammanhang. Ett centralt fokusomridde var att
frimja “care economy” och agendan f6r anstindiga arbetsvillkor. ROESA bidrog genom
publikationer och paverkansarbete kring omsorgsarbete, bland annat i samband med
Internationella dagen f6r omsorg och stéd. Programmet Public-Private Development
Partnership (PPDP) lyftes fram som sirskilt betydelsefullt i att driva diskussioner om
jamstilldhet, inklusive frigor om lika 16n och betalt omsorgsarbete.

ForumCiv och partnerorganisationer 1 ROESA har stirkt det gemensamma arbetet mot
konsbaserat vald genom att samlas kring kampanjen 16 Days of Activism och delta i
bide digitala och fysiska paverkansinitiativ. Fortsatt st6d till partner som arbetar med
jamstilldhetsfragor forblev en viktig mekanism for att uppritthalla framsteg och motverka
tillbakagéing,

CO Liberia bidrog till att stirka kvinnors rittigheter genom att stédja 15 kvinnor att erhalla
formella lagfarter, vilket adresserar strukturell kénsbaserad ojimlikhet i markigande.
Liberiakontoret samarbetade med Liberia Land Authority under 16 Days of Activism, dir
frigor om markf6rvaltning kopplades till férebyggande av kénsbaserat vald.

ForumCiv har pabdrjat och vidareutvecklat ett sammanbhallet arbete kring SEAH (sexual
exploitation, abuse and harassment), inklusive integrering i interna rutiner, samt stirkt
rittighetsbaserade och ansvarsskapande arbetssitt i programdesign och genomf&rande.

I Liberia vid en nationell konferens om SRHR (sexuell och reproduktiv hilsa och rittigheter)
betonade vi ritten till kroppslig autonomi och stirkte dirmed kvinnors egenmakt som en
central del av demokrati och miénskliga rittigheter.

Kvinnor i Wulu Town i Liberia starker sin ekonomiska sjélvstandighet genom spar- och lanegrupper,
dér de tillsammans skapar béttre méjligheter for sina familjer och sin framtid.Foto: ForumCiv
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Mal: ForumCiv och medlemsorganisationerna ar tillsammans en stark
paverkansrost i Sverige och EU.

Delmal 2025

ForumCiv kommer vara en inflytelserik rést i globala utvecklingsfrigor och genom
paverkansarbete stirka civilsamhillets roll i att frimja demokrati och férverkliga ménskliga
rittigheter.

Framsteg 2025

ForumCiv har varit mycket aktivt i det svenska paverkansarbetet och bidrog i debatten
genom tio debattartiklar tillsammans med andra organisationer och aktérer med fokus
pé bistandspolitik. Vi har haft m6ten med politiker och lanserade en ny utbildningsserie

alla istandsnytt”, dar vi kommenterar bistindsfrigor utifrin fakta och ForumCivs
kallad “Bistandsnytt”, d k t bistindsfragor utifrin fakta och F C
staindpunkter.

Regional Office Latin America and the Caribbean (ROLAC) har tillsammans med
partnerorganisationerna Cospe och CCPR, bidragit till att uppmirksamma frigor som
rér féreningsfrihet och ritten till fredliga sammankomster genom tva globala evenemang
med representation frin hégnividelegationer frain EU och FN; formellt inspel till General
Comment om artikel 38 om f6reningsfrihet; samt genom att sprida resultaten frin de nio
Country Analysis and Assessment (CARA)-rapporter som producerades 2025.

I'var nya YouTube-serie Bistandsnytt forklarar vi vad som hdnder med svenskt bistand och
hur politiska beslut paverkar méanniskor runt om i varlden. Foto: ForumCiv

Genom deltagandet i EU-LAT-nitverket deltog ROLAC i diskussioner och i framtagandet
av civilsamhillets uttalanden till EU-CELAC-toppmotet som hélls i Colombia 1 november
2025.

ROLAC bidrog genom det regionala program Networks Against Silence, med underlag
till Sidas regionala team fér Latinamerika och Karibien till deras férdjupade rapport till
Utrikesdepartementet, som en del av processen att utvirdera den femariga strategin (2021—
2025) samt med rekommendationer infér en ny regional strategi for utvecklingssamarbete.
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Mal: ForumCiv starker kapacitet och effektivitet mellan medlemmar,
partnerorganisationer, ForumCivs egna program, och partnerskaps-
programmet genom 6msesidigt larande.

Delmal 2025

ForumCiv kommer bland annat erbjuda mdjligheter till erfarenhetsutbyte och
kapacitetsutveckling inom omriden som insamling, programutveckling och intern styrning.

Framsteg 2025

ForumCiv har stottat 6msesidigt lirande genom erfarenhetsutbyte och kapacitetsutveckling
kopplat tll programutveckling, Rights Based Management/PMEL, regeleftetlevnad,
due diligence, Rights Way Forward-metodik och systemanvindning (CIVIS). Strategic
Programme Development Week och Collaboration Lab var viktiga plattformar for lirande
mellan kontor och samarbete med medlemsorganisationer.

Vi har genomfért kapacitetsstirkande insatser f6r medlemsorganisationer kring hur de kan
kommunicera resultat och anvinda Al som verktyg i kommunikationsarbete.

I ROESA har partnerorganisationer stirktes genom uppféljning av efterlevnad,
utbildningar och erfarenhetsutbyte kopplat till styrning, programgenomférande och
finansiellt ansvarstagande, vilket bidrog till att stirka organisatoriska ldrandesystem
inom pattnerskapsportfolijen. ROESA sammankallade ocksd gemensamma forum
for partnernitverkande och kapacitetsutveckling, inklusive studiebesék mellan
partnerorganisationer inom Wajibu Wetu-programmet, vilket gav praktiska plattformar for
partners att lira av varandra och f&érbittra sina genomférandemetoder.

1 CO Liberia genomférde vi en lirandesession tillsammans med The Hunger Project-
programmet i Uganda. Evenemanget gav en plattform for att utbyta erfarenheter och
lirdomar kring arbetet med tryggad markritt f6r kvinnor pa landsbygden.

Mal: ForumCiv har en breddad finansiering som resulterar i 6kande
bundna och obundna medel.

Delmal 2025

ForumCiv ska 6ka samarbete med medlemmar i programutveckling och insamlingsarbete.
Genomférande av en insamlingskampanj i samband med ForumCivs 30-arsjubileum.
Framsteg 2025

Under 2025 har ForumCiv lagt sirskild tonvikt pd insamlingsarbete tillsammans med
medlemsorganisationer. I syfte att utnyttja ForumCivs administrativa struktur och stédja
medlemmarnas engagemang tillsammans med sina partner utvecklades 14 ansdkningar
till olika givare, ddribland EU, Vinnova, Sida och Norad. ForumCiv har dessutom
delat information med medlemsorganisationer om aktuella utlysningar, gett tips om
ansOkningsprocesser och informerat om givarnas prioriteringar genom individuell
radgivning, Totalt har 30 medlemsorganisationer varit involverade i insamlingsrelaterade
aktiviteter under 2025.

ForumCiv ansékte som ett konsortium tillsammans med sex medlemsorganisationer om
ett program, The Transformative Partnerships (T'TP) till Sida CSO-enheten som beviljades.

ROLAC har utvecklat ansékningar tillsammans med flera medlemsorganisationer. Tyvirr
har ingen av dem beviljats 4n (tvd ansOkningar befinner sig 1 utvirderingsfas).

CO Liberia har ett pigidende samarbete med The Hunger Project f6r en mdjlig gemensam
ansokan.

Insamlingskampanj i samband med ForumCivs 30-drsjubileum har inte prioriterats dd
programutveckling och anpassning av organisationen har krivt stora resurser.
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Rapportering pa indikatorer for

forandring

Avsnittet sammanfattar resultaten fran 2025 inom ForumCivs program och partnerskap.
Det inleds med férindringar pa outcome-niva bland civilsamhillesaktorer, rittighetsbérare
och ansvarsbirare, i linje med ForumCivs férindringsteori. Direfter presenteras resultat pa
impact-nivi, som visar hur dessa férindringar bidrar till starkare civilsamhdlle, ett mer Sppet
och sikert demokratiskt utrymme, bittre skydd f6r minskliga rittigheter samt forbittrade
levnadsvillkor f6r minniskor som lever i marginalisering,

Trots olika och ofta restriktiva kontexter framtrider tydliga monster. Civilsamhalles-
organisationer som fatt stéd av ForumCiv har stirkt sina samarbeten, etablerat mer stabila
partnerskap och i stérre utstrickning fort strukturerad dialog med offentliga institutioner.
I flera fall har detta lett till konkreta f6rindringar, sisom etablerade deltagandemekanismer,
antagna policyer, fungerande skyddssystem och mer strukturerade modeller for

tillhandahdllande av tjinster.

Resultaten visar att nir civilsamhillesaktorer far lingsiktigt stdd och méjlighet att organisera
sig stirks rittighetsbirares mojligheter att hdvda sina rittigheter, samtidigt som offentliga

institutioner i stérre utstrickning svarar upp.

human rights all people
Strengthening and democracy have the
g marginalized through a power to
FOFUI:I"ICIF people to claim diverse and effect change.
organizations thair rialit g q
collaborating b independent
Advocating for civil society.

for a just and
sustainable
world.

Outcomes

Changing behaviors/practices and relationships

We have been a platform far
civil sacioty in its diversity

We have contributed to the creation
and maintenance of autenomous
elvil saciaty actars and partnarshipa

for thair rights

Civil society has adopted inclusive

and nen-discriminatory practices
rights

ForumCivs férdndringsteori med indikatorer.
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Forandringarpaoutcome-niva: ettstarktcivilsamhalle

De tre forsta indikatorerna fokuserar pa férdndringar hos ForumCivs primira malgrupp:
civilsamhillet. De visar hur organisationer hat stirkt sin kapacitet, sjilvstindighet och sina
arbetssitt genom ForumCivs stéd.

I flera program syns 6kad samverkan och samordning, mer stabila organisationsstrukturer
samt en tydligare integrering av inkluderande och rittighetsbaserade perspektiv i styrning
och verksamhet. Detta speglar utgangspunkten i ForumCivs foérindringsteori: att stirka
civilsambhillet som en sjilvstindig, kapabel och inkluderande aktér.

Indikator 1: ForumCiv har fungerat som en plattform fér civilsamhallet

Under rapporteringsperioden stirkte ForumCiv sin roll som en plattform som samlar
civilsamhillesaktérer i Sverige och internationellt. Partners rapporterade om stirkt
samverkan, utvidgade nitverk och mer strukturerade allianser.

Inom SPP rapporterade 53 av 63 initiativ stirkta nitverk och kollektiv mobilisering. Ett
exempel dr IOGT-NTO-rérelsen, som samarbetade med 14 partners i 12 linder f6r att
stirka regionala allianser, bland annat Balkan Alcohol Policy Alliance. Arbetet bidrog till
att 98 lokala alkoholférordningar antogs och att foérebyggande dtgirder integrerades i
kommunala och nationella policyer.

I Afrika, Latinamerika, Osteuropa och regionen for det Ostliga partnerskapet har ForumCiv
ocksd samlat civilsamhillesorganisationer, medieaktérer och offentliga institutioner i
strukturerade dialogplattformar. I kontexter dir det demokratiska utrymmet krymper har
detta mojliggjort gemensamt paverkansarbete och kollektiva svar.

Exempel pa outcomes:

*  Ett nitverk for pressfrihet i Latinamerika vixte fran 80 till 144 partners.

*  Stirkt samordning mellan 39 medlemsorganisationer i Ostliga Partnerskapet.

e 374landsbygdsbaserade sma och medelstora foretag deltog i dialogprocesser i Colombia.

*  Nationella mobiliseringar med 6ver 20 000 deltagare i Kenya och Tanzania.

Indikator2:ForumCivharbidragittillsjdlvstandigacivilsamhallesaktorer
och hallbara partnerskap

ForumCiv bidrog till att stirka sjdlvstindiga civilsamhillesaktérer och mer héllbara
partnerskap globalt, regionalt och i Sverige. Stddet omfattade bland annat utveckling av
styrningssystem, ckonomisk forvaltning, ledarskap och strukturer for langsiktigt samarbete.

Partners 1 flera regioner stirkte sina organisatoriska forutsittningar och sin
langsiktiga motstindskraft. Samarbete formaliserades genom samférstindsavtal och
samordningsmekanismer, vilket bidrog till mer effektiv samverkan och minskat beroende
av enskilda finansieringskillor. Nitverk i Latinamerika och Osteuropa fortsatte i flera fall att
verka dven efter projektens slut.

Inom SPP illustreras detta av initiativet Raices/Radio Pio XII i Bolivia, dir 145 ungdomar
i Llallagua organiserade sig i fem ungdomsorganisationer. 55 medlemmar fick formellt
erkinnande av kommunen och en vilande ungdomspolitisk kommitté ateraktiverades. Detta
skapade en mer varaktig plattform f6r ungdomars deltagande i lokal styrning.

Indikator 3: Civilsamhallet har utvecklat mer inkluderande arbetssatt

ForumCivs program och partnerskap har bidragit till mer inkluderande och icke-
diskriminerande arbetssitt inom civilsamhillesorganisationer och civila utrymmen. Partners
stirkte arbetet med jaimstilldhet, minoritetsinkludering, funktionsritt och rittighetsbaserade
perspektiv.
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Exempel pa outcomes:

* Inom SPP bidrog 59 procent av initiativen till Agenda 2030-mal 5 och 41 procent till
mal 10.

* I Palestina och Libanon integrerade partners jimstilldhet mer systematiskt i sina
program och rapporterade 6kad acceptans f6r flickors deltagande i aktiviteter med
blandade grupper.

* I Liberia valdes kvinnor in i lokala markfSrvaltningskommittéer inom programmet
Our Land, 12 kvinnor utbildades till lantmitare och kvinnor utgjorde 52 procent av
deltagarna i klimatdialoger.

* I Kenya och Tanzania stirkte programmen SASA (Strengthen Agency for Social
Accountability) och EAST (Enhancing Artivism for Social Transformations)
inkluderande deltagande genom ansvarighetsgrupper med en majoritet kvinnor,
tryggare forum for kvinnor att tala offentligt samt tillginglighetsanpassningar. Artivism
Fellowship integrerade dven bred representation, inklusive icke-bindra deltagare.

* I flera kontexter férankrades inkludering dven i policyprocesser. I Kenya utvecklade
en teknisk arbetsgrupp en implementeringsmatris for jamstilldhetspolicyn. I regionen
Ostliga partnerskapet etablerades ocksid en samordnad plattform for belarusiska
kvinnor.

Ogwado Joachim, ForumCiv Artivism Fellow 2025. Foto: ForumCiv

Férandringar pa outcome-niva: rattighetsbarare och
ansvarsbarare

Nir civilsamhillesaktorer stirks genom ForumCivs partnerskap Okar rittighetsbdrares
moéjligheter att organisera sig och hidvda sina rittigheter, samtidigt som ansvarsbirare i
storre utstrickning engagerar sig.

Resultaten visar sidrskilt forindringar i deltagande, dialog och ansvarsutkrivande.
Marginaliserade grupper har tagit en mer aktiv roll i beslutsprocesser, civilsamhillet har
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etablerat mer systematiska relationer med offentliga institutioner och dialogen mellan
samhillen och myndigheter har blivit mer strukturerad. I flera fall har detta lett till bittre
tilledng till tjdnster, starkare representation i lokala beslutsprocesser och tryggare civila
utrymmen.

Indikator 4: Ansvarsbérare har svarat pa paverkansarbete

Under 2025 dokumenterade flera program konkreta svar fran offentliga institutioner, frin
strukturerad dialog till policybeslut och lagstiftningsreformer.

Exempel pa outcomes:

*  Inom SASA deltog regionala myndigheter i dialogprocesser dir uppfoljningssystem och
tydligare ansvar inférdes. Offentliga forum lyfte 280 samhillsfrigor till myndigheter,
och medborgare deltog i hearings kring finanslagar.

e I Liberia stirktes genomférandet av Land Rights Act fran 2018, fler valdtiktsfall
hinvisades till domstol och traditionella ledare anpassade sina roller efter lingvarigt
péaverkansarbete.

* I Colombia undertecknade kommunala myndigheter ett samforstaindsavtal med Agencia
de Desarrollo Rural och samarbetade med smiskaliga kaffeproducenter.

*  Inom SPP bidrog fyra initiativ till reformer, bland annat genom nya alkoholférordningar,
Colombias forsta nationella handlingsplan f6r Kvinnor, fred och sikerhet och ett
kommunalt godkdnnande av ett skyddat boende f6r Sverlevare av vald.

Dessa resultat visar att langsiktigt och organiserat paverkansarbete kan leda till tydligare
strukturer for dialog, administrativa beslut och i vissa fall formella reformer vilket stirker
ansvarsutkrivandet och forbittrar forutsittningarna fér att rittigheter ska kunna férverkligas.

Indikator 5: Rattighetsbarare har organiserat sig

ForumCivs partnerskap stédde rittighetsbérare 1 att organisera sig kollektivt och agera
tillsammans.

Exempel pa outcomes:

*  Med stéd av SPP organiserade sig 145 ungdomar i Bolivia i fem organisationer med
formellt erkdnnande frin kommunen. I Demokratiska Republiken Kongo etablerades
fredsklubbar 1 skolor och feministiska rorelser mobiliserade gemensamt Over
landsgrinser.

* I Liberia bildades en District Land Advocacy Group och 114 samhillen utbildades f&r
att stirka kvinnors och ungdomars deltagande i markforvaltning.

* Inom SASA-programmet i Kenya och Tanzania stédde 100 civila mentorer 100
ansvarsutkrivande grupper med sammanlagt 1 080 ungdomar. Ungdomspatrlament och
civila forum f6r dialog med myndigheter etablerades.

* I mer restriktiva miljder organiserade sig aktOrer genom regionala nitverk,
solidaritetsinitiativ och gemensamt paverkansarbete. Genom Networks Against
Silence i Latinamerika stirktes det kollektiva skyddet f6r grivande journalister genom
samordnad sampublicering

I regionen Ostliga partnerskapet och Osteuropa samordnade civilsamhilleskoalitioner
gemensamt paverkansarbete och solidaritetsinsatser, inklusive st6d till aktérer i Belarus
och Georgien under repression. I Belarus vixte nitverk f6r kvinnor pa landsbygden,
och 26 organisationer tog fram en gemensam handlingsplan fér fortsatt gemensamt
arbete.

*  Genom Ukraine Thrive stédde 35 facilitatorer lokala initiativ inom rehabilitering,
psykosocialt stéd och utbildning,
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Dessa resultat visar att ForumCivs stéd har bidragit till att rittichetsbirare gitt frin
individuellt deltagande till mer langsiktig kollektiv organisering, genom ungdomsplattformar,
grupper fOr paverkansarbete kring markrittigheter, feministiska ndtverk, strukturer foér
ansvarsutkrivande och skyddsallianser anpassade till olika kontexter.

Indikator 6: Rattighetsbarare har utvecklat I6sningar och havdat sina
rattigheter

ForumCivs partnerskap visar hur stirkt handlingsutrymme leder till konkreta 16sningar. 1
flera program gick lokalsamhillen frin deltagande till att sjdlva utforma forslag och delta i
formella beslutsprocesser.

Exempel pa outcomes:

* Inom SPP utvecklade Svalorna Latinamerika med kvinnor i Bolivia ett férslag om ett
skyddat boende f6r 6verlevare av vald, vilket godkindes av kommunen.

e I Liberia 16stes 120 markkonflikter genom alternativa tvistlésningsmekanismer, varav
majoriteten involverade kvinnor.

* Inom PPDP i Kenya utvecklade samhillen klimatrelaterade atgirder och nya
férsorjningsméjligheter f6r kvinnor. I EAST-programmet utvecklade deltagare metoder
for paverkansarbete och limnade in petitioner till nationella och regionala parlament,
ddr kreativa metoder kombinerades med formella paverkansprocesser.

* I Colombia stirktes smaforetags mojlighet till EU-marknader genom utbildning i EU:s
krav inom avskogningsférordning och sparbarhetssystem.

¢ Genom Ukraine Thrive utvecklades sju lokala initiativ till sociala féretag, Tre av dessa
utvecklades vidare till sociala foretag och forankrade lokalt drivna I6sningar i mer
hallbara strukturer.

Sammantaget visar dessa exempel en tydlig fordndring: rittighetsbirare deltar inte bara,
utan utvecklar ocksd egna I6sningar, engagerar institutioner och skapar mekanismer som
forbittrar tillgangen till rittigheter, tjidnster och ansvarsutkrivande.

T e

Il

b= 211 MiT.

Utbildning for kaffeproducenter i Colombia. Foto: ForumCiv
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Resultat pa impact-niva

Indikatorerna pd impact-niva visar hur foérindringar pd outcome-nivd bidrar till mer
langsiktiga forindringar i forutsittningarna for civilsamhille och rittighetsforverkligande.
Detta omfattar starkare civilsamhillessystem, mer 6ppna civila utrymmen, bittre skydd for
minskliga rittigheter och férbittrade levnadsvillkor.

Under 2025 visar ForumCivs portfélj att lingsiktigt stod till civilsamhilleskapacitet,
kollektiv organisering och strukturerad dialog med institutioner kan leda till f6rindringar
som stricker sig bortom enskilda projekt.

Indikator 7: Ett starkt civilsamhalle

ForumCivs stéd bidrog till mer motstandskraftiga civilsamhillesstrukturer. Inom
SPP bedémdes 35 initiativ vara mycket sannolika att uppritthilla sina resultat. Detta
visar att kapacitet har forankrats i styrningssystem, partnerskapsavtal och ldngsiktiga
samarbetsmekanismer snarare dn att stanna pd aktivitetsniva.

Inom Our Land i Liberia fungerar lokala markférvaltningskommittéer och
tvistldsningsmekanismer som grisrotsbaserade styrningsstrukturer som stirker lokal-
samhillens formaga att l6sa problem. Inom SASA och EAST stirktes civila natverk
genom ledarskapsutveckling, samordningsforum och allianser som kopplar samman
civilsamhillesaktorer med medie- och kulturplattformar.

Inom CAVEC i Colombia institutionaliserades samarbetsramar och samordningsforum
mellan flera aktorer, vilket stirkte landsbygdsbaserade producentorganisationers mojligheter
att langsiktigt delta i kaffets virdekedjor.

Aven i mer riskfyllda kontexter stirktes civilsamhillets motstindskraft genom regionala
nitverk och flexibla stddmekanismer. EaP Network ut6kade sitt medlemskap och stirkte
styrnings- och sdkerhetssystem i restriktiva miljéer. Equal Rights Belarus upprattholl
organisatorisk kontinuitet och flexibla stddmekanismer trots omfattande repression.
Inom Ukraine Thrive mdjliggjorde strukturerat samarbete mellan lokala initiativ och
civilsamhillesorganisationer en uppskalning av psykosocialt stod och gemensamma program.
Inom Networks Against Silence i1 Latinamerika konsoliderades en regional skyddsmodell
for journalister, vilket stirkte beredskap och lingsiktig samordning,

Sammantaget visar dessa resultat att ForumCivs st6d bidrar till civilsamhillessystem som
ir mer stabila, bittre samordnade och bittre rustade att uppritthélla sitt arbete bade under
normala férhéllanden och i pressade situationer.

Indikator 8: Méjliggérande av demokratiskt utrymme

ForumCivs partnerskap bidrog till att skydda och stirka det demokratiska utrymmet genom
att utveckla kanaler f6r deltagande och dialog.

I flera linder stirktes formella deltagandemekanismer 1 lokal styrning. Inom PPDP i Kenya
integrerades lokalsamhillets deltagande i processer 61 lokal utvecklingsplanering. Inom Our
Landi Liberia 6kade det inkluderande deltagandet i markfSrvaltning — sdrskilt bland kvinnor,
ungdomar och personer med funktionsnedsittning — och lokala medlingsmekanismer
bidrog till att minska konflikter och stirka ansvarsutkrivandet.

I mer restriktiva miljéer fokuserade insatser pd att uppritthélla sikra utrymmen f6r dialog,
inklusive digitala plattformar och sikerhetsatgirder. SASA stédde strategiska dialogforum
och stirkte kapaciteten for digital sikerhet f6r att méjliggéra fortsatt deltagande under
perioder av politisk osikerhet. EAST kombinerade mobilisering, offentlig dialog och
digitala plattformar for att uppritthilla medborgarengagemang nir det offentliga utrymmet
begrinsades.
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Regionala nitverk bidrog ocksé till att skydda civilsamhillets handlingsutrymme genom
gemensamt paverkansarbete och skyddsmekanismer f6r journalister och aktivister. I
regionen Ostliga partnerskapet anvinde EaP Network snabba gemensamma uttalanden och
hybrida arbetsformer for att uppritthilla deltagande i kontexter priglade av konflikt och
repression.

Indikator 9: Starkt skydd av manskliga rattigheter

ForumCivs partnerskap bidrog till bittre skyddsmekanismer, férbittrad tillgang till rittvisa
och Okat ansvarsutkrivande, sirskilt f6r grupper som utsitts f6r véld, diskriminering eller
repression.

Inom Our Land 1 Liberia 16stes marktvister genom alternativa tvistlésningsmekanismer,
dir en stor andel av fallen involverade kvinnor. Rapportering av och stéd vid kénsbaserat
vald 6kade, och véldtiktsfall hinvisades till domstol, vilket stirkte kopplingen mellan lokala
insatser och det formella rittssystemet.

Inom SASA stirktes hinvisningssystem och mekanismer f6r ansvarsutkriavande kopplade till
konsbaserat vald och tillhandahillande av tjdnster. Inom programmet EAST kombinerades
paverkansarbete och offentligt engagemang fOr att 6ka synligheten kring kénsbaserat vald
och femicid, vilket bidrog till institutionella ataganden, bland annat steg mot traumamedvetna
arbetssitt.

I regionen Ostliga partnerskapet bidrog civilsamhillets piverkansarbete till évervakning
av minskliga rittigheter och processer f6r ansvarsutkrivande, vilket stirkte institutionella
ramverk for rittighetsskydd.

I hoégriskmiljder handlar skydd ofta om att uppritthdlla stodinsatser under svéra
férhillanden. Equal Rights Belarus fortsatte att erbjuda stéd till verlevare av kdnsbaserat
vald trots omfattande restriktioner. Networks Against Silence i Latinamerika etablerade
integrerade skyddsstrategier: digitala, juridiska och psykosociala, som férbittrade sidkerheten
och beredskapen for journalister. Genom gemensamma granskningar och dokumentation
stirkte programmet ocksé ansvarsutkrivande och férsvarade yttrandefriheten.

Indikator 10: Forbattrade levnadsvillkor

Partners rapporterade forbittrade levnadsvillkor genom 6kad ekonomisk motstindskraft,
bittre tillgdng till tjdnster och psykosocialt stéd.

Inom SPP omfattade resultaten bland annat att unga minniskor fick arbete, sma fOretag

startades, skolavhopp minskade genom riktade stédinsatser och psykosocialt stod utékades
1 konfliktdrabbade omriden.

Inom Our Land 1 Liberia bidrog férbittrad markforvaltning, spar- och lanegrupper samt
mer motstandskraftiga jordbruksmetoder till diversifierade forsoérjningsméjligheter och
Okad ekonomisk stabilitet.

I PPDP i Kenya 6vergick kvinnor till alternativa forsérjningsmdiligheter, bland annat
genom foretagsutveckling, och pilotprojekt f6r barnomsorg bidrog till att minska hinder f6r
kvinnors ekonomiska deltagande. Inom SASA i Kenya och Tanzania bidrog stirkta processer
tor ansvarsutkrivande till bittre tillgang till lokala tjdnster och dkat medborgarinflytande
Over prioriteringar inom hilsa och utveckling.

Inom Ukraine Thrive utvecklades lokalt utformade initiativ for att mota krigsrelaterade behov
till sociala féretag med fokus pa st6d kring markrittigheter, rehabilitering f6r militirfamiljer
och aterhdmtning inom utbildning. Insatserna skapade arbetstillfallen samtidigt som de
upprittholl viktiga tjdnster £6r krigsdrabbade samhillen.

I Latinamerika och Osteuropa handlade férbittrade levnadsvillkor ofta om trygghet och
kontinuitet for utsatta grupper. Genom att stirka skyddssystem inom Networks Against
Silence och fortsatt stéd frin Equal Rights Belarus kunde journalister, aktivister och
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Ovetlevare av vild fortsitta sitt arbete, behilla inkomster och fa tillging till stéd trots svara
férhéllanden.

Sammantaget visar resultaten att ett stirkt civilsamhille bidrar till bade 6kat deltagande
och ansvarsutkrivande, men ocksa till konkreta férbittringar i1 sikerhet, vilbefinnande och
ekonomisk stabilitet f6r minniskor som lever 1 marginalisering.

Kommunikation och synlighet

Under 2025 syntes ForumCiv aterkommande i svensk media, framfér allt 1 bevakningen av
regeringens omfattande férindringar av det svenska bistindet med nedskérningar och stora
omstillningar for civilsamhillet. ForumCivs generalsekreterare, som dr organisationens
talesperson, medverkade regelbundet i rapporteringen och ForumCiv bidrog dven aktivt
till opinionsbildningen genom tio debattartiklar tillsammans med andra organisationer och
aktorer med fokus pa bistandspolitik.

ForumCiv Globalportalen
Mediagenomslag 2025 2024 2025 2024
Debattartiklar 10 8 - -
Intervjuer i media 11 21 - -
LinkedIn foljare 11052 10 001 6521 5195
LinkedIn rackvidd 108 313 210 975 264 701 245 447
Instagram féljare 2728 2429 4779 4700
Instagram rackvidd 170 607 114 426 169 214 176 009
Besokare hemsida 41 009 73932 142 049 95 943

Under 2025 fortsatte ForumCiv att vixa pd LinkedIn och Instagram. Arbetet har utgitt
fran vir sociala medier-strategi, och vi har 16pande 6ljt upp genomslag och engagemang
kvartalsvis f6r att utveckla och férfina innehéllet.

De inligg som nitt storst spridning har varit kopplade till regeringens bistands- och
migrationspolitik och tillfillen dd ForumCiv tagit tydlig stillning i aktuella frigor. Vir roll
har varit att bidra med fakta och nyansera debatten. Det har vi bland annat gjort genom
samtalsserien Bistindskvarten och genom érets nya satsning Bistdndsnytt, som har fatt ett
starkt genomslag 1 sociala medier.

Globalportalen, som riktar sig till unga mellan 18 och 35 ar med ett globalt intresse, hat
under aret vuxit sirskilt pa LinkedIn och samtidigt 6kat trafiken till webbplatsen.

I september arrangerades civilsamhillesfestivalen People and Power for tredje gangen. Arets
tema var yttrandefrihet, vilket genomsyrade programmet med samtal om journalisters och
civilsamhillets utrymme, artivism och en avslutande politikerdebatt om bistindspolitiken
med fem riksdagspartier.

Systematiskt larande och
forbattringsarbete

ForumCiv f6ljer upp resultat och processer tertialvis. Denna uppféljning dr organisationens
primidra verktyg for att finga trender, avvikelser, risker och lirande och bidrar till
verksamhetens kontinuerliga forbittringsarbete. ForumCiv har utvecklat samt férbittrat ett
flertal av sina processer avseende effektivitet och hallbarhet under 2025 och haller fast vid
vart atagande att vara en lirande organisation.

Strategisk programutveckling var ett av de omriden dir storst framsteg gjordes under
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2025. En viktig milstolpe var genomférandet av Strategic Programme Development Week
dir deltagare frin ForumCivs kontor och medlemsorganisationer samlades for att stirka
samarbetet och utveckla gemensamma strategiska riktningar.

Ett annat viktigt omrade under aret var det fOrstirkta arbetet med Rights-Based Approach
(RBA) och Development Perspectives. ForumCiv firdigstillde och bérjade implementera
Strategin for integration av utvecklingsperspektiv, som ger tydligare vigledning foér hur
programdesign och operativt arbete ska anpassas till ForumCivs strategiska dtaganden.

Arbetet med att stirka Rights Way Forward (RWF)-metodologin fortsatte under éret.
Fysiska utbildningar genomfdrdes 1 Liberia, Kenya och Litauen, vilket stirkte personalens
kapacitet och anvindningen av RWF i programverksamheten.

Utveckling av projekthanteringssystemet CIVIS fortsatte med implementering av hantering
av avvikelser och intern kontroll. CIVIS anvinds nu 1 hela organisationen och all personal
har genomgatt utbildning.

ForumCiv har 6kat anvindandet av Al-baserade verktyg och bérjade utforska integrationen
av Al-agenter 1 operativa processer for att forbittra effektivitet, kunskapshantering och
stodfunktioner. Detta bidrog till ett mer modernt och skalbart arbetssitt. Al anvindes dven
i kapacitetsutvecklingsinsatser, bland annat i utbildningar f6r medlemsorganisationer, och
bidrog till f6rbittrade interna processer och kommunikation.

Under 2025 gjordes ocksa viktiga framsteg i arbetet med att stirka operativa standarder
och system. ForumCiv forbittrad rapportering och programutveckling och genomfdrde
PMERL-revisioner och sjilvutvirderingar for samtliga regionala och nationella kontor.
Resultaten kommer att ligga till grund f6r justeringar och uppféljningsatgirder under 2026.

ForumCiv initierade ett projekt for att 6verga till ett nytt LMS (learning management system)
2026 som dr mer kostnadseffektivt, anvindarvinligt och bittre anpassat till organisationens
behov av lirande och kapacitetsutveckling.

ForumCiv arbetar I6pande med intern och extern kompetensutveckling fér att mota vara
kompetensbehov. Alla nyanstillda och praktikanter genomfdr en introduktionsutbildning
och under 2025 har all personal genomfort sjilvstudiekurser online i anti-korruptionsarbete.

Miljoarbete

ForumCivs miljé- och klimatpolicy skapar en ram fér virt bidrag till att hantera den
pagiende milj6-, ekologi- och klimatkrisen, samt de negativa konsekvenser den medfér f6r
vara ekonomiska, sociala och kulturella strukturer. Det genomsyrar hela vir verksamhet,
frin program till den dagliga miljén pa vira kontor.

I ForumCivs riktlinjer for resande framgir att anstillda ska vilja det mest miljévinliga sittet
att resa. Resandet ska minimeras och dirfor dr det en stiende punkt pa ledningsgruppens
dagordning for att diskutera behov och synergier vid reser.

I ForumCivs inkép- och upphandlingspolicy stills tydliga krav pa att ForumCiv i alla inkép
ska ta hdnsyn till milj6é och hallbarhet.

Enligt ForumCivs kapitalplaceringspolicy ska placeringar ske sd att vederborlig hinsyn tas
till etiska och miljémissiga frigor. Det innebir att ForumCiv endast placerar dir etiska och
héllbarhetskriterier finns uppsatta samt att insynen bedéms god. Héllbarhet avser ekologisk,
ckonomisk samt social hallbarhet.

ForumCiv arbetar med att miljbanpassa alla kontor, till exempel genom atervinning, minska
utskrift av papper samt i méten arrangerade av ForumCiv inte servera kott.

Document 1D 09222115557575561313

Signed GH, ML, ND, JF, JA, JS, BF, CH, TH, SH, IS, APL, CL, LT

17



Forvaltning

Arsmétet d4r ForumCivs hégsta beslutande organ dir varje medlemsorganisation har
en rost. Arsmétet vilier ordférande, styrelse, valberedning och revisorer baserat pa
nomineringar frin medlemsorganisationerna. ForumCivs verksamhet utgar fran de ramar
som édrsmétet beslutar om 1 den Gvergripande verksamhetsplanen. Generalsekreteraren
leder organisationens l6pande verksamhet och ér direkt understilld styrelsen.

Under 2025 hade styrelsen 9 (11) protokollférda méten och utsdg ett arbetsutskott (AU)
som hade 9 (11) protokollférda méten. Representanter frin styrelsen deltog bade pi
arsmétet och medlemsmétet. Styrelsen foljde under dret upp ForumCivs interna system for
styrning och kontroll och utvirderade sitt eget och generalsekreterarens arbete. Stort fokus
under 2025 har varit att hantera de omfattande férindringar av det svenska bistindet med
nedskirningar och stora omstillningar f6r civilsamhaillet och dess inneb6trd £6r ForumCiv
samt bredda ForumCivs finansiering;

Till ForumCivs arsméte den 24 maj 2025 anmilde sig 53 personer i forvig, som mest var
42 personer nirvarande under dagen. Av dessa var 25 ombud Ovriga nirvarande var bland
annat suppleanter, styrelseledamoter, métespresidiet och kanslipersonal. Arsmétet 2025 var
ett digitalt méte.

Arsmotet réstade igenom dndringar i strukturen fér medlemsavgiften och valde en ny
styrelse. Arsmétet beviljade styrelsen ansvarsfrihet efter att arsredovisning avlagts.

Ovrig information

ForumCiv dr godkind 90-kontoinnehavare plusgiro: 900776-6, Swish: 1239007766 och stir
under kontroll av Svensk Insamlingskontroll.
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ARSREDOVISNING OCH

FORVALTNINGSBERATTELSE

Arsredovisning

Hirmed avger styrelsen och generalsekreteraren f6r ForumCiv med organisationsnummer
802400-7620 och med huvudsite i Stockholm, drsredovisning f6r verksamhetsaret 2025.

Forvaltningsberattelse

Allmant om verksamheten

ForumCiv dr en ideell férening som dr partipolitiskt och religiést obunden. ForumCivs
medlemmar dr organisationer baserade 1 Sverige som star bakom. ForumCivs vision: En
rittvis och hallbar virld dir alla minniskor har makt att forandra. ForumCivs roll ar:

1. Att stirka minniskor som organiserar sig fOr att krdva sina minskliga rittigheter,
virlden &ver.

2. Att sprida kunskap och vicka engagemang for férindringar som bidrar till en rittvis
och hallbar virld.

Ar 2025 bestod ForumCiv av huvudkontoret i Stockholm, tre regionala kontor i Litauen,
Colombia och Kenya och ett landskontor i Libetia.

ForumCivs verksamhet finansieras genom anslag frin Sida, EU, andra svenska myndigheter,
ILO, Norec, Sequa gGmbh, Irlindska ambassaden i Monrovia, privata stiftelser samt genom
medlemsavgifter. Sida dr den stérsta givaren.

Vasentliga handelser under rakenskapsaret

Verksamhetsiret 2025 har priglats av stora fordndringar i och med att regeringen har
genomfort ett stort antal fordndringar i utrikes- och bistdndspolitiken som piverkade
ForumCiv och manga medlemmar i plattformen.

Vart pagdende avtal f6r Svenska partnerskapsprogrammet (SPP) med Sida sades upp 2024
med projektperiod till sista september 2025 och slutrapportering varen 2026. Genomférandet
under 2025 har priglats av 6kade svirigheter att 6verféra pengar genom det internationella
banksystemet och har krivt extra administration vid vidareférmedlingen. Uppstart av det
nya programmet The Transformative Partnerships (T'TP) har krivt stor insats och bristféllig
information och férseningar fran Sida har inneburit att starten av TPP har f6rsenats.

ForumCiv har paverkats av att Sida inte lingre medger vidareférmedling i mer 4n ett led samt
av att kraven pd egeninsats hojts. Bland annat som en konsekvens av detta har finansieringen
fran Sida minskat, vilket lett till en betydande anpassning av verksamhet och organisation
under 2025. Samtidigt har stora anstringningar gjorts for att mobilisera resurser frin
alternativa killor. Den hojda egeninsatsen har dven drabbat minga av ForumCivs mindre
medlemsorganisationer, dir den egna insatsen ofta bestir av ideellt atbete snarare 4n av
insamlade medel.

For att bredda mdijligheterna till finansiering har ForumCiv under 2025 startat ett
aktiebolag; ForCiva Consulting AB som ska bedriva konsultverksamhet inom internationellt
utvecklingssamarbete. Bolaget har under 2025 inte bedrivit ndgon verksamhet.
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Beskedet sent i december att Sverige fasar ut det bilaterala bistindet till Liberia 2026 innebir
att tidigare finansiering frin Sida upphér. Ett intensivt arbete pdgiar for att identifiera
alternativa finansieringskillor f6r en angeligen verksamhet i Liberia.

Utéver det har verksamhetsaret priglats av dramatiska yttre hindelser som krig, nédlige f6r
klimatet och extremvider. Krympande demokratiskt utrymme f6r civilsamhillet fortsitter
péaverka vir verksamhet.

Vasentliga organisationsférandringar

ForumCiv férhandlade med sina fackliga foretrddare en ny bemanning av organisationen
under 2025 som innebar en kraftig reducering av personalstyrka som trider i kraft 1 april
2026, i samband med att Svenska partnerskapprogrammet avslutas. Utgdngspunkten ir
att med minskad personalstyrka kunna leverera pa ataganden och ge ett fullgott stéd och
leverera relevant arbete for vira medlemmar.

I juni avslutade generalsekreteraren sin tjanst och en interrimlésning var pd plats tills ny
generalsekreterare hade rekryterats i november.

Resultat och stéllning

Flerarsoversikt 2025 2024 2023 2022
Bidrag Sida Civsam (mkr) 136,2 230,8 238,9 244.4
Bidrag Sida Partnership Forum Infokom (mkr) 0,0 0,0 3,5 35,0
Bidrag andra enheter Sida (mkr) 46,0 49,9 46,9 30,6
Ovriga bidrag (mkr) 22,4 25,6 39,3 36,2
Medlemsavgifter (mkr) 0,4 0,6 0,6 0,5
Antal medlemmar 179 200 205 208
Antal anstallda Sverige 32 37 42 47
Antal anstallda landskontor 58 57 66 58
Antal landskontor 4 5 5 5
Antal givare 14 12 13 12

Under 2025 uppgick ForumCivs intdkter exklusive finansiella poster till 210 mkr (311 mkr)
vilket dr en minskning med 101 mkr eller 32,5 procent jaimfért med féregaende ar.

Bidrag fran Sida uppgick till 182 mkr (281 mkr) och utgjorde den visentligaste andelen av
intikterna, totalt 86,7 procent (90,4 procent). Bidrag frin Sida Civsam utgjorde den stérsta
delen av intikterna frin Sida med 136,2 mkr (230,8 mkr). Ovriga Sida bidrag uppgick till
46,0 mkr (49,9 mkr) vilket 4r en minskning med 3,9 mkr eller 7,8 procent. Ovriga bidrag har
minskat frin 25,6 mkr till 22,4 mkr.

Anvandning av finansiella instrument

I ForumCivs investeringspolicy regleras vilka finansiella instrument ForumCiv far placera
i. Mélet med kapitalférvaltningen ér att genom placeringar i linje med ForumCivs stadgar
och de etiska riktlinjerna som presenteras i policyn ge en god ldngsiktig tillvixt av kapitalet.
Placeringarna dr av lag risk med passiv forvaltning i egen regi.

Medlemmar

ForumCivs medlemmar ir organisationer baserade i Sverige. Alla medlemsorganisationer dr
tor ett starkt och aktivt civilsamhille didr minniskor har makt att férindra sina liv och skapa
torindring pa lokal, nationell och global niva. Genom ForumCiv som plattform bidrar
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medlemmarna till att vi blir en stark gemensam r6st 1 paverkans- och opinionsarbete. Ett
medlemskap 1 ForumCiv ger tillging till den digitala LinkedIn-gruppen dir medlemmar
kan utbyta kunskap och erfarenhet, dela information och interagera genom samtalsgrupper.
ForumCiv anordnar utbildning och kurser och arbetar 16pande med att ta fram stéd
och material for partners och medlemmar. ForumCiv stottar dven medlemmarna i deras
resursmobilisering, savil genom gemensamma ansokningar som stdd i andra former.

Pa arsmoétet informerades om att 6 (12) organisationer limnat ForumCiv sedan det
féregiende arsmotet och att ForumCiv fatt 3 (9) nya medlemmar sedan féregdende arsméte.
Styrelsen foreslog genom proposition uteslutning av 15 medlemmar da de inte uppfyllt sitt
atagande. I samtliga fall nedan berodde forslaget till uteslutning pa att organisationen inte
betalat sina medlemsavgifter pd minst tre dr. Antalet medlemmar per 31/12 2025 var 179.

ForumCivs medlemstal har minskat under 2025 men dven ett antal har tillkommit.
Uttridande och nytillkomna medlemmar fastlds pd arsmétet 2026. Méinga medlemmar har
haft ett svart ekonomiskt lige och ForumCiv har arbetat aktivt f6r att behélla medlemmar
genom att dndra avgiftsmodellen och sidnka avgiften till en symbolisk summa i de fall en
medlem inte har kunnat betala full avgift.

Hallbarhetsupplysningar

Personal

Av ForumCivs 90 (94) anstillda idr 38 (34) procent min och 62 (66) procent kvinnor. Under
2025 hade huvudkontoret i Stockholm 32 (37) anstillda varav 23 (12) procent mén och 77
(88) procent kvinnor. ForumCiv 4r ansluten till arbetsgivarorganisationen Fremia. ForumCiv
har kollektivavtal 1 Sverige och personalrelaterade policydokument och riktlinjer som giller
alla anstillda 1 hela organisationen.

Arbetsmiljo

ForumCivs arbetsmiljépolicy (uppdaterad 2025) syftar till att bygga en héllbar arbetsmiljé
som frimjar vilméende, uppmuntrar kreativitet, innovation, motivation samt maluppfyllelse.
Arbetsmiljén ska priglas av fysisk och psykologisk trygghet, 6ppenhet, tillit, respekt och
inkludering. Arbetsmiljén pa ForumCiv undersks genom ett antal olika former, si som
medarbetarsamtal, medarbetarenkiter, jimlikhetsenkit, I6pande riskanalyser och i dialog
mellan arbetsgivaren, fack och huvudarbetsmiljdombud. ForumCiv strivar efter att skapa
en milj6 dir alla kan utvecklas inom organisationen och en kultur dir alla har lika rittigheter,
skydd mot skada och mdijlighet till utveckling. Detta inkluderar aktivt arbete for att
térebygga rasism 1 var verksamhet och pa var arbetsplats. ForumCiv har en sikerhetspolicy,
likabehandlings-policy och en antirasism-policy samt en likabehandlingsgrupp som planerar
kapacitetsbyggande aktiviteter fér organisationen inom omradena likabehandling och
antirasism. ForumCiv uppmuntrar sina anstillda att rapportera och agera om de upplever,
bevittnar eller misstinker ndgon form av mobbning eller trakasserier pa arbetsplatsen via
etablerade kanaler.

Férvantad framtida utveckling inklusive vasentliga
risker och osakerhetsfaktorer

Framtida projekt/program

ForumCiv vintar i skrivandet svar pd 7 inskickade ansékningar.
Vasentliga risker och osédkerhetsfaktorer

Den politiska kontexten i Sverige dr fortsatt krivande, priglad av begrinsad insyn och
bristande dialog. Internationellt ser vi hur viljan att satsa pa bistind minskar, samtidigt
som flera linder reducerar sina budgetar och infér regelverk som gor det svirare for
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civilsamhillesorganisationer att arbeta. Dirtill kvarstir allvarliga globala kriser: vipnade
konflikter, ett férdjupat klimatnédlige med extrema viderhidndelser, utbredd hunger och
ett alltmer krympande demokratiskt utrymme. I denna komplexa verklighet fortsitter
ForumCiv och vira partners att méta utmaningarna genom anpassning, innovation och
satsa pa langsiktiga, férebyggande insatser.

ForumCivs stérsta utmaning 4r att 6ka och bredda finansieringen, framfér allt for
kirnverksamhet som opinions- och paverkansarbete samt medlemsarbetet. En ny
fundraisingstrategi har utvecklats och ForumCiv kommer intensifiera arbetet med
fundraising under 2026.

I och med att Sverige fasar ut det bilaterala bistandet till Liberia 2026 minskar mojlighet till
finansiering och vart landkontor krymper samtidigt som arbetet att hitta nya finansidrer f6r
var verksamhet i Liberia fortsitter.

En risk nir ForumCiv inte kan vidareférmedla bidrag dr att medlemmarna inte finner
plattformen lika relevant. ForumCiv arbetar aktivt f6r att forbli en relevant plattform bland
annat genom kapacitetsutveckling, gemensamma ansdkningar, projektansékningsstéd
och vara en stark gemensam r6st. Under 2025 har ett arbete pdbdrjats for att understka
medlemmarnas behov och informera om det stéd plattformen kan ge.

I och med att ForumCiv reducerar personalstyrkan finns en risk att organisationen tappar
nyckelkompetenser. Den férindrade bemanningen kriver anpassning for att fortsitt leverera
pé ataganden och vara relevant f6r medlemmar.

Efter flera 4r med hog inflation har inflationstrycket minskat, men osidkerheter i omvirlden
kan fortsatt paverka kostnadsutvecklingen. ForumCiv paverkas av Okade prisnivaer for
varor och tjanster samt potentiella framtida kostnadsékningar, vilket utgér en kvarstiende
ekonomisk risk infér 2026.

2026 ir ett valar och det kan inte uteslutas att en férindrad politisk utveckling i utrikes- och
bistandspolitik kan paverka ForumCiv och vira medlemmar bade positivt och negativt.

Forvaltning

Arsmétet 4r ForumCivs hégsta beslutande organ dir varje medlemsorganisation har
en rost. Arsmotet viljer ordférande, styrelse, valberedning och revisorer baserat pi
nomineringar frin medlemsorganisationerna. ForumCivs verksamhet utgar fran de ramar
som drsmotet beslutar om 1 den Gvergripande verksamhetsplanen. Generalsekreteraren
leder organisationens l6pande verksamhet och ér direkt understilld styrelsen.

ForumCiv dr godkind 90-kontoinnehavare plusgiro: 900776-6, Swish: 1239007766 och stir
under kontroll av Svensk Insamlingskontroll.
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Resultatrakning

Belopp i tkr Not  2025-12-31 2024-12-31
Medlemsavgifter 2 376 570
Gavor 2 11 23
Sidabidrag 3 182 200 280 669
Andra bidrag 4 22 436 25 625
Nettoomsattning 5 242 727
Ovriga intakter 6 4348 3633
Summa verksamhetsintakter 209613 311246
Andamalskostnader 7 -198 721 -295 348
Insamlingskostnader -176 -126
Administrationskostnader -11 540 -18 227
Summa verksamhetskostnader 8,9 -210438 -313701
Verksamhetsresultat -825 -2 455
Resultat fran finansiella poster

Ranteintdkter och liknande resultatposter 280 3486
Rantekostnader och liknande resultatposter -1 623 -110
Summa resultat finansiella poster -1 343 3376
Resultat efter finansiella poster -2167 921
Arets resultat -2167 921
Féréndring av @ndamalsbestdmda medel

Arets resultat enligt resultatrakningen (se ovan) -2167 921
Andamalsbestamning av medel -5 -455
Utnyttjande av andamalsbestamda medel fran tidigare ar 249 0
Kvarstdende belopp fér aret/férandring balanserat kapital -1 923 466
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Balansrakning

Belopp i tkr

TILLGANGAR
Anlaggningstillgangar

Materiella anldggningstillgangar
Inventarier

Finansiella anldggningstillgangar
Andelar i koncernféretag
Langfristiga fordringar
Langfristiga vardepappersinnehav

Summa anlaggningstillgangar

Omséttningstillgangar
Kortfristiga fordringar
Kundfordringar
Skattefordran

Ovriga fordringar

Forutbetalda kostnader och upplupna intdkter

Kassa och bank

Summa omséttningstillgangar

SUMMA TILLGANGAR

Belopp i tkr

EGET KAPITAL OCH SKULDER
Eget kapital

Reserver

Balanserat kapital

Summa eget kapital

Kortfristiga skulder

Leverantorsskulder

Skuld erhéllna ej nyttjade bidrag for aterbetalning

Skuld erhallna ej nyttjade bidrag
Ovriga skulder
Upplupna kostnader och férutbetalda intakter

Summa kortfristiga skulder

SUMMA EGET KAPITAL OCH SKULDER
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22573
11161
33734

1966
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56 443

3492

4870
87 976
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2025-12-31 2024-12-31

219
14 230

14 449

872

81
6275
13 471
20 699

95860
116 559

131 008
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22 817
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35901

3295
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75 251
5462
4 335
95107
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Rapport 6ver férandringar i eget kapital

Belopp i tkr
Balanserat  Totalt eget
Reserver
kapital
Medel till Reserveringsfond  Administrations-
egeninsats mm  SPP reserv
Ingdende balans 3693 2 405 16719 13084 35901
Reserveringar 5 -5
Utnyttjande -249 249
Arets resultat -2167 -2167
Utgaende balans 3697 2405 16470 11161 33734
Kassafl6desanalys
Belopp i tkr 2025 2024
Den I6pande verksamheten
Verksamhetsresultat -825 -2 455
Justeringar f6ér poster som inte ingar i kassaflédet:
Avskrivningar 520 13
Valutakurseffekter likvida medel -1 566 2 648
Vinst vid forséljning av inventarier -68 -185
Erhallen rénta 256 683
Erlagd rénta -2 -3
Kassaflode fran den I6pande verksamheten fére forandring av verksamhetskapital -1 685 702
Férandringar i verksamhetskapital
Féréndringar av kortfristiga fordringar -5351 -12180
Féréndringar av kortfristiga skulder -7 131 19974
Kassafléde fran den I6pande verksamheten -14 166 8496
Investeringsverksamheten
Investeringar i materiella anldggningstillgangar -520 0
Forsaljning av materiella anlaggningstillgangar 68 185
Investeringar i finansiella anldaggningstillgangar -100 0
Kassafléde fran investeringsverksamheten -552 185
Arets kassafléde -14718 8680
Likvida medel vid arets bérjan 95860 87180
Likvida medel vid arets slut 81142 95860
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Noter
Not 1 Redovisnings- och varderingsprinciper

ForumCivs redovisnings- och virderingsprinciper 6verensstimmer med
arsredovisningslagen, BENAR 2012:1 (K3) och Giva Sveriges Styrande riktlinjer £6r
arsredovisning, Tillgangar och skulder har virderats till anskaffningsvirden om inget annat
anges nedan.

Gavor

Samtliga gavor dr ovillkorade och intiktstors vid gavotillfillet.

Nettoomsattning

Nettoomsittningen avser forsiljning av tjdnster, bocker och publikationer.

Ovriga Intékter

Opvriga intikter dr intidkter som inte dr primira fOr organisationen.

Medlemsavgifter

ForumCivs drsmote faststiller medlemsavgiften f6r nistkommande ar. Redovisade intdkter
ir fakturerade avgifter for aktuellt ar.

Bidrag fran Sida och liknande myndigheter

Samtliga bidrag frin Sida och liknande myndigheter redovisas i enlighet med K3 om bidrag
frin offentligrittsliga organ. Det innebir att de intdktsfors endast om det med hég grad av
sannolikhet kan beddmas att stédet inte kommer att aterkrivas, dvs. att organisationen haft
utgifter f6r dndamalet. Villkorade bidrag skuldférs tills dess att de utgifter som bidraget ska
ticka uppkommer.

Andamalskostnader

Andamailskostnader ir sidana kostnader som kan hinféras till organisationens uppdrag
enligt dess stadgar. Till dndamalskostnader rdknas kostnader f6r opinionsbildande
verksamhet i de fall opinionsbildning och upplysande verksamhet ligger i sjilva uppdraget
som organisationen har. Exempelvis tematiska kampanjer som organisationen driver.
Till andamalskostnader riknas dven de till indamalskostnaderna férdelade gemensamma
kostnaderna (samkostnaderna). Kostnader f&r administration som uppstar som en direkt
foljd av en aktivitet/projekt inom dndamalet riknas till indamalskostnader. Exempel pa
sddana kostnader ir en organisations utlandskontor. Att observera ir att hantering av projekt
inom ramen f6r dndamdlet ofta inkluderar kostnader fér ansékan om bidrag eftersom
bidraget ofta dr en férutsittning for att projektet ska genomféras. Diarmed hinférs dven
denna sirkostnad f6r bidragsansékan, som oftast 4r mycket liten, till indamalskostnader.
Uppfdljning och rapportering av savil sjilva projektet som till exempelvis en bidragsgivare
ingér ocksa hir.

Insamlingskostnader

Med insamlingskostnader menas direkta kostnader f6r insamlingsarbete som riktar sig mot
alla givare, det vill sdga dir intdkterna dr i form av givor och donationer. Detta omfattar
béde arbetet med befintliga givare och arbetet med att séka nya givare.

Administrationskostnader

Med administrationskostnader avses kostnader for central administration i Sverige (ledning
och funktioner fo6r administration, ekonomi, IT, HR och planering) som inte utgbr
dndamalskostnader, insamlingskostnader eller kostnader f6r medlemsorganisationen (drs-
och medlemsmoéten). Administrationen utgdr en kvalitetsgaranti for dndamalet och for
givaren.
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Redovisning av bidrag

Limnade bidrag till enskilda organisationer i Sverige och utomlands kostnadsfors generellt
i samband med utbetalning, Bidrag finansierade av EU bokas upp som en fordran vid
utbetalning och kostnadsfors vid dterrapportering, fran organisation. Erhallna bidrag
intdktsfors vid betalningstillfllet. Under aret ej utnyttjade bidrag 6verfors till nasta ar som
forutbetald intdkt. Avtal om limnade bidrag som l6per 6ver flera ar dr ej upptagna som
skulder 1 balansrikningen. Motsvarande avtal om bidrag fran finansidr som dnnu ej erhallits
ar ej heller upptagna som fordringar.

Ersattningar till anstéllda

Lopande ersittningar till anstéllda i form av 16ner, sociala avgifter och liknande kostnadsfors
i takt med att de anstéllda utfér tjanster. Eftersom alla pensionsforpliktelser klassificerats
som avgiftsbestimda redovisas en kostnad det dr pensionen tjinas in. Provisionsbaserad
ersittning forekommer inte 1 organisationen.

Fordringar

Fordringar upptas till det belopp som efter individuell prévning beriknas bli betalt.
Utlandska valutor

Fordringar, skulder och likvida medel i utlindsk valuta har omriknats till balansdagens
kurs.

Anlaggningstillgangar

Materiella och immateriella anliggningstillgingar virderas till anskaffningsvirde och skrivs
av systematiskt 6ver den bedémda livslingden om nyttjandetiden Gverstiger tre ar och
anskaffningsvirdet 6verstiger 20 tkr. Aktiverade dataprogram avser licenser.

Féljande avskrivningstider tillimpas:
* Dataprogram 5 ér
* Inventarier 3 ir
¢ Kontorsutrustning 3 ar
e Datautrustning 3 ér

* Fordon 3 ar

Finansiella tillgangar

Aktie, obligations och rintefonder redovisas som finansiella anldggnings- och
omsittningstillgdngar. Tillgangarna virderas till anskaffningsvirde minskat med eventuell
nedskrivning. Virderingen gbrs for hela virdepappersportféljen 1 sin helhet, sd kallad
portféljvirdering.

Kassaflédesanalys

Kassaflédesanalysen upprittas enligt den indirekta metoden, dvs den utgir frin
verksamhetsresultatet. Det redovisade kassaflédet omfattar endast transaktioner
som medfor in- eller utbetalningar. Som likvida medel klassificeras endast kassa och
banktillgodohavanden.

Document ID 09222115557575561313 Signed GH, ML, ND, JF, JA, JS, BF, CH, TH, SH, IS, APL, CL, LT

27



Not 2 Medlemsavgifter och gavor

Medlemsavgift Kr Antal medlemmar Tkr
2025

100 1 0
250 63 16
500 14 7
750 0

1000 4 4
1500 12 18
2000 3 6
2500 0 0
3000 27 81
4000 0 0
5000 0 0
6000 15 90
7500 0 0
8000 3 24
10000 13 130
12 000 0 0
15000 0 0
Summa 155 376

Under 2025 fakturerades sammanlagt 155 medlemmar medlemsavgift.

Gavor férdelar sig enligt féljande:

Allmanheten
Summa

Not 3 Sidabidrag

Bidrag Civsam
Ovriga Sida bidrag

Summa
Férdelning av évriga Sida bidrag

Belarus
Colombia
Kenya
Liberia
Sverige

Summa
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Antal medlemmar Tkr
2024
5 1
4 1
59 30
4 3
25 25
43 65
7 14
3 8
5 15
1 4
10 50
0 0
1 8
12 96
0 0
11 132
8 120
198 570
2025 2024
11 23
1 23
2025 2024
136228 230791
45972 49878

182200 280669

2025 2024
5072 7197
7 887 9575
20003 19525
11479 12759
1532 823
45972 49878

Signed GH, ML, ND, JF, JA, JS, BF, CH, TH, SH, IS, APL, CL, LT
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Not 4 Andra bidrag

Svenska myndigheter

Utlandska myndigheter/ambassader
EU-bidrag

Bidrag fran andra organisationer

Summa

Not 5 Nettoomsattning

Forsaljning av tjanster

Summa

Not 6 Ovriga intdkter

Administrativa avgifter
Hyresintakter
Valutavinster

Forséljning av inventarier
Ovriga intakter

Summa
Not 7 Andamalskostnader

Kommunikation

Kompetens och metodutveckling
Globalportalen

Program Afrika

Program Asien

Program Latinamerika

Program Europa

Program Global

Bidrag till svenska organisationer
Handléggning av bidrag

IT, ekonomi, HR, kontorskostnader

Summa
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2025
1047
915

6 649
13 825
22436

2025
242
242

2025

1966
2121
68
192

4 348

2025
1144
724
481
41112
0

14 395
8519
799
106 351
17 928
7267
198 721

2024

9368
16 257
25 625

2024
727
727

2024
1209
1717
442
185
80
3633

2024
1937
1356
977

44 820
427
13472
15007
0

191 087
18 474
7790
295 348

Signed GH, ML, ND, JF, JA, JS, BF, CH, TH, SH, IS, APL, CL, LT

29



Not 8 Antal anstallda, I6ner och sociala kostnader
Léner, och andra erséttningar

Styrelse och Generalsekreterare

Ovriga anstéllda

Sverige

Colombia

Kambodja

Kenya

Litauen

Liberia

Summa
Sociala kostnader
(varav pensionskostnader)

Av pensionskostnaderna avser Generalsekreterare

Ersattningar understigande ett halvt prisbasbelopp

2025
1648

16 258
2226
0
6223
1886
2771
31010

9 896

2465

222

170

2024
1189

19510
2208
183
5765
2024
2828
33707

11211

2905

202

89

Generalsekreterarens 16n reviderades inte under 2025 och manadslénen uppgick till 74 700 kr. Lokala
bestimmelser om férmaner kopplade till anstillningen tillimpas. Generalsekreteraren avslutade sin
anstillning den sista augusti och en tillférordnad tridde in tills ny generalsekreterare tilltridde i mitten pa
november. Médnadslénen f6r ny generalsekreterare uppgick till 77 000 kr. Pensionsavsittningar gors i enlighet

med gillande kollektivavtal.

Medelantal anstéllda

Sverige
Colombia
Kambodja
Kenya
Litauen
Liberia

Summa

Styrelseledamdéter och ledande
Befattningshavare
Styrelseledaméter
Generalsekreterare

Ovrig ledningsgrupp

Antal

32
13
0
24
6
15
90

Antal

12
1
11

ForumCiv ser 6ver mdjligheterna att &ven ha konsneutral statistik
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Varav mén

23%
46%
0%
43%
17%
67%
38%

Varav méan

60%
17%
48%

2024
Antal  Varav mén
37 12%
11 42%
1 0%
22 43%
7 25%
16 70%
94 34%
2024
Antal  Varav mén
11 60%
1 0%
13 38%

Signed GH, ML, ND, JF, JA, JS, BF, CH, TH, SH, IS, APL, CL, LT
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Not 9 Leasing

Organisationen leasar framforallt kontorslokaler och kontorsutrustning. Kostnadsforda leasingavgifter
uppgir till 5 120 (5 952). Av leasingavgifterna f6r 2025 avser 4 855 kostnader fér hyror. Det mest visentliga
hyresavtalet avser huvudkontoret i Stockholm med en kostnad pa 3 566. Avtalet f6r denna lokal stricker sig

till 2028-05-31 med en uppsigningstid pa nio manader.

2025 2024
Inom 1 ar 2910 3818
1-5ar 2999 5609
Senare an 5 ar 0 0
Summa 5909 9427
Not 10 Inventarier

2025 2024
Ackumulerade anskaffningsvarden
Vid arets borjan 3201 3484
Nyanskaffningar 520 0
Avyttringar och utrangeringar -506 -283
Summa 3215 3201
Ingédende bidrag -1574 -1857
Arets bidrag 0 0
Forséljningar och utrangeringar 506 283
Summa -1068 -1574
Netto anskaffningsvérde 2147 1627
Ackumulerade avskrivningar enligt plan
Vid arets bérjan -1 627 -1614
Avyttringar och utrangeringar 0 0
Arets avskrivning enligt plan -520 -13
Summa -2 147 -1627
Redovisat varde vid arets slut 0 0
Not 11 Andelar i koncernféretag

2025 2024
Ingdende redovisat varde 0 0
Arets forvarv 100 0
Nedskrivningar 0 0
Utgaende redovisat varde 100 0

Specifikation av organisationens aktier i koncernféretag
Bolag Organisationsnummer Redovisat varde Agarandel
ForCiva Consulting AB 559540-9979 100 100%

Under 2025 bildade ForumCiv aktiebolaget ForCiva Consulting AB genom tillskott av aktiekapital. Bolaget
har under 2025 inte bedrivit nigon verksamhet.
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Not 12 Vardepappersinnehav

2025
Langfristiga
Vid arets bérjan 14230
Forvarv 0
Forsaljningar 0
Redovisat varde vid arets slut 14 230
Specifikation av vérdepapper: RedO\./.isat
vérde
Aktiefonder
Nordea Emerging Stars Equity fond 360
Nordea European value fund 472
832
Obligationsfonder
Institutionella Foéretagsobligationsfonden 4313
Nordea Bostadsobligationsfond 2422
Nordea Swedish Stars 2537
9272
Réntefonder
Nordea Institutionell Kortranta 1574
Handelsbanken Institutionell Kortrénta 2552
4126
Summa vardepapper 2025-12-31 14 230
Not 13 Forutbetalda kostnader och upplupna intékter
2025
Forsékringar 23
Hyror 903
Bidrag andra organisationer 15879
Ovriga poster 1396
Summa 18 201
Not 14 Skuld erhallna ej nyttjade bidrag for aterbetalning
2025
Outnyttjade bidrag Sida 14 462
Outnyttjade bidrag andra givare 0
Rantor 6592
Vaxelkursvinster 152
Summa 21 206

Outnyttjade bidrag avser 6verskott fran avslutade projekt
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2024

14 230
0
0
14 230

Marknads-
varde

736
805
1541

5241
2694
2747
10 682

1775
2896
4671

16 894

2024
465
1139
10 541
1326
13471

2024
860
41
5861

6764

Signed GH, ML, ND, JF, JA, JS, BF, CH, TH, SH, IS, APL, CL, LT



Not 15 Skuld erhallna ej nyttjade bidrag
Forutbetalda bidrag Sida

Forutbetalda bidrag andra givare

Summa

Not 16 Upplupna kostnader och férutbetalda intékter
Léne- och semesterskuld

Upplupna sociala avgifter

Ovriga poster

Summa

Not 17 Stallda sakerheter och eventualférpliktelser

Stallda sakerheter

ForumCiv har tecknat en bankgaranti f6r hyra avseende lokaler i Stockholm.
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2025
35767
20676
56 443

2025
1326
360
3184
4870

2025
1599

2024
50 505
24746
75 251

2024
1316

358
2 661
4 335

2024
1599

Signed GH, ML, ND, JF, JA, JS, BF, CH, TH, SH, IS, APL, CL, LT
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Arsredovisningen beslutades den 14 april 2026

Stockholm den dag som framgar av vér elektroniska underskrift:

Magnus Lindell

Ordfoérande

Nike Dahlskog

Johan Forsberg

Jamal Abdulle

Johan Sundquist

Bjorn Forsberg

Goran Holmqvist

Generalsekreterare

Charina Hallberg

Ted Henningsson

Sofia Halth

Ingela Svedin

Amélie Poletti Lundstrom

Vir revisionsberittelse har limnats den dag som framgar av var elektroniska underskrift

Cecilia Luther

Auktoriserad revisor

Linn Ternefors

Foreningsrevisor
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FORUM

Alsndgatan 7

116 44 Stockholm
info@forumciv.org
forumciv.org
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Document ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2026-04-16 09:32:23.409223 UTC ±5 ms

    		2026-04-16 09:00:22.440765 UTC

    		

      213.114.135.42

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The initiator Jenny Hörnberg (JH) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_EN, c) set the signing due date to 2026-04-23 21:59:59 UTC, d) set the time zone to Europe/Berlin and e) initiated the signing workflow.

      


    

  



  

  

    		2026-04-16 09:32:23.409223 UTC ±5 ms

    		2026-04-16 09:00:22.440765 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (goran.holmqvist@forumciv.org) to Göran Holmqvist (GH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-04-16 09:32:23.409223 UTC ±5 ms

    		2026-04-16 09:00:22.440765 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (magnus.lindell@forumciv.org) to Magnus Lindell (ML). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-04-16 09:32:28.803204 UTC ±5 ms

    		2026-04-16 09:00:22.440765 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Göran Holmqvist (GH) was delivered.

      


    

  



  

  

    		2026-04-16 09:32:28.815541 UTC ±5 ms

    		2026-04-16 09:00:22.440765 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Magnus Lindell (ML) was delivered.

      


    

  



  

  

    		2026-04-16 14:44:05.716511 UTC ±2 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      90.129.200.162

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Magnus Lindell (ML) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-16 14:46:40.16408 UTC ±2 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      90.129.200.162

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The signatory Magnus Lindell (ML) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2026-04-16 14:47:00.917331 UTC ±2 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      90.129.200.162

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The document was signed by Magnus Lindell (ML) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv årsberättelse med årsredovisning 2025" with document ID 9222115557575561313.







Data returned from 
  the BankID network
:
  
Name: MAGNUS LINDELL
  
ID number: 
  *Redacted by author*

  
IP: 90.129.200.162



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-17 12:06:43.160104 UTC ±2 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      213.114.135.42

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Göran Holmqvist (GH) at the request of the user Jenny Hörnberg (JH).

      


    

  



  

  

    		2026-04-17 12:06:45.828161 UTC ±2 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Göran Holmqvist (GH) was delivered.

      


    

  



  

  

    		2026-04-17 12:22:09.132608 UTC ±9 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      213.179.6.97

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Göran Holmqvist (GH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-17 12:22:47.049663 UTC ±9 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      213.179.6.97

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The signatory Göran Holmqvist (GH) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2026-04-17 12:23:35.547262 UTC ±9 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      213.179.6.97

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The document was signed by Göran Holmqvist (GH) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv årsberättelse med årsredovisning 2025" with document ID 9222115557575561313.







Data returned from 
  the BankID network
:
  
Name: Göran Arne Holmqvist
  
ID number: 
  *Redacted by author*

  
IP: 213.179.6.97



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-17 12:23:35.547262 UTC ±9 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (nike.dahlskog@vansterpartiet.se) to Nike Dahlskog (ND). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-04-17 12:23:35.547262 UTC ±9 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (johan@digjourney.com) to Johan Forsberg (JF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-04-17 12:23:35.547262 UTC ±9 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (maaaax26@icloud.com) to Jamal Abdulle (JA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-04-17 12:23:35.547262 UTC ±9 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jsundqvist@gmail.com) to Johan Sundquist (JS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-04-17 12:23:35.547262 UTC ±9 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (bjornone@gmail.com) to Björn Forsberg (BF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-04-17 12:23:35.547262 UTC ±9 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (charina@charik.se) to Charina Hallberg (CH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-04-17 12:23:35.547262 UTC ±9 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ted.henningsson@operationsmile.org) to Ted Henningsson (TH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-04-17 12:23:35.547262 UTC ±9 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (sofiahalth@gmail.com) to Sofia Halth (SH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-04-17 12:23:35.547262 UTC ±9 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ingela.svedin@gmail.com) to Ingela Svedin (IS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-04-17 12:23:35.547262 UTC ±9 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (amelie@humanitas.se) to Amélie Poletti Lundström (APL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-04-17 12:23:39.82561 UTC ±9 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Nike Dahlskog (ND) was delivered.

      


    

  



  

  

    		2026-04-17 12:23:39.842005 UTC ±9 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Johan Forsberg (JF) was delivered.

      


    

  



  

  

    		2026-04-17 12:23:39.861358 UTC ±9 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jamal Abdulle (JA) was delivered.

      


    

  



  

  

    		2026-04-17 12:23:39.883556 UTC ±9 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Johan Sundquist (JS) was delivered.

      


    

  



  

  

    		2026-04-17 12:23:39.901453 UTC ±9 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Björn Forsberg (BF) was delivered.

      


    

  



  

  

    		2026-04-17 12:23:39.920501 UTC ±9 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Charina Hallberg (CH) was delivered.

      


    

  



  

  

    		2026-04-17 12:23:39.94046 UTC ±9 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ted Henningsson (TH) was delivered.

      


    

  



  

  

    		2026-04-17 12:23:39.953118 UTC ±9 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Sofia Halth (SH) was delivered.

      


    

  



  

  

    		2026-04-17 12:23:39.965201 UTC ±9 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ingela Svedin (IS) was delivered.

      


    

  



  

  

    		2026-04-17 12:23:39.977244 UTC ±9 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Amélie Poletti Lundström (APL) was delivered.

      


    

  



  

  

    		2026-04-17 12:26:00.854946 UTC ±10 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      188.149.190.59

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The party Amélie Poletti Lundström (APL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-17 12:30:10.053436 UTC ±12 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      188.149.190.59

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The signatory Amélie Poletti Lundström (APL) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2026-04-17 12:30:35.027647 UTC ±12 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      188.149.190.59

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The document was signed by Amélie Poletti Lundström (APL) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv årsberättelse med årsredovisning 2025" with document ID 9222115557575561313.







Data returned from 
  the BankID network
:
  
Name: Amelie Charlotte Katarina Poletti Lundström
  
ID number: 
  *Redacted by author*

  
IP: 188.149.190.59



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-17 12:40:15.490386 UTC ±16 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      213.114.201.236

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36

      

    

    		

      

        The party Charina Hallberg (CH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-17 12:41:24.946648 UTC ±17 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      213.114.201.236

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Charina Hallberg (CH) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2026-04-17 12:41:45.579107 UTC ±17 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      213.114.201.236

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Charina Hallberg (CH) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv årsberättelse med årsredovisning 2025" with document ID 9222115557575561313.







Data returned from 
  the BankID network
:
  
Name: CHARINA SVENSSON HALLBERG
  
ID number: 
  *Redacted by author*

  
IP: 213.114.201.236



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-17 12:53:29.659083 UTC ±21 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      213.102.92.81

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The party Nike Dahlskog (ND) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-17 12:54:07.04844 UTC ±22 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      213.102.92.81

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The signatory Nike Dahlskog (ND) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2026-04-17 12:54:20.22812 UTC ±22 ms

    		2026-04-17 12:00:48.110335 UTC

    		

      213.102.92.81

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The document was signed by Nike Dahlskog (ND) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv årsberättelse med årsredovisning 2025" with document ID 9222115557575561313.







Data returned from 
  the BankID network
:
  
Name: NIKE DAHLSKOG
  
ID number: 
  *Redacted by author*

  
IP: 213.102.92.81



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-18 16:11:36.583992 UTC ±2 ms

    		2026-04-18 16:01:17.091293 UTC

    		

      94.191.152.78

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/29.0 Chrome/136.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Ingela Svedin (IS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-18 16:12:15.001277 UTC ±2 ms

    		2026-04-18 16:01:17.091293 UTC

    		

      94.191.152.78

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/29.0 Chrome/136.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Ingela Svedin (IS) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2026-04-18 16:12:28.058624 UTC ±2 ms

    		2026-04-18 16:01:17.091293 UTC

    		

      94.191.152.78

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/29.0 Chrome/136.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Ingela Svedin (IS) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv årsberättelse med årsredovisning 2025" with document ID 9222115557575561313.







Data returned from 
  the BankID network
:
  
Name: INGELA KARIN MARIE SVEDIN
  
ID number: 
  *Redacted by author*

  
IP: 94.191.152.78



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-18 20:27:23.721926 UTC ±5 ms

    		2026-04-18 20:01:20.457977 UTC

    		

      151.177.100.234

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Safari/605.1.15

      

    

    		

      

        The party Ted Henningsson (TH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-18 20:28:12.842404 UTC ±5 ms

    		2026-04-18 20:01:20.457977 UTC

    		

      151.177.100.234

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Safari/605.1.15

      

    

    		

      

        The signatory Ted Henningsson (TH) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2026-04-18 20:28:21.519305 UTC ±5 ms

    		2026-04-18 20:01:20.457977 UTC

    		

      151.177.100.234

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Safari/605.1.15

      

    

    		

      

        The document was signed by Ted Henningsson (TH) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv årsberättelse med årsredovisning 2025" with document ID 9222115557575561313.







Data returned from 
  the BankID network
:
  
Name: TED HENNINGSSON
  
ID number: 
  *Redacted by author*

  
IP: 151.177.100.234



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-20 10:38:52.42573 UTC ±24 ms

    		2026-04-20 10:02:04.818644 UTC

    		

      92.42.77.90

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36

      

    

    		

      

        The party Johan Sundquist (JS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-20 10:41:37.107654 UTC ±26 ms

    		2026-04-20 10:02:04.818644 UTC

    		

      92.42.77.90

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Johan Sundquist (JS) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2026-04-20 10:41:53.577194 UTC ±26 ms

    		2026-04-20 10:02:04.818644 UTC

    		

      92.42.77.90

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Johan Sundquist (JS) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv årsberättelse med årsredovisning 2025" with document ID 9222115557575561313.







Data returned from 
  the BankID network
:
  
Name: JOHAN SUNDQVIST
  
ID number: 
  *Redacted by author*

  
IP: 94.234.65.199



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-20 19:53:56.900418 UTC ±19 ms

    		2026-04-20 19:02:09.60738 UTC

    		

      95.203.8.153

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3.1 Safari/605.1.15

      

    

    		

      

        The party Jamal Abdulle (JA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-20 19:55:43.411812 UTC ±19 ms

    		2026-04-20 19:02:09.60738 UTC

    		

      95.203.8.153

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3.1 Safari/605.1.15

      

    

    		

      

        The signatory Jamal Abdulle (JA) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2026-04-20 19:56:04.285882 UTC ±19 ms

    		2026-04-20 19:02:09.60738 UTC

    		

      95.203.8.153

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3.1 Safari/605.1.15

      

    

    		

      

        The document was signed by Jamal Abdulle (JA) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv årsberättelse med årsredovisning 2025" with document ID 9222115557575561313.







Data returned from 
  the BankID network
:
  
Name: JAMAL ABDULLE AHMED
  
ID number: 
  *Redacted by author*

  
IP: 95.203.8.153



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-21 10:28:38.361126 UTC ±18 ms

    		2026-04-21 10:02:27.749051 UTC

    		

      31.208.88.28

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36

      

    

    		

      

        The party Björn Forsberg (BF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-21 10:29:39.97956 UTC ±19 ms

    		2026-04-21 10:02:27.749051 UTC

    		

      31.208.88.28

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Björn Forsberg (BF) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2026-04-21 10:30:04.566611 UTC ±19 ms

    		2026-04-21 10:02:27.749051 UTC

    		

      31.208.88.28

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Björn Forsberg (BF) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv årsberättelse med årsredovisning 2025" with document ID 9222115557575561313.







Data returned from 
  the BankID network
:
  
Name: Björn Erik Forsberg
  
ID number: 
  *Redacted by author*

  
IP: 31.208.88.28



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-21 14:08:03.96077 UTC ±3 ms

    		2026-04-21 14:02:29.735961 UTC

    		

      213.114.135.42

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Johan Forsberg (JF) at the request of the user Jenny Hörnberg (JH).

      


    

  



  

  

    		2026-04-21 14:08:03.96077 UTC ±3 ms

    		2026-04-21 14:02:29.735961 UTC

    		

      213.114.135.42

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Sofia Halth (SH) at the request of the user Jenny Hörnberg (JH).

      


    

  



  

  

    		2026-04-21 14:08:07.565807 UTC ±3 ms

    		2026-04-21 14:02:29.735961 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Johan Forsberg (JF) was delivered.

      


    

  



  

  

    		2026-04-21 14:08:07.58147 UTC ±3 ms

    		2026-04-21 14:02:29.735961 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Sofia Halth (SH) was delivered.

      


    

  



  

  

    		2026-04-21 14:48:34.109794 UTC ±24 ms

    		2026-04-21 14:02:29.735961 UTC

    		

      94.191.137.141

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Sofia Halth (SH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-21 14:49:48.809105 UTC ±25 ms

    		2026-04-21 14:02:29.735961 UTC

    		

      94.191.137.141

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Sofia Halth (SH) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2026-04-21 14:49:57.945405 UTC ±25 ms

    		2026-04-21 14:02:29.735961 UTC

    		

      94.191.137.141

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Sofia Halth (SH) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv årsberättelse med årsredovisning 2025" with document ID 9222115557575561313.







Data returned from 
  the BankID network
:
  
Name: SOFIA HALTH
  
ID number: 
  *Redacted by author*

  
IP: 94.191.137.141



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-22 06:04:38.189189 UTC ±1 ms

    		2026-04-22 06:02:44.760648 UTC

    		

      79.117.23.235

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36

      

    

    		

      

        The party Johan Forsberg (JF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-22 06:05:46.80204 UTC ±2 ms

    		2026-04-22 06:02:44.760648 UTC

    		

      79.117.23.235

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Johan Forsberg (JF) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2026-04-22 06:06:03.952896 UTC ±2 ms

    		2026-04-22 06:02:44.760648 UTC

    		

      79.117.23.235

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Johan Forsberg (JF) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv årsberättelse med årsredovisning 2025" with document ID 9222115557575561313.







Data returned from 
  the BankID network
:
  
Name: JOHAN FORSBERG
  
ID number: 
  *Redacted by author*

  
IP: 79.117.23.235



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-22 06:06:03.952896 UTC ±2 ms

    		2026-04-22 06:02:44.760648 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (linn.ternefors@gmail.com) to Linn Ternefors (LT). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-04-22 06:06:07.250032 UTC ±2 ms

    		2026-04-22 06:02:44.760648 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Linn Ternefors (LT) was delivered.

      


    

  



  

  

    		2026-04-22 08:26:05.472284 UTC ±8 ms

    		2026-04-22 08:02:45.668856 UTC

    		

      62.20.114.210

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Linn Ternefors (LT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-22 08:26:43.935117 UTC ±8 ms

    		2026-04-22 08:02:45.668856 UTC

    		

      62.20.114.210

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Linn Ternefors (LT) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2026-04-22 08:26:53.777505 UTC ±8 ms

    		2026-04-22 08:02:45.668856 UTC

    		

      62.20.114.210

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Linn Ternefors (LT) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv årsberättelse med årsredovisning 2025" with document ID 9222115557575561313.







Data returned from 
  the BankID network
:
  
Name: Linn Viola Margareta Ternefors
  
ID number: 
  *Redacted by author*

  
IP: 62.20.114.210



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-22 08:26:53.777505 UTC ±8 ms

    		2026-04-22 08:02:45.668856 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (cecilia.luther@pwc.com) to Cecilia Luther (CL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-04-22 08:26:57.801686 UTC ±8 ms

    		2026-04-22 08:02:45.668856 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Cecilia Luther (CL) was delivered.

      


    

  



  

  

    		2026-04-22 08:56:04.649158 UTC ±18 ms

    		2026-04-22 08:02:45.668856 UTC

    		

      62.119.65.134

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36

      

    

    		

      

        The party Cecilia Luther (CL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-22 08:56:14.501108 UTC ±18 ms

    		2026-04-22 08:02:45.668856 UTC

    		

      184.73.222.140

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36

      

    

    		

      

        The party Cecilia Luther (CL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-23 09:11:00.460415 UTC ±0 ms

    		2026-04-23 09:03:08.226394 UTC

    		

      213.114.135.42

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Cecilia Luther (CL) at the request of the user Jenny Hörnberg (JH).

      


    

  



  

  

    		2026-04-23 09:11:05.048581 UTC ±0 ms

    		2026-04-23 09:03:08.226394 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Cecilia Luther (CL) was delivered.

      


    

  



  

  

    		2026-04-23 22:07:32.999251 UTC ±3 ms

    		2026-04-23 22:03:16.210455 UTC

    		

      

      

        

      

    

    		

      

        The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

      


    

  



  

  

    		2026-04-24 08:07:58.750195 UTC ±1 ms

    		2026-04-24 08:03:25.176636 UTC

    		

      213.114.135.42

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The user Jenny Hörnberg (JH) prolonged the signing due date.

      


    

  



  

  

    		2026-04-24 08:08:02.291734 UTC ±1 ms

    		2026-04-24 08:03:25.176636 UTC

    		

      213.114.135.42

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Cecilia Luther (CL) at the request of the user Jenny Hörnberg (JH).

      


    

  



  

  

    		2026-04-24 08:08:04.55795 UTC ±1 ms

    		2026-04-24 08:03:25.176636 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Cecilia Luther (CL) was delivered.

      


    

  



  

  

    		2026-04-27 14:04:42.471112 UTC ±0 ms

    		2026-04-27 14:04:32.891338 UTC

    		

      62.119.65.134

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36

      

    

    		

      

        The party Cecilia Luther (CL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-27 14:04:50.177972 UTC ±0 ms

    		2026-04-27 14:04:32.891338 UTC

    		

      54.145.113.206

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36

      

    

    		

      

        The party Cecilia Luther (CL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-28 06:24:19.422964 UTC ±8 ms

    		2026-04-28 06:04:49.753326 UTC

    		

      213.114.135.42

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Cecilia Luther (CL) at the request of the user Jenny Hörnberg (JH).

      


    

  



  

  

    		2026-04-28 06:24:23.770178 UTC ±8 ms

    		2026-04-28 06:04:49.753326 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Cecilia Luther (CL) was delivered.

      


    

  



  

  

    		2026-04-29 07:54:49.971132 UTC ±28 ms

    		2026-04-29 07:05:10.789845 UTC

    		

      84.17.219.58

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36

      

    

    		

      

        The party Cecilia Luther (CL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-29 07:54:53.61492 UTC ±28 ms

    		2026-04-29 07:05:10.789845 UTC

    		

      35.171.214.12

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36

      

    

    		

      

        The party Cecilia Luther (CL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-29 08:41:37.633356 UTC ±9 ms

    		2026-04-29 08:05:11.332063 UTC

    		

      84.17.219.58

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Cecilia Luther (CL) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2026-04-29 08:41:54.544303 UTC ±9 ms

    		2026-04-29 08:05:11.332063 UTC

    		

      84.17.219.58

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Cecilia Luther (CL) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "ForumCiv årsberättelse med årsredovisning 2025" with document ID 9222115557575561313.







Data returned from 
  the BankID network
:
  
Name: Cecilia Luther
  
ID number: 
  *Redacted by author*

  
IP: 85.229.70.25



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-29 08:41:54.544303 UTC ±9 ms

    		2026-04-29 08:05:11.332063 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2026-04-29 08:41:54.796044 UTC ±9 ms

    		2026-04-29 08:05:11.332063 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

      


    

  



  







Evidence of Time

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Index

1. Purpose

2. Time measurement process

2.1 The hypervisor

2.2 Time synchronisation

3. Configuration of hardware and services

3.1 Boot Time

3.2 NTP Configuration

3.3 Monitoring

3.4 Time scale

4. Calculation of the probability of the clock error

4.1 Clock error samples

4.2 Clock error algorithm

4.3 Clock error samples and evidence of normal distribution

4.4 Input parameters

4.5 Probability of the clock error

5. Clock Error Samples

1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 6.0 patchlevel 0 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.00 ms

		standard deviation: 0.06 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈100.000%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2026-03-18 16:42:46.601551 UTC and 2026-04-29 08:05:11.332063 UTC:







  		Time collected

  		Clock offset







  

    		2026-03-18 16:42:46.601551

    		0.0 ms

  





  

    		2026-03-18 17:42:47.365611

    		0.0 ms

  





  

    		2026-03-18 18:42:48.228744

    		0.0 ms

  





  

    		2026-03-18 19:42:50.301937

    		0.0 ms

  





  

    		2026-03-18 20:42:50.310814

    		0.0 ms

  





  

    		2026-03-18 21:42:51.563059

    		0.1 ms

  





  

    		2026-03-18 22:42:52.032495

    		0.0 ms

  





  

    		2026-03-18 23:42:53.631614

    		0.0 ms

  





  

    		2026-03-19 00:42:55.252501

    		0.0 ms

  





  

    		2026-03-19 01:42:56.533486

    		0.0 ms

  





  

    		2026-03-19 02:42:57.760842

    		0.0 ms

  





  

    		2026-03-19 03:42:59.098742

    		0.0 ms

  





  

    		2026-03-19 04:43:00.53882

    		0.0 ms

  





  

    		2026-03-19 05:43:01.904614

    		0.0 ms

  





  

    		2026-03-19 06:43:02.22216

    		0.0 ms

  





  

    		2026-03-19 07:43:02.482081

    		0.0 ms

  





  

    		2026-03-19 08:43:03.570673

    		0.0 ms

  





  

    		2026-03-19 09:43:03.643066

    		0.0 ms

  





  

    		2026-03-19 10:43:04.299135

    		0.0 ms

  





  

    		2026-03-19 11:43:04.717697

    		0.0 ms

  





  

    		2026-03-19 12:43:04.739077

    		0.0 ms

  





  

    		2026-03-19 13:43:05.191507

    		0.0 ms

  





  

    		2026-03-19 14:43:06.00225

    		0.0 ms

  





  

    		2026-03-19 15:43:06.36976

    		0.0 ms

  





  

    		2026-03-19 16:43:06.799833

    		0.0 ms

  





  

    		2026-03-19 17:43:07.888529

    		0.0 ms

  





  

    		2026-03-19 18:43:08.618922

    		0.0 ms

  





  

    		2026-03-19 19:43:10.49293

    		0.0 ms

  





  

    		2026-03-19 20:43:12.33892

    		0.0 ms

  





  

    		2026-03-19 21:43:13.837717

    		0.0 ms

  





  

    		2026-03-19 22:43:14.248204

    		0.0 ms

  





  

    		2026-03-19 23:43:15.845144

    		0.0 ms

  





  

    		2026-03-20 00:43:16.304979

    		0.0 ms

  





  

    		2026-03-20 01:43:17.892338

    		0.0 ms

  





  

    		2026-03-20 02:43:19.256794

    		0.0 ms

  





  

    		2026-03-20 03:43:19.408614

    		-0.1 ms

  





  

    		2026-03-20 04:43:19.711395

    		0.0 ms

  





  

    		2026-03-20 05:43:21.0786

    		0.0 ms

  





  

    		2026-03-20 06:43:21.676551

    		0.0 ms

  





  

    		2026-03-20 07:43:21.870765

    		0.1 ms

  





  

    		2026-03-20 08:43:22.483872

    		0.1 ms

  





  

    		2026-03-20 09:43:22.773701

    		0.0 ms

  





  

    		2026-03-20 10:43:22.79517

    		0.0 ms

  





  

    		2026-03-20 11:43:22.943972

    		0.0 ms

  





  

    		2026-03-20 12:43:23.723399

    		-0.2 ms

  





  

    		2026-03-20 13:43:23.813182

    		0.0 ms

  





  

    		2026-03-20 14:43:24.454325

    		-0.1 ms

  





  

    		2026-03-20 15:43:24.83392

    		0.0 ms

  





  

    		2026-03-20 16:43:26.824114

    		0.0 ms

  





  

    		2026-03-20 17:43:28.234816

    		-0.1 ms

  





  

    		2026-03-20 18:43:28.768806

    		0.1 ms

  





  

    		2026-03-20 19:43:30.293791

    		0.0 ms

  





  

    		2026-03-20 20:43:30.396539

    		0.0 ms

  





  

    		2026-03-20 21:43:31.820068

    		0.0 ms

  





  

    		2026-03-20 22:43:33.434464

    		0.0 ms

  





  

    		2026-03-20 23:43:34.936515

    		0.0 ms

  





  

    		2026-03-21 00:43:36.723415

    		0.0 ms

  





  

    		2026-03-21 01:43:38.539423

    		0.1 ms

  





  

    		2026-03-21 02:43:40.09345

    		0.0 ms

  





  

    		2026-03-21 03:43:40.168881

    		0.0 ms

  





  

    		2026-03-21 04:43:41.050096

    		0.0 ms

  





  

    		2026-03-21 05:43:42.351133

    		0.0 ms

  





  

    		2026-03-21 06:43:42.811227

    		0.0 ms

  





  

    		2026-03-21 07:43:43.57977

    		0.0 ms

  





  

    		2026-03-21 08:43:44.407348

    		0.0 ms

  





  

    		2026-03-21 09:43:44.711147

    		-0.1 ms

  





  

    		2026-03-21 10:43:45.026902

    		0.0 ms

  





  

    		2026-03-21 11:43:47.294464

    		-0.2 ms

  





  

    		2026-03-21 12:43:47.478953

    		0.0 ms

  





  

    		2026-03-21 13:43:49.359046

    		0.0 ms

  





  

    		2026-03-21 14:43:50.096014

    		0.0 ms

  





  

    		2026-03-21 15:43:50.560946

    		0.0 ms

  





  

    		2026-03-21 16:43:52.37488

    		-0.1 ms

  





  

    		2026-03-21 17:43:52.988839

    		0.2 ms

  





  

    		2026-03-21 18:43:53.702496

    		-0.3 ms

  





  

    		2026-03-21 19:43:54.183035

    		0.0 ms

  





  

    		2026-03-21 20:43:54.681604

    		0.0 ms

  





  

    		2026-03-21 21:43:57.039738

    		0.0 ms

  





  

    		2026-03-21 22:43:59.296619

    		0.1 ms

  





  

    		2026-03-21 23:44:01.358004

    		0.0 ms

  





  

    		2026-03-22 00:44:03.249455

    		0.0 ms

  





  

    		2026-03-22 01:44:05.204675

    		0.0 ms

  





  

    		2026-03-22 02:44:07.16941

    		0.0 ms

  





  

    		2026-03-22 03:44:07.247304

    		0.1 ms

  





  

    		2026-03-22 04:44:08.058205

    		0.0 ms

  





  

    		2026-03-22 05:44:09.440208

    		0.0 ms

  





  

    		2026-03-22 06:44:09.987574

    		0.0 ms

  





  

    		2026-03-22 07:44:12.419351

    		0.0 ms

  





  

    		2026-03-22 08:44:12.829222

    		0.0 ms

  





  

    		2026-03-22 09:44:13.03818

    		0.0 ms

  





  

    		2026-03-22 10:44:13.259904

    		-0.1 ms

  





  

    		2026-03-22 11:44:13.429575

    		-0.2 ms

  





  

    		2026-03-22 12:44:13.537005

    		0.0 ms

  





  

    		2026-03-22 13:44:15.024159

    		0.0 ms

  





  

    		2026-03-22 14:44:15.211114

    		0.0 ms

  





  

    		2026-03-22 15:44:15.801659

    		0.0 ms

  





  

    		2026-03-22 16:44:16.176602

    		0.0 ms

  





  

    		2026-03-22 17:44:16.381774

    		0.0 ms

  





  

    		2026-03-22 18:44:16.877083

    		0.0 ms

  





  

    		2026-03-22 19:44:17.069486

    		0.0 ms

  





  

    		2026-03-22 20:44:18.296963

    		0.1 ms

  





  

    		2026-03-22 21:44:19.420451

    		0.0 ms

  





  

    		2026-03-22 22:44:20.091377

    		0.0 ms

  





  

    		2026-03-22 23:44:20.991093

    		0.1 ms

  





  

    		2026-03-23 00:44:21.106149

    		0.0 ms

  





  

    		2026-03-23 01:44:22.241609

    		-0.1 ms

  





  

    		2026-03-23 02:44:24.508451

    		0.0 ms

  





  

    		2026-03-23 03:44:26.250348

    		0.0 ms

  





  

    		2026-03-23 04:44:28.191553

    		0.0 ms

  





  

    		2026-03-23 05:44:28.221694

    		0.1 ms

  





  

    		2026-03-23 06:44:28.302853

    		0.0 ms

  





  

    		2026-03-23 07:44:28.536937

    		-0.1 ms

  





  

    		2026-03-23 08:44:29.101791

    		0.0 ms

  





  

    		2026-03-23 09:44:29.238149

    		0.0 ms

  





  

    		2026-03-23 10:44:29.692208

    		-0.1 ms

  





  

    		2026-03-23 11:44:30.310707

    		-0.1 ms

  





  

    		2026-03-23 12:44:31.406506

    		0.1 ms

  





  

    		2026-03-23 13:44:31.54233

    		-0.1 ms

  





  

    		2026-03-23 14:44:31.618599

    		-0.2 ms

  





  

    		2026-03-23 15:44:32.010878

    		0.0 ms

  





  

    		2026-03-23 16:44:32.792672

    		0.0 ms

  





  

    		2026-03-23 17:44:34.227768

    		0.0 ms

  





  

    		2026-03-23 18:44:34.697306

    		0.1 ms

  





  

    		2026-03-23 19:44:35.018557

    		0.1 ms

  





  

    		2026-03-23 20:44:36.32287

    		0.0 ms

  





  

    		2026-03-23 21:44:36.647316

    		0.0 ms

  





  

    		2026-03-23 22:44:39.451585

    		0.0 ms

  





  

    		2026-03-23 23:44:40.467666

    		0.0 ms

  





  

    		2026-03-24 00:44:41.639355

    		-0.1 ms

  





  

    		2026-03-24 01:44:42.994039

    		0.1 ms

  





  

    		2026-03-24 02:44:44.317751

    		0.0 ms

  





  

    		2026-03-24 03:44:44.56842

    		0.0 ms

  





  

    		2026-03-24 04:44:46.662818

    		0.0 ms

  





  

    		2026-03-24 05:44:47.914543

    		0.0 ms

  





  

    		2026-03-24 06:44:48.890001

    		0.0 ms

  





  

    		2026-03-24 07:44:48.9588

    		0.0 ms

  





  

    		2026-03-24 08:44:49.178786

    		0.0 ms

  





  

    		2026-03-24 09:44:50.12545

    		-0.1 ms

  





  

    		2026-03-24 10:44:51.033808

    		0.0 ms

  





  

    		2026-03-24 11:44:51.132784

    		0.0 ms

  





  

    		2026-03-24 12:44:51.260904

    		-0.1 ms

  





  

    		2026-03-24 13:44:51.425823

    		0.0 ms

  





  

    		2026-03-24 14:44:52.06007

    		-0.6 ms

  





  

    		2026-03-24 15:44:52.391462

    		-0.1 ms

  





  

    		2026-03-24 16:44:52.468962

    		0.2 ms

  





  

    		2026-03-24 17:44:53.575984

    		0.3 ms

  





  

    		2026-03-24 18:44:53.862946

    		0.1 ms

  





  

    		2026-03-24 19:44:55.853121

    		0.0 ms

  





  

    		2026-03-24 20:44:55.859539

    		-0.1 ms

  





  

    		2026-03-24 21:44:56.963261

    		0.1 ms

  





  

    		2026-03-24 22:44:57.088801

    		0.0 ms

  





  

    		2026-03-24 23:44:57.160784

    		0.2 ms

  





  

    		2026-03-25 00:44:57.214377

    		0.0 ms

  





  

    		2026-03-25 01:44:58.656612

    		0.0 ms

  





  

    		2026-03-25 02:45:00.008349

    		-0.2 ms

  





  

    		2026-03-25 03:45:01.427547

    		0.0 ms

  





  

    		2026-03-25 04:45:02.683527

    		0.0 ms

  





  

    		2026-03-25 05:45:04.442197

    		-0.1 ms

  





  

    		2026-03-25 06:45:06.965518

    		0.0 ms

  





  

    		2026-03-25 07:45:07.200403

    		-0.1 ms

  





  

    		2026-03-25 08:45:08.298273

    		1.1 ms

  





  

    		2026-03-25 09:45:08.533115

    		0.0 ms

  





  

    		2026-03-25 10:45:09.063798

    		0.0 ms

  





  

    		2026-03-25 11:45:09.092383

    		0.1 ms

  





  

    		2026-03-25 12:45:09.661369

    		0.0 ms

  





  

    		2026-03-25 13:45:09.764416

    		0.0 ms

  





  

    		2026-03-25 14:45:10.287435

    		0.1 ms

  





  

    		2026-03-25 15:45:10.312981

    		0.0 ms

  





  

    		2026-03-25 16:45:11.141668

    		0.0 ms

  





  

    		2026-03-25 17:45:12.152563

    		0.0 ms

  





  

    		2026-03-25 18:45:13.520962

    		0.0 ms

  





  

    		2026-03-25 19:45:15.102218

    		0.0 ms

  





  

    		2026-03-25 20:45:15.970716

    		0.0 ms

  





  

    		2026-03-25 21:45:16.931446

    		0.0 ms

  





  

    		2026-03-25 22:45:17.436553

    		0.0 ms

  





  

    		2026-03-25 23:45:19.087687

    		0.0 ms

  





  

    		2026-03-26 00:45:20.48646

    		-0.1 ms

  





  

    		2026-03-26 01:45:21.736757

    		-0.2 ms

  





  

    		2026-03-26 02:45:23.300855

    		0.1 ms

  





  

    		2026-03-26 03:45:25.074951

    		0.1 ms

  





  

    		2026-03-26 04:45:26.429285

    		0.0 ms

  





  

    		2026-03-26 05:45:27.693371

    		0.0 ms

  





  

    		2026-03-26 06:45:29.201608

    		0.0 ms

  





  

    		2026-03-26 07:45:30.74451

    		0.0 ms

  





  

    		2026-03-26 08:45:30.930753

    		0.0 ms

  





  

    		2026-03-26 09:45:32.057845

    		0.0 ms

  





  

    		2026-03-26 10:45:32.67189

    		0.0 ms

  





  

    		2026-03-26 11:45:33.780213

    		0.0 ms

  





  

    		2026-03-26 12:45:35.189293

    		0.1 ms

  





  

    		2026-03-26 13:45:37.07709

    		0.0 ms

  





  

    		2026-03-26 14:45:37.642067

    		0.0 ms

  





  

    		2026-03-26 15:45:38.58788

    		0.0 ms

  





  

    		2026-03-26 16:45:39.322973

    		0.0 ms

  





  

    		2026-03-26 17:45:39.620227

    		-0.1 ms

  





  

    		2026-03-26 18:45:40.830327

    		0.0 ms

  





  

    		2026-03-26 19:45:41.005018

    		0.0 ms

  





  

    		2026-03-26 20:45:43.295656

    		0.0 ms

  





  

    		2026-03-26 21:45:43.366947

    		0.0 ms

  





  

    		2026-03-26 22:45:45.663278

    		0.0 ms

  





  

    		2026-03-26 23:45:47.140947

    		0.0 ms

  





  

    		2026-03-27 00:45:48.637361

    		0.0 ms

  





  

    		2026-03-27 01:45:50.079207

    		0.0 ms

  





  

    		2026-03-27 02:45:51.55396

    		0.1 ms

  





  

    		2026-03-27 03:45:52.81106

    		0.0 ms

  





  

    		2026-03-27 04:45:54.185999

    		0.0 ms

  





  

    		2026-03-27 05:45:54.297911

    		-0.1 ms

  





  

    		2026-03-27 06:45:55.037363

    		0.1 ms

  





  

    		2026-03-27 07:45:57.701041

    		0.0 ms

  





  

    		2026-03-27 08:45:58.193118

    		0.0 ms

  





  

    		2026-03-27 09:45:59.178324

    		0.0 ms

  





  

    		2026-03-27 10:45:59.504747

    		0.0 ms

  





  

    		2026-03-27 11:46:00.676834

    		0.1 ms

  





  

    		2026-03-27 12:46:00.979083

    		0.1 ms

  





  

    		2026-03-27 13:46:01.565316

    		0.0 ms

  





  

    		2026-03-27 14:46:02.778936

    		0.0 ms

  





  

    		2026-03-27 15:46:03.105484

    		0.0 ms

  





  

    		2026-03-27 16:46:04.849905

    		0.0 ms

  





  

    		2026-03-27 17:46:04.949217

    		0.0 ms

  





  

    		2026-03-27 18:46:07.794456

    		0.0 ms

  





  

    		2026-03-27 19:46:10.320634

    		0.0 ms

  





  

    		2026-03-27 20:46:12.151195

    		0.0 ms

  





  

    		2026-03-27 21:46:14.148528

    		0.0 ms

  





  

    		2026-03-27 22:46:16.129031

    		0.0 ms

  





  

    		2026-03-27 23:46:17.876608

    		0.0 ms

  





  

    		2026-03-28 00:46:19.460452

    		0.0 ms

  





  

    		2026-03-28 01:46:21.071609

    		0.0 ms

  





  

    		2026-03-28 02:46:22.581103

    		0.0 ms

  





  

    		2026-03-28 03:46:24.262836

    		0.1 ms

  





  

    		2026-03-28 04:46:25.796826

    		0.3 ms

  





  

    		2026-03-28 05:46:27.567415

    		-0.5 ms

  





  

    		2026-03-28 06:53:14.785939

    		0.1 ms

  





  

    		2026-03-28 07:53:16.210219

    		0.1 ms

  





  

    		2026-03-28 08:53:16.373492

    		-0.3 ms

  





  

    		2026-03-28 09:53:17.088557

    		-0.1 ms

  





  

    		2026-03-28 10:53:18.094392

    		0.0 ms

  





  

    		2026-03-28 11:53:18.147954

    		0.0 ms

  





  

    		2026-03-28 12:53:18.177602

    		0.0 ms

  





  

    		2026-03-28 13:53:18.609466

    		0.0 ms

  





  

    		2026-03-28 14:53:19.152676

    		0.0 ms

  





  

    		2026-03-28 15:53:19.254741

    		0.0 ms

  





  

    		2026-03-28 16:53:20.342284

    		0.0 ms

  





  

    		2026-03-28 17:53:22.053753

    		0.0 ms

  





  

    		2026-03-28 18:53:22.261591

    		0.0 ms

  





  

    		2026-03-28 19:53:22.564094

    		0.0 ms

  





  

    		2026-03-28 20:53:24.615623

    		0.0 ms

  





  

    		2026-03-28 21:53:26.707346

    		0.0 ms

  





  

    		2026-03-28 22:53:28.577198

    		0.0 ms

  





  

    		2026-03-28 23:53:29.884915

    		0.0 ms

  





  

    		2026-03-29 00:53:31.192491

    		0.0 ms

  





  

    		2026-03-29 01:53:32.348844

    		0.0 ms

  





  

    		2026-03-29 02:53:33.854002

    		0.1 ms

  





  

    		2026-03-29 03:53:35.110362

    		0.0 ms

  





  

    		2026-03-29 04:53:36.668911

    		0.0 ms

  





  

    		2026-03-29 05:53:38.261417

    		0.2 ms

  





  

    		2026-03-29 06:53:40.827972

    		-1.0 ms

  





  

    		2026-03-29 07:53:40.887699

    		0.0 ms

  





  

    		2026-03-29 08:53:41.420944

    		0.0 ms

  





  

    		2026-03-29 09:53:42.601435

    		0.1 ms

  





  

    		2026-03-29 10:53:44.162894

    		-0.1 ms

  





  

    		2026-03-29 11:53:44.565305

    		0.1 ms

  





  

    		2026-03-29 12:53:46.34087

    		0.0 ms

  





  

    		2026-03-29 13:53:46.453867

    		0.0 ms

  





  

    		2026-03-29 14:53:46.799242

    		0.1 ms

  





  

    		2026-03-29 15:53:47.130243

    		-0.1 ms

  





  

    		2026-03-29 16:53:48.439349

    		0.2 ms

  





  

    		2026-03-29 17:53:49.353111

    		0.0 ms

  





  

    		2026-03-29 18:53:49.522546

    		0.1 ms

  





  

    		2026-03-29 19:53:49.763664

    		0.0 ms

  





  

    		2026-03-29 20:53:49.867199

    		0.0 ms

  





  

    		2026-03-29 21:53:50.132697

    		0.1 ms

  





  

    		2026-03-29 22:53:51.128661

    		-0.1 ms

  





  

    		2026-03-29 23:53:52.593052

    		0.2 ms

  





  

    		2026-03-30 00:53:54.234839

    		0.0 ms

  





  

    		2026-03-30 01:53:55.680779

    		0.1 ms

  





  

    		2026-03-30 02:53:57.269328

    		0.1 ms

  





  

    		2026-03-30 03:53:58.771684

    		0.0 ms

  





  

    		2026-03-30 04:54:00.257356

    		-0.1 ms

  





  

    		2026-03-30 05:54:02.252207

    		0.2 ms

  





  

    		2026-03-30 06:54:02.485977

    		-0.1 ms

  





  

    		2026-03-30 07:54:03.07156

    		-0.1 ms

  





  

    		2026-03-30 08:54:03.218907

    		0.0 ms

  





  

    		2026-03-30 09:54:03.570438

    		0.1 ms

  





  

    		2026-03-30 10:54:03.893782

    		-0.3 ms

  





  

    		2026-03-30 11:54:04.419349

    		-0.1 ms

  





  

    		2026-03-30 12:54:04.809394

    		0.1 ms

  





  

    		2026-03-30 13:54:05.375186

    		-0.1 ms

  





  

    		2026-03-30 14:54:05.884609

    		0.0 ms

  





  

    		2026-03-30 15:54:06.268848

    		-0.1 ms

  





  

    		2026-03-30 16:54:06.530403

    		0.0 ms

  





  

    		2026-03-30 17:54:06.745111

    		0.0 ms

  





  

    		2026-03-30 18:54:06.815729

    		0.0 ms

  





  

    		2026-03-30 19:54:07.411022

    		0.0 ms

  





  

    		2026-03-30 20:54:08.060907

    		0.0 ms

  





  

    		2026-03-30 21:54:10.155743

    		0.0 ms

  





  

    		2026-03-30 22:54:11.669769

    		0.0 ms

  





  

    		2026-03-30 23:54:13.478772

    		0.0 ms

  





  

    		2026-03-31 00:54:15.122717

    		0.0 ms

  





  

    		2026-03-31 01:54:16.556883

    		0.0 ms

  





  

    		2026-03-31 02:54:17.984084

    		0.0 ms

  





  

    		2026-03-31 03:54:19.922517

    		0.0 ms

  





  

    		2026-03-31 04:54:21.763813

    		0.0 ms

  





  

    		2026-03-31 05:54:21.943082

    		0.0 ms

  





  

    		2026-03-31 06:54:22.131487

    		0.0 ms

  





  

    		2026-03-31 07:54:22.472626

    		0.0 ms

  





  

    		2026-03-31 08:54:22.623081

    		0.0 ms

  





  

    		2026-03-31 09:54:23.384628

    		0.0 ms

  





  

    		2026-03-31 10:54:23.762505

    		0.0 ms

  





  

    		2026-03-31 11:54:24.108323

    		0.0 ms

  





  

    		2026-03-31 12:54:24.544638

    		-0.1 ms

  





  

    		2026-03-31 13:54:25.01195

    		0.0 ms

  





  

    		2026-03-31 14:54:25.41162

    		0.0 ms

  





  

    		2026-03-31 15:54:25.674433

    		0.1 ms

  





  

    		2026-03-31 16:54:26.669311

    		0.0 ms

  





  

    		2026-03-31 17:54:27.048215

    		0.0 ms

  





  

    		2026-03-31 18:54:27.753671

    		0.0 ms

  





  

    		2026-03-31 19:54:27.971276

    		0.0 ms

  





  

    		2026-03-31 20:54:30.643164

    		0.1 ms

  





  

    		2026-03-31 21:54:30.821725

    		0.0 ms

  





  

    		2026-03-31 22:54:31.884669

    		0.1 ms

  





  

    		2026-03-31 23:54:33.266091

    		0.0 ms

  





  

    		2026-04-01 00:54:34.528206

    		0.0 ms

  





  

    		2026-04-01 01:54:35.602107

    		0.0 ms

  





  

    		2026-04-01 02:54:36.851146

    		0.0 ms

  





  

    		2026-04-01 03:54:38.154696

    		0.0 ms

  





  

    		2026-04-01 04:54:39.339814

    		0.0 ms

  





  

    		2026-04-01 05:54:40.255717

    		-0.1 ms

  





  

    		2026-04-01 06:54:40.293067

    		0.0 ms

  





  

    		2026-04-01 07:54:41.694717

    		0.0 ms

  





  

    		2026-04-01 08:54:41.840303

    		-0.1 ms

  





  

    		2026-04-01 09:54:41.940088

    		0.0 ms

  





  

    		2026-04-01 10:54:42.085884

    		0.0 ms

  





  

    		2026-04-01 11:54:43.226309

    		0.0 ms

  





  

    		2026-04-01 12:54:44.154744

    		0.0 ms

  





  

    		2026-04-01 13:54:44.748142

    		-0.1 ms

  





  

    		2026-04-01 14:54:45.334172

    		0.1 ms

  





  

    		2026-04-01 15:54:45.354162

    		0.0 ms

  





  

    		2026-04-01 16:54:45.724709

    		0.0 ms

  





  

    		2026-04-01 17:54:46.236751

    		0.1 ms

  





  

    		2026-04-01 18:54:46.298492

    		0.0 ms

  





  

    		2026-04-01 19:54:46.534379

    		0.0 ms

  





  

    		2026-04-01 20:54:47.823205

    		0.0 ms

  





  

    		2026-04-01 21:54:49.76886

    		0.0 ms

  





  

    		2026-04-01 22:54:51.084761

    		0.0 ms

  





  

    		2026-04-01 23:54:52.650449

    		0.1 ms

  





  

    		2026-04-02 00:54:54.155732

    		0.0 ms

  





  

    		2026-04-02 01:54:55.71618

    		-0.1 ms

  





  

    		2026-04-02 02:54:57.134166

    		0.0 ms

  





  

    		2026-04-02 03:54:58.481149

    		-0.2 ms

  





  

    		2026-04-02 04:54:59.764623

    		0.0 ms

  





  

    		2026-04-02 05:55:01.407065

    		0.0 ms

  





  

    		2026-04-02 06:55:03.264836

    		0.0 ms

  





  

    		2026-04-02 07:55:03.440791

    		-0.1 ms

  





  

    		2026-04-02 08:55:03.510235

    		-0.1 ms

  





  

    		2026-04-02 09:55:03.625099

    		0.0 ms

  





  

    		2026-04-02 10:55:03.866769

    		0.0 ms

  





  

    		2026-04-02 11:55:04.548108

    		-0.1 ms

  





  

    		2026-04-02 12:55:05.453909

    		0.0 ms

  





  

    		2026-04-02 13:55:05.715784

    		0.4 ms

  





  

    		2026-04-02 14:55:07.388168

    		-0.1 ms

  





  

    		2026-04-02 15:55:08.155182

    		0.0 ms

  





  

    		2026-04-02 16:55:08.405314

    		-0.5 ms

  





  

    		2026-04-02 17:55:09.862218

    		0.0 ms

  





  

    		2026-04-02 18:55:10.858651

    		-0.1 ms

  





  

    		2026-04-02 19:55:12.606618

    		0.0 ms

  





  

    		2026-04-02 20:55:14.727033

    		-0.2 ms

  





  

    		2026-04-02 21:55:16.613317

    		0.0 ms

  





  

    		2026-04-02 22:55:18.054303

    		-0.1 ms

  





  

    		2026-04-02 23:55:19.364061

    		0.0 ms

  





  

    		2026-04-03 00:55:19.637911

    		0.2 ms

  





  

    		2026-04-03 01:55:21.35259

    		0.1 ms

  





  

    		2026-04-03 02:55:23.127995

    		0.0 ms

  





  

    		2026-04-03 03:55:24.447933

    		0.0 ms

  





  

    		2026-04-03 04:55:25.800842

    		0.0 ms

  





  

    		2026-04-03 05:55:27.199449

    		0.0 ms

  





  

    		2026-04-03 06:55:28.82675

    		0.0 ms

  





  

    		2026-04-03 07:55:28.835018

    		0.0 ms

  





  

    		2026-04-03 08:55:30.714911

    		-0.2 ms

  





  

    		2026-04-03 09:55:31.051016

    		0.0 ms

  





  

    		2026-04-03 10:55:31.621414

    		0.0 ms

  





  

    		2026-04-03 11:55:32.32837

    		0.1 ms

  





  

    		2026-04-03 12:55:32.994995

    		-0.1 ms

  





  

    		2026-04-03 13:55:34.005821

    		0.0 ms

  





  

    		2026-04-03 14:55:34.337265

    		0.0 ms

  





  

    		2026-04-03 15:55:34.462812

    		-0.1 ms

  





  

    		2026-04-03 16:55:34.79495

    		0.0 ms

  





  

    		2026-04-03 17:55:36.547127

    		-0.2 ms

  





  

    		2026-04-03 18:55:36.601466

    		0.1 ms

  





  

    		2026-04-03 19:55:38.407012

    		-0.1 ms

  





  

    		2026-04-03 20:55:38.477401

    		0.0 ms

  





  

    		2026-04-03 21:55:39.227047

    		0.2 ms

  





  

    		2026-04-03 22:55:39.819988

    		0.0 ms

  





  

    		2026-04-03 23:55:41.957552

    		-0.1 ms

  





  

    		2026-04-04 00:55:44.030593

    		0.1 ms

  





  

    		2026-04-04 01:55:45.488655

    		0.0 ms

  





  

    		2026-04-04 02:55:46.57042

    		0.0 ms

  





  

    		2026-04-04 03:55:46.942754

    		0.0 ms

  





  

    		2026-04-04 04:55:48.763549

    		0.0 ms

  





  

    		2026-04-04 05:55:50.414237

    		-0.1 ms

  





  

    		2026-04-04 06:55:50.749699

    		-0.1 ms

  





  

    		2026-04-04 07:55:51.811523

    		0.0 ms

  





  

    		2026-04-04 08:55:52.992532

    		0.0 ms

  





  

    		2026-04-04 09:55:54.107367

    		0.0 ms

  





  

    		2026-04-04 10:55:54.486557

    		0.0 ms

  





  

    		2026-04-04 11:55:54.980029

    		-0.1 ms

  





  

    		2026-04-04 12:55:55.188525

    		0.0 ms

  





  

    		2026-04-04 13:55:55.759223

    		0.0 ms

  





  

    		2026-04-04 14:55:56.37769

    		0.0 ms

  





  

    		2026-04-04 15:55:56.975764

    		-0.1 ms

  





  

    		2026-04-04 16:55:57.496431

    		0.1 ms

  





  

    		2026-04-04 17:55:59.594359

    		0.0 ms

  





  

    		2026-04-04 18:56:00.748971

    		0.0 ms

  





  

    		2026-04-04 19:56:00.996751

    		0.0 ms

  





  

    		2026-04-04 20:56:03.620783

    		0.0 ms

  





  

    		2026-04-04 21:56:06.135093

    		0.0 ms

  





  

    		2026-04-04 22:56:08.422325

    		0.2 ms

  





  

    		2026-04-04 23:56:10.012342

    		0.3 ms

  





  

    		2026-04-05 00:56:10.183922

    		0.0 ms

  





  

    		2026-04-05 01:56:12.115981

    		0.0 ms

  





  

    		2026-04-05 02:56:13.636562

    		0.0 ms

  





  

    		2026-04-05 03:56:15.805188

    		0.0 ms

  





  

    		2026-04-05 04:56:17.406187

    		0.0 ms

  





  

    		2026-04-05 05:56:18.905532

    		0.1 ms

  





  

    		2026-04-05 06:56:19.417618

    		0.0 ms

  





  

    		2026-04-05 07:56:20.509601

    		0.0 ms

  





  

    		2026-04-05 08:56:20.950133

    		0.0 ms

  





  

    		2026-04-05 09:56:21.733009

    		0.0 ms

  





  

    		2026-04-05 10:56:21.753766

    		0.0 ms

  





  

    		2026-04-05 11:56:22.424423

    		-0.1 ms

  





  

    		2026-04-05 12:56:22.549693

    		0.0 ms

  





  

    		2026-04-05 13:56:22.684982

    		0.0 ms

  





  

    		2026-04-05 14:56:22.696281

    		0.1 ms

  





  

    		2026-04-05 15:56:23.30175

    		0.0 ms

  





  

    		2026-04-05 16:56:24.151484

    		-0.2 ms

  





  

    		2026-04-05 17:56:24.839325

    		0.0 ms

  





  

    		2026-04-05 18:56:25.1341

    		0.1 ms

  





  

    		2026-04-05 19:56:25.413222

    		0.0 ms

  





  

    		2026-04-05 20:56:25.500272

    		-0.1 ms

  





  

    		2026-04-05 21:56:26.012537

    		0.1 ms

  





  

    		2026-04-05 22:56:26.752807

    		0.0 ms

  





  

    		2026-04-05 23:56:28.412881

    		0.0 ms

  





  

    		2026-04-06 00:56:30.273589

    		0.0 ms

  





  

    		2026-04-06 01:56:32.132427

    		0.0 ms

  





  

    		2026-04-06 02:56:33.764957

    		0.1 ms

  





  

    		2026-04-06 03:56:35.443595

    		0.0 ms

  





  

    		2026-04-06 04:56:36.221221

    		-0.1 ms

  





  

    		2026-04-06 05:56:38.399442

    		0.0 ms

  





  

    		2026-04-06 06:56:38.819359

    		0.0 ms

  





  

    		2026-04-06 07:56:39.900519

    		0.0 ms

  





  

    		2026-04-06 08:56:40.589536

    		0.0 ms

  





  

    		2026-04-06 09:56:40.815015

    		0.0 ms

  





  

    		2026-04-06 10:56:41.326826

    		0.0 ms

  





  

    		2026-04-06 11:56:41.436633

    		-0.2 ms

  





  

    		2026-04-06 12:56:41.619914

    		0.0 ms

  





  

    		2026-04-06 13:56:41.636195

    		0.0 ms

  





  

    		2026-04-06 14:56:42.606036

    		0.1 ms

  





  

    		2026-04-06 15:56:43.310915

    		0.1 ms

  





  

    		2026-04-06 16:56:43.492887

    		0.0 ms

  





  

    		2026-04-06 17:56:45.215024

    		-0.1 ms

  





  

    		2026-04-06 18:56:47.006797

    		0.0 ms

  





  

    		2026-04-06 19:56:47.702908

    		-0.1 ms

  





  

    		2026-04-06 20:56:48.443046

    		0.0 ms

  





  

    		2026-04-06 21:56:49.620797

    		0.1 ms

  





  

    		2026-04-06 22:56:50.033229

    		0.0 ms

  





  

    		2026-04-06 23:56:50.641411

    		0.0 ms

  





  

    		2026-04-07 00:56:52.919117

    		0.0 ms

  





  

    		2026-04-07 01:56:54.677992

    		0.0 ms

  





  

    		2026-04-07 02:56:56.410282

    		0.0 ms

  





  

    		2026-04-07 03:56:58.255909

    		0.1 ms

  





  

    		2026-04-07 04:56:58.442463

    		0.0 ms

  





  

    		2026-04-07 05:56:59.736085

    		-0.3 ms

  





  

    		2026-04-07 06:56:59.928975

    		0.2 ms

  





  

    		2026-04-07 07:57:00.090538

    		0.0 ms

  





  

    		2026-04-07 08:57:00.500444

    		0.0 ms

  





  

    		2026-04-07 09:57:00.519059

    		0.0 ms

  





  

    		2026-04-07 10:57:00.901735

    		0.0 ms

  





  

    		2026-04-07 11:57:01.110221

    		0.0 ms

  





  

    		2026-04-07 12:57:01.24215

    		-0.1 ms

  





  

    		2026-04-07 13:57:02.286573

    		0.0 ms

  





  

    		2026-04-07 14:57:02.317331

    		0.0 ms

  





  

    		2026-04-07 15:57:02.702044

    		0.0 ms

  





  

    		2026-04-07 16:57:04.025041

    		0.0 ms

  





  

    		2026-04-07 17:57:04.542442

    		0.0 ms

  





  

    		2026-04-07 18:57:04.727608

    		0.0 ms

  





  

    		2026-04-07 19:57:05.153726

    		0.1 ms

  





  

    		2026-04-07 20:57:05.187523

    		-0.2 ms

  





  

    		2026-04-07 21:57:07.001661

    		0.0 ms

  





  

    		2026-04-07 22:57:08.580346

    		0.0 ms

  





  

    		2026-04-07 23:57:10.67233

    		0.0 ms

  





  

    		2026-04-08 00:57:12.264864

    		0.0 ms

  





  

    		2026-04-08 01:57:13.545228

    		0.0 ms

  





  

    		2026-04-08 02:57:14.785138

    		0.0 ms

  





  

    		2026-04-08 03:57:15.352525

    		0.0 ms

  





  

    		2026-04-08 04:57:17.146793

    		0.0 ms

  





  

    		2026-04-08 05:57:17.298456

    		0.0 ms

  





  

    		2026-04-08 06:57:17.793768

    		0.1 ms

  





  

    		2026-04-08 07:57:18.043492

    		0.0 ms

  





  

    		2026-04-08 08:57:18.494203

    		0.0 ms

  





  

    		2026-04-08 09:57:19.266482

    		0.0 ms

  





  

    		2026-04-08 10:57:19.330428

    		0.0 ms

  





  

    		2026-04-08 11:57:20.150168

    		0.0 ms

  





  

    		2026-04-08 12:57:20.426778

    		0.0 ms

  





  

    		2026-04-08 13:57:20.523997

    		0.0 ms

  





  

    		2026-04-08 14:57:20.657628

    		0.0 ms

  





  

    		2026-04-08 15:57:21.087821

    		0.0 ms

  





  

    		2026-04-08 16:57:21.191968

    		0.0 ms

  





  

    		2026-04-08 17:57:22.124274

    		0.1 ms

  





  

    		2026-04-08 18:57:23.049136

    		-0.1 ms

  





  

    		2026-04-08 19:57:23.172376

    		0.1 ms

  





  

    		2026-04-08 20:57:25.764036

    		0.0 ms

  





  

    		2026-04-08 21:57:27.512492

    		0.1 ms

  





  

    		2026-04-08 22:57:29.166125

    		0.0 ms

  





  

    		2026-04-08 23:57:31.029059

    		0.1 ms

  





  

    		2026-04-09 00:57:32.532694

    		0.0 ms

  





  

    		2026-04-09 01:57:33.056294

    		-0.1 ms

  





  

    		2026-04-09 02:57:35.357693

    		0.0 ms

  





  

    		2026-04-09 03:57:36.521793

    		0.0 ms

  





  

    		2026-04-09 04:57:38.035801

    		0.0 ms

  





  

    		2026-04-09 05:57:38.055533

    		-0.1 ms

  





  

    		2026-04-09 06:57:38.142273

    		0.0 ms

  





  

    		2026-04-09 07:57:38.390006

    		0.0 ms

  





  

    		2026-04-09 08:57:38.542194

    		-0.1 ms

  





  

    		2026-04-09 09:57:38.904701

    		0.0 ms

  





  

    		2026-04-09 10:57:39.976217

    		0.0 ms

  





  

    		2026-04-09 11:57:41.392329

    		0.0 ms

  





  

    		2026-04-09 12:57:42.396221

    		0.0 ms

  





  

    		2026-04-09 13:57:43.030376

    		0.0 ms

  





  

    		2026-04-09 14:57:43.75658

    		0.0 ms

  





  

    		2026-04-09 15:57:44.887372

    		0.0 ms

  





  

    		2026-04-09 16:57:46.891222

    		0.1 ms

  





  

    		2026-04-09 17:57:47.007352

    		0.0 ms

  





  

    		2026-04-09 18:57:48.904727

    		0.0 ms

  





  

    		2026-04-09 19:57:50.834456

    		0.0 ms

  





  

    		2026-04-09 20:57:52.515878

    		0.0 ms

  





  

    		2026-04-09 21:57:53.981262

    		0.0 ms

  





  

    		2026-04-09 22:57:55.356799

    		0.1 ms

  





  

    		2026-04-09 23:57:56.974386

    		0.0 ms

  





  

    		2026-04-10 00:57:58.652975

    		0.0 ms

  





  

    		2026-04-10 01:58:00.061676

    		0.0 ms

  





  

    		2026-04-10 02:58:01.472942

    		0.0 ms

  





  

    		2026-04-10 03:58:02.939671

    		0.0 ms

  





  

    		2026-04-10 04:58:04.660998

    		0.0 ms

  





  

    		2026-04-10 05:58:06.126986

    		-0.1 ms

  





  

    		2026-04-10 06:58:06.525156

    		0.0 ms

  





  

    		2026-04-10 07:58:07.921267

    		0.0 ms

  





  

    		2026-04-10 08:58:08.593584

    		0.0 ms

  





  

    		2026-04-10 09:58:09.978319

    		-0.1 ms

  





  

    		2026-04-10 10:58:10.998253

    		0.7 ms

  





  

    		2026-04-10 11:58:11.127713

    		0.0 ms

  





  

    		2026-04-10 12:58:12.611058

    		0.0 ms

  





  

    		2026-04-10 13:58:12.674084

    		0.0 ms

  





  

    		2026-04-10 14:58:12.746589

    		-0.2 ms

  





  

    		2026-04-10 15:58:13.808085

    		0.0 ms

  





  

    		2026-04-10 16:58:13.828113

    		0.0 ms

  





  

    		2026-04-10 17:58:14.945609

    		0.0 ms

  





  

    		2026-04-10 18:58:15.258836

    		0.0 ms

  





  

    		2026-04-10 19:58:16.613524

    		0.0 ms

  





  

    		2026-04-10 20:58:18.627889

    		0.0 ms

  





  

    		2026-04-10 21:58:20.332373

    		0.1 ms

  





  

    		2026-04-10 22:58:22.302811

    		0.0 ms

  





  

    		2026-04-10 23:58:23.715306

    		0.0 ms

  





  

    		2026-04-11 00:58:25.325146

    		0.0 ms

  





  

    		2026-04-11 01:58:26.937015

    		-0.1 ms

  





  

    		2026-04-11 02:58:28.520877

    		0.0 ms

  





  

    		2026-04-11 03:58:30.427809

    		0.0 ms

  





  

    		2026-04-11 04:58:32.274807

    		-0.3 ms

  





  

    		2026-04-11 05:58:34.281613

    		-0.1 ms

  





  

    		2026-04-11 06:58:35.276243

    		0.0 ms

  





  

    		2026-04-11 07:58:35.604667

    		0.0 ms

  





  

    		2026-04-11 08:58:35.898444

    		0.0 ms

  





  

    		2026-04-11 09:58:36.592727

    		0.0 ms

  





  

    		2026-04-11 10:58:38.273963

    		0.0 ms

  





  

    		2026-04-11 11:58:40.224803

    		0.1 ms

  





  

    		2026-04-11 12:58:40.308222

    		-0.3 ms

  





  

    		2026-04-11 13:58:40.638145

    		0.0 ms

  





  

    		2026-04-11 14:58:41.468986

    		0.0 ms

  





  

    		2026-04-11 15:58:42.281811

    		0.0 ms

  





  

    		2026-04-11 16:58:42.552775

    		0.0 ms

  





  

    		2026-04-11 17:58:44.713109

    		0.0 ms

  





  

    		2026-04-11 18:58:45.906169

    		0.0 ms

  





  

    		2026-04-11 19:58:46.229768

    		0.1 ms

  





  

    		2026-04-11 20:58:46.53525

    		0.0 ms

  





  

    		2026-04-11 21:58:47.390036

    		0.0 ms

  





  

    		2026-04-11 22:58:47.710981

    		0.0 ms

  





  

    		2026-04-11 23:58:47.88309

    		0.0 ms

  





  

    		2026-04-12 00:58:49.507241

    		0.0 ms

  





  

    		2026-04-12 01:58:50.71978

    		0.2 ms

  





  

    		2026-04-12 02:58:52.409713

    		0.0 ms

  





  

    		2026-04-12 03:58:54.0386

    		0.0 ms

  





  

    		2026-04-12 04:58:54.639331

    		0.0 ms

  





  

    		2026-04-12 05:58:55.441393

    		0.0 ms

  





  

    		2026-04-12 06:58:57.324218

    		0.1 ms

  





  

    		2026-04-12 07:58:58.507917

    		-0.1 ms

  





  

    		2026-04-12 08:58:58.879435

    		-0.1 ms

  





  

    		2026-04-12 09:58:59.703676

    		0.0 ms

  





  

    		2026-04-12 10:58:59.834964

    		-0.2 ms

  





  

    		2026-04-12 11:59:00.630487

    		0.0 ms

  





  

    		2026-04-12 12:59:01.001643

    		0.0 ms

  





  

    		2026-04-12 13:59:01.024171

    		0.1 ms

  





  

    		2026-04-12 14:59:01.315632

    		0.2 ms

  





  

    		2026-04-12 15:59:03.504219

    		0.0 ms

  





  

    		2026-04-12 16:59:03.609375

    		0.0 ms

  





  

    		2026-04-12 17:59:05.190762

    		0.1 ms

  





  

    		2026-04-12 18:59:05.761347

    		0.0 ms

  





  

    		2026-04-12 19:59:06.553443

    		0.0 ms

  





  

    		2026-04-12 20:59:07.211385

    		-0.1 ms

  





  

    		2026-04-12 21:59:07.793218

    		0.0 ms

  





  

    		2026-04-12 22:59:09.264866

    		-0.1 ms

  





  

    		2026-04-12 23:59:10.743068

    		0.0 ms

  





  

    		2026-04-13 00:59:11.911175

    		0.0 ms

  





  

    		2026-04-13 01:59:13.388697

    		0.0 ms

  





  

    		2026-04-13 02:59:14.50062

    		0.1 ms

  





  

    		2026-04-13 03:59:15.698415

    		0.0 ms

  





  

    		2026-04-13 04:59:17.09112

    		-0.1 ms

  





  

    		2026-04-13 05:59:17.674843

    		-0.1 ms

  





  

    		2026-04-13 06:59:18.765712

    		0.0 ms

  





  

    		2026-04-13 07:59:19.824974

    		0.0 ms

  





  

    		2026-04-13 08:59:21.226773

    		0.0 ms

  





  

    		2026-04-13 09:59:21.898596

    		0.0 ms

  





  

    		2026-04-13 10:59:22.364747

    		0.1 ms

  





  

    		2026-04-13 11:59:23.467275

    		0.0 ms

  





  

    		2026-04-13 12:59:24.5517

    		0.0 ms

  





  

    		2026-04-13 13:59:24.715797

    		0.0 ms

  





  

    		2026-04-13 14:59:24.834113

    		0.0 ms

  





  

    		2026-04-13 15:59:25.252754

    		-0.3 ms

  





  

    		2026-04-13 16:59:25.387016

    		0.0 ms

  





  

    		2026-04-13 17:59:25.634799

    		0.1 ms

  





  

    		2026-04-13 18:59:26.403531

    		0.1 ms

  





  

    		2026-04-13 19:59:26.7807

    		0.0 ms

  





  

    		2026-04-13 20:59:27.3597

    		0.0 ms

  





  

    		2026-04-13 21:59:28.465891

    		0.0 ms

  





  

    		2026-04-13 22:59:29.815868

    		0.0 ms

  





  

    		2026-04-13 23:59:29.886842

    		-0.1 ms

  





  

    		2026-04-14 00:59:31.229687

    		0.1 ms

  





  

    		2026-04-14 01:59:32.606808

    		0.0 ms

  





  

    		2026-04-14 02:59:34.034166

    		0.0 ms

  





  

    		2026-04-14 03:59:35.324372

    		0.0 ms

  





  

    		2026-04-14 04:59:35.49003

    		0.0 ms

  





  

    		2026-04-14 05:59:35.965365

    		0.0 ms

  





  

    		2026-04-14 06:59:36.418956

    		-0.1 ms

  





  

    		2026-04-14 07:59:37.578217

    		0.0 ms

  





  

    		2026-04-14 08:59:37.944283

    		0.0 ms

  





  

    		2026-04-14 09:59:39.438927

    		0.0 ms

  





  

    		2026-04-14 10:59:39.663359

    		-0.1 ms

  





  

    		2026-04-14 11:59:39.754039

    		0.0 ms

  





  

    		2026-04-14 12:59:41.117563

    		0.0 ms

  





  

    		2026-04-14 13:59:42.234325

    		-0.1 ms

  





  

    		2026-04-14 14:59:42.274009

    		0.0 ms

  





  

    		2026-04-14 15:59:43.467978

    		0.0 ms

  





  

    		2026-04-14 16:59:44.206109

    		0.0 ms

  





  

    		2026-04-14 17:59:46.027682

    		0.0 ms

  





  

    		2026-04-14 18:59:46.456108

    		0.0 ms

  





  

    		2026-04-14 19:59:46.71624

    		0.0 ms

  





  

    		2026-04-14 20:59:46.724241

    		0.0 ms

  





  

    		2026-04-14 21:59:48.456341

    		0.0 ms

  





  

    		2026-04-14 22:59:48.571722

    		0.0 ms

  





  

    		2026-04-14 23:59:48.980103

    		0.0 ms

  





  

    		2026-04-15 00:59:50.225045

    		0.0 ms

  





  

    		2026-04-15 01:59:51.687766

    		0.0 ms

  





  

    		2026-04-15 02:59:51.829849

    		0.0 ms

  





  

    		2026-04-15 03:59:53.342958

    		0.0 ms

  





  

    		2026-04-15 04:59:55.141555

    		0.0 ms

  





  

    		2026-04-15 05:59:57.383278

    		0.0 ms

  





  

    		2026-04-15 06:59:57.7931

    		0.0 ms

  





  

    		2026-04-15 07:59:58.217386

    		0.1 ms

  





  

    		2026-04-15 08:59:58.964731

    		0.0 ms

  





  

    		2026-04-15 09:59:59.342342

    		-0.1 ms

  





  

    		2026-04-15 11:00:00.205726

    		0.1 ms

  





  

    		2026-04-15 12:00:00.549635

    		0.0 ms

  





  

    		2026-04-15 13:00:00.864751

    		0.0 ms

  





  

    		2026-04-15 14:00:01.222873

    		0.0 ms

  





  

    		2026-04-15 15:00:01.424912

    		0.2 ms

  





  

    		2026-04-15 16:00:01.987735

    		0.0 ms

  





  

    		2026-04-15 17:00:03.52292

    		0.0 ms

  





  

    		2026-04-15 18:00:04.00129

    		0.0 ms

  





  

    		2026-04-15 19:00:06.265911

    		-0.1 ms

  





  

    		2026-04-15 20:00:06.386497

    		0.7 ms

  





  

    		2026-04-15 21:00:07.156319

    		0.0 ms

  





  

    		2026-04-15 22:00:08.335774

    		0.0 ms

  





  

    		2026-04-15 23:00:10.440043

    		0.0 ms

  





  

    		2026-04-16 00:00:11.745456

    		0.0 ms

  





  

    		2026-04-16 01:00:12.947764

    		0.0 ms

  





  

    		2026-04-16 02:00:14.4246

    		0.0 ms

  





  

    		2026-04-16 03:00:16.132521

    		0.0 ms

  





  

    		2026-04-16 04:00:17.222845

    		0.0 ms

  





  

    		2026-04-16 05:00:18.479943

    		0.0 ms

  





  

    		2026-04-16 06:00:20.012347

    		0.0 ms

  





  

    		2026-04-16 07:00:20.971906

    		0.0 ms

  





  

    		2026-04-16 08:00:21.501646

    		-0.1 ms

  





  

    		2026-04-16 09:00:22.440765

    		0.0 ms

  





  

    		2026-04-16 10:00:22.49529

    		0.0 ms

  





  

    		2026-04-16 11:00:23.063211

    		0.0 ms

  





  

    		2026-04-16 12:00:23.111576

    		-0.1 ms

  





  

    		2026-04-16 13:00:23.3708

    		0.2 ms

  





  

    		2026-04-16 14:00:23.52079

    		0.0 ms

  





  

    		2026-04-16 15:00:24.606594

    		0.0 ms

  





  

    		2026-04-16 16:00:25.414609

    		0.0 ms

  





  

    		2026-04-16 17:00:25.452789

    		0.0 ms

  





  

    		2026-04-16 18:00:27.101549

    		0.0 ms

  





  

    		2026-04-16 19:00:28.117766

    		0.0 ms

  





  

    		2026-04-16 20:00:30.499378

    		0.0 ms

  





  

    		2026-04-16 21:00:31.921543

    		0.0 ms

  





  

    		2026-04-16 22:00:33.219451

    		0.0 ms

  





  

    		2026-04-16 23:00:33.411466

    		-0.1 ms

  





  

    		2026-04-17 00:00:35.087028

    		0.0 ms

  





  

    		2026-04-17 01:00:36.668608

    		0.1 ms

  





  

    		2026-04-17 02:00:37.932407

    		0.1 ms

  





  

    		2026-04-17 03:00:39.435098

    		-0.1 ms

  





  

    		2026-04-17 04:00:40.922222

    		0.0 ms

  





  

    		2026-04-17 05:00:42.535942

    		0.0 ms

  





  

    		2026-04-17 06:00:44.137177

    		0.0 ms

  





  

    		2026-04-17 07:00:44.713277

    		0.0 ms

  





  

    		2026-04-17 08:00:44.756139

    		0.1 ms

  





  

    		2026-04-17 09:00:45.847257

    		0.0 ms

  





  

    		2026-04-17 10:00:46.041959

    		0.0 ms

  





  

    		2026-04-17 11:00:47.687337

    		0.0 ms

  





  

    		2026-04-17 12:00:48.110335

    		0.0 ms

  





  

    		2026-04-17 13:00:48.421143

    		0.0 ms

  





  

    		2026-04-17 14:00:48.84555

    		0.0 ms

  





  

    		2026-04-17 15:00:48.97152

    		-0.2 ms

  





  

    		2026-04-17 16:00:50.143855

    		-0.1 ms

  





  

    		2026-04-17 17:00:52.768602

    		0.1 ms

  





  

    		2026-04-17 18:00:52.917046

    		0.0 ms

  





  

    		2026-04-17 19:00:55.057643

    		0.0 ms

  





  

    		2026-04-17 20:00:56.927768

    		0.0 ms

  





  

    		2026-04-17 21:00:58.486285

    		0.0 ms

  





  

    		2026-04-17 22:01:00.236125

    		0.1 ms

  





  

    		2026-04-17 23:01:01.624474

    		0.0 ms

  





  

    		2026-04-18 00:01:03.180087

    		-0.1 ms

  





  

    		2026-04-18 01:01:04.850636

    		0.0 ms

  





  

    		2026-04-18 02:01:05.90247

    		0.0 ms

  





  

    		2026-04-18 03:01:07.266472

    		0.0 ms

  





  

    		2026-04-18 04:01:07.412541

    		0.0 ms

  





  

    		2026-04-18 05:01:08.95285

    		0.0 ms

  





  

    		2026-04-18 06:01:10.887785

    		0.0 ms

  





  

    		2026-04-18 07:01:11.449423

    		0.0 ms

  





  

    		2026-04-18 08:01:11.469907

    		0.0 ms

  





  

    		2026-04-18 09:01:13.197826

    		0.0 ms

  





  

    		2026-04-18 10:01:13.366227

    		0.0 ms

  





  

    		2026-04-18 11:01:14.794222

    		0.1 ms

  





  

    		2026-04-18 12:01:15.603755

    		0.0 ms

  





  

    		2026-04-18 13:01:15.845034

    		0.0 ms

  





  

    		2026-04-18 14:01:15.972393

    		0.0 ms

  





  

    		2026-04-18 15:01:16.767237

    		0.0 ms

  





  

    		2026-04-18 16:01:17.091293

    		0.0 ms

  





  

    		2026-04-18 17:01:17.230286

    		0.0 ms

  





  

    		2026-04-18 18:01:18.775785

    		0.1 ms

  





  

    		2026-04-18 19:01:18.795892

    		0.0 ms

  





  

    		2026-04-18 20:01:20.457977

    		0.0 ms

  





  

    		2026-04-18 21:01:23.044975

    		0.0 ms

  





  

    		2026-04-18 22:01:24.558221

    		0.0 ms

  





  

    		2026-04-18 23:01:26.20304

    		-0.1 ms

  





  

    		2026-04-19 00:01:27.750252

    		0.0 ms

  





  

    		2026-04-19 01:01:29.187636

    		0.1 ms

  





  

    		2026-04-19 02:01:30.620394

    		-0.1 ms

  





  

    		2026-04-19 03:01:32.005246

    		0.0 ms

  





  

    		2026-04-19 04:01:33.399027

    		0.0 ms

  





  

    		2026-04-19 05:01:34.829942

    		0.0 ms

  





  

    		2026-04-19 06:01:36.140841

    		0.0 ms

  





  

    		2026-04-19 07:01:36.665656

    		0.0 ms

  





  

    		2026-04-19 08:01:37.253498

    		-0.1 ms

  





  

    		2026-04-19 09:01:37.772992

    		0.0 ms

  





  

    		2026-04-19 10:01:37.902225

    		0.0 ms

  





  

    		2026-04-19 11:01:40.149008

    		0.0 ms

  





  

    		2026-04-19 12:01:40.881289

    		-0.1 ms

  





  

    		2026-04-19 13:01:42.418652

    		0.0 ms

  





  

    		2026-04-19 14:01:42.535516

    		0.0 ms

  





  

    		2026-04-19 15:01:43.677711

    		0.0 ms

  





  

    		2026-04-19 16:01:44.516143

    		0.1 ms

  





  

    		2026-04-19 17:01:46.494196

    		-0.2 ms

  





  

    		2026-04-19 18:01:46.816448

    		0.0 ms

  





  

    		2026-04-19 19:01:49.519903

    		0.0 ms

  





  

    		2026-04-19 20:01:49.780874

    		0.0 ms

  





  

    		2026-04-19 21:01:51.411566

    		0.0 ms

  





  

    		2026-04-19 22:01:53.001512

    		0.0 ms

  





  

    		2026-04-19 23:01:54.725703

    		0.0 ms

  





  

    		2026-04-20 00:01:56.139955

    		0.0 ms

  





  

    		2026-04-20 01:01:57.475544

    		0.0 ms

  





  

    		2026-04-20 02:01:58.786583

    		0.1 ms

  





  

    		2026-04-20 03:02:00.152622

    		0.0 ms

  





  

    		2026-04-20 04:02:01.891281

    		0.0 ms

  





  

    		2026-04-20 05:02:03.100056

    		0.0 ms

  





  

    		2026-04-20 06:02:03.566063

    		0.0 ms

  





  

    		2026-04-20 07:02:03.848955

    		0.0 ms

  





  

    		2026-04-20 08:02:04.064048

    		0.0 ms

  





  

    		2026-04-20 09:02:04.500194

    		0.0 ms

  





  

    		2026-04-20 10:02:04.818644

    		0.0 ms

  





  

    		2026-04-20 11:02:04.899745

    		0.0 ms

  





  

    		2026-04-20 12:02:04.967216

    		0.0 ms

  





  

    		2026-04-20 13:02:06.189807

    		0.0 ms

  





  

    		2026-04-20 14:02:06.487153

    		0.2 ms

  





  

    		2026-04-20 15:02:06.748683

    		0.0 ms

  





  

    		2026-04-20 16:02:08.743109

    		0.0 ms

  





  

    		2026-04-20 17:02:08.807854

    		-0.1 ms

  





  

    		2026-04-20 18:02:09.580822

    		0.0 ms

  





  

    		2026-04-20 19:02:09.60738

    		0.1 ms

  





  

    		2026-04-20 20:02:09.987601

    		0.0 ms

  





  

    		2026-04-20 21:02:10.315764

    		0.1 ms

  





  

    		2026-04-20 22:02:12.153623

    		0.0 ms

  





  

    		2026-04-20 23:02:13.912597

    		0.0 ms

  





  

    		2026-04-21 00:02:15.539098

    		0.0 ms

  





  

    		2026-04-21 01:02:16.514801

    		0.0 ms

  





  

    		2026-04-21 02:02:17.579869

    		0.0 ms

  





  

    		2026-04-21 03:02:17.686263

    		0.0 ms

  





  

    		2026-04-21 04:02:19.671039

    		0.0 ms

  





  

    		2026-04-21 05:02:21.190353

    		0.1 ms

  





  

    		2026-04-21 06:02:23.642729

    		0.0 ms

  





  

    		2026-04-21 07:02:24.486976

    		0.0 ms

  





  

    		2026-04-21 08:02:25.172549

    		0.0 ms

  





  

    		2026-04-21 09:02:26.4271

    		0.0 ms

  





  

    		2026-04-21 10:02:27.749051

    		0.0 ms

  





  

    		2026-04-21 11:02:27.926646

    		0.0 ms

  





  

    		2026-04-21 12:02:28.14251

    		0.0 ms

  





  

    		2026-04-21 13:02:28.541241

    		0.0 ms

  





  

    		2026-04-21 14:02:29.735961

    		0.0 ms

  





  

    		2026-04-21 15:02:30.721006

    		0.1 ms

  





  

    		2026-04-21 16:02:30.856077

    		0.0 ms

  





  

    		2026-04-21 17:02:31.998949

    		0.0 ms

  





  

    		2026-04-21 18:02:32.037859

    		0.0 ms

  





  

    		2026-04-21 19:02:33.089845

    		0.0 ms

  





  

    		2026-04-21 20:02:33.657741

    		0.0 ms

  





  

    		2026-04-21 21:02:34.969867

    		0.0 ms

  





  

    		2026-04-21 22:02:36.597148

    		0.0 ms

  





  

    		2026-04-21 23:02:37.708708

    		0.0 ms

  





  

    		2026-04-22 00:02:38.710143

    		0.0 ms

  





  

    		2026-04-22 01:02:39.645938

    		0.0 ms

  





  

    		2026-04-22 02:02:40.605083

    		0.0 ms

  





  

    		2026-04-22 03:02:41.526397

    		0.0 ms

  





  

    		2026-04-22 04:02:42.546498

    		0.0 ms

  





  

    		2026-04-22 05:02:43.484135

    		0.0 ms

  





  

    		2026-04-22 06:02:44.760648

    		0.0 ms

  





  

    		2026-04-22 07:02:45.216554

    		0.0 ms

  





  

    		2026-04-22 08:02:45.668856

    		0.0 ms

  





  

    		2026-04-22 09:02:45.735582

    		0.1 ms

  





  

    		2026-04-22 10:02:46.049664

    		0.0 ms

  





  

    		2026-04-22 11:02:46.205042

    		0.0 ms

  





  

    		2026-04-22 12:02:46.409421

    		0.0 ms

  





  

    		2026-04-22 13:02:46.613033

    		0.0 ms

  





  

    		2026-04-22 14:02:47.065407

    		0.0 ms

  





  

    		2026-04-22 15:02:47.345058

    		0.1 ms

  





  

    		2026-04-22 16:02:48.138416

    		0.0 ms

  





  

    		2026-04-22 17:02:48.879714

    		0.0 ms

  





  

    		2026-04-22 18:02:51.462341

    		0.0 ms

  





  

    		2026-04-22 19:02:53.05594

    		0.0 ms

  





  

    		2026-04-22 20:02:53.96546

    		-0.1 ms

  





  

    		2026-04-22 21:02:54.764812

    		0.0 ms

  





  

    		2026-04-22 22:02:55.001938

    		0.0 ms

  





  

    		2026-04-22 23:02:56.183221

    		-0.1 ms

  





  

    		2026-04-23 00:02:57.415975

    		0.0 ms

  





  

    		2026-04-23 01:02:58.56505

    		0.1 ms

  





  

    		2026-04-23 02:02:59.671881

    		0.0 ms

  





  

    		2026-04-23 03:03:01.934798

    		-0.2 ms

  





  

    		2026-04-23 04:03:03.186299

    		0.0 ms

  





  

    		2026-04-23 05:03:04.070323

    		0.0 ms

  





  

    		2026-04-23 06:03:05.084242

    		0.0 ms

  





  

    		2026-04-23 07:03:06.653813

    		0.0 ms

  





  

    		2026-04-23 08:03:07.809056

    		0.0 ms

  





  

    		2026-04-23 09:03:08.226394

    		0.0 ms

  





  

    		2026-04-23 10:03:08.469037

    		0.1 ms

  





  

    		2026-04-23 11:03:08.475434

    		0.0 ms

  





  

    		2026-04-23 12:03:09.659241

    		-0.1 ms

  





  

    		2026-04-23 13:03:09.992475

    		0.0 ms

  





  

    		2026-04-23 14:03:10.055479

    		0.1 ms

  





  

    		2026-04-23 15:03:10.132073

    		0.0 ms

  





  

    		2026-04-23 16:03:10.305726

    		0.0 ms

  





  

    		2026-04-23 17:03:10.516101

    		0.0 ms

  





  

    		2026-04-23 18:03:11.034945

    		0.0 ms

  





  

    		2026-04-23 19:03:12.895215

    		0.2 ms

  





  

    		2026-04-23 20:03:13.188667

    		0.0 ms

  





  

    		2026-04-23 21:03:14.979179

    		-0.1 ms

  





  

    		2026-04-23 22:03:16.210455

    		0.0 ms

  





  

    		2026-04-23 23:03:17.457694

    		0.0 ms

  





  

    		2026-04-24 00:03:18.507865

    		0.0 ms

  





  

    		2026-04-24 01:03:19.456082

    		0.0 ms

  





  

    		2026-04-24 02:03:20.338015

    		0.0 ms

  





  

    		2026-04-24 03:03:21.274324

    		0.0 ms

  





  

    		2026-04-24 04:03:22.261161

    		0.1 ms

  





  

    		2026-04-24 05:03:23.284382

    		-0.1 ms

  





  

    		2026-04-24 06:03:24.964182

    		-0.1 ms

  





  

    		2026-04-24 07:03:25.065207

    		-0.1 ms

  





  

    		2026-04-24 08:03:25.176636

    		-0.4 ms

  





  

    		2026-04-24 09:03:25.984854

    		-0.1 ms

  





  

    		2026-04-24 10:03:26.023113

    		0.1 ms

  





  

    		2026-04-24 11:03:26.909516

    		-0.3 ms

  





  

    		2026-04-24 12:03:27.008751

    		0.2 ms

  





  

    		2026-04-24 13:03:27.643715

    		0.0 ms

  





  

    		2026-04-24 14:03:27.755999

    		0.0 ms

  





  

    		2026-04-24 15:03:28.263942

    		0.0 ms

  





  

    		2026-04-24 16:03:29.556295

    		-0.2 ms

  





  

    		2026-04-24 17:03:29.626186

    		0.0 ms

  





  

    		2026-04-24 18:03:31.158259

    		0.1 ms

  





  

    		2026-04-24 19:03:32.756396

    		0.0 ms

  





  

    		2026-04-24 20:03:33.525977

    		0.0 ms

  





  

    		2026-04-24 21:03:35.455773

    		0.0 ms

  





  

    		2026-04-24 22:03:36.95041

    		-0.1 ms

  





  

    		2026-04-24 23:03:38.031246

    		0.0 ms

  





  

    		2026-04-25 00:03:38.99495

    		0.0 ms

  





  

    		2026-04-25 01:03:39.930664

    		0.0 ms

  





  

    		2026-04-25 02:03:40.865262

    		0.0 ms

  





  

    		2026-04-25 03:03:41.746056

    		0.0 ms

  





  

    		2026-04-25 04:03:42.643963

    		0.0 ms

  





  

    		2026-04-25 05:03:43.62524

    		0.0 ms

  





  

    		2026-04-25 06:03:44.107754

    		-0.1 ms

  





  

    		2026-04-25 07:03:46.590135

    		0.0 ms

  





  

    		2026-04-25 08:03:48.856976

    		0.0 ms

  





  

    		2026-04-25 09:03:49.130517

    		0.0 ms

  





  

    		2026-04-25 10:03:49.791483

    		0.0 ms

  





  

    		2026-04-25 11:03:50.062603

    		0.0 ms

  





  

    		2026-04-25 12:03:50.419579

    		0.1 ms

  





  

    		2026-04-25 13:03:50.510175

    		0.0 ms

  





  

    		2026-04-25 14:03:50.60558

    		0.0 ms

  





  

    		2026-04-25 15:03:51.363223

    		0.0 ms

  





  

    		2026-04-25 16:03:51.796265

    		0.0 ms

  





  

    		2026-04-25 17:03:52.372937

    		0.0 ms

  





  

    		2026-04-25 18:03:52.453031

    		0.0 ms

  





  

    		2026-04-25 19:03:54.21076

    		0.0 ms

  





  

    		2026-04-25 20:03:55.099337

    		0.0 ms

  





  

    		2026-04-25 21:03:56.619135

    		0.0 ms

  





  

    		2026-04-25 22:03:59.108562

    		0.0 ms

  





  

    		2026-04-25 23:04:00.506798

    		0.0 ms

  





  

    		2026-04-26 00:04:01.917647

    		0.0 ms

  





  

    		2026-04-26 01:04:03.299053

    		0.0 ms

  





  

    		2026-04-26 02:04:04.656508

    		0.0 ms

  





  

    		2026-04-26 03:04:05.855289

    		0.0 ms

  





  

    		2026-04-26 04:04:07.049691

    		0.1 ms

  





  

    		2026-04-26 05:04:08.516553

    		0.0 ms

  





  

    		2026-04-26 06:04:10.42162

    		0.0 ms

  





  

    		2026-04-26 07:04:13.41255

    		0.0 ms

  





  

    		2026-04-26 08:04:13.965562

    		0.0 ms

  





  

    		2026-04-26 09:04:14.712194

    		-0.1 ms

  





  

    		2026-04-26 10:04:14.835085

    		0.0 ms

  





  

    		2026-04-26 11:04:14.946556

    		0.0 ms

  





  

    		2026-04-26 12:04:16.418316

    		0.0 ms

  





  

    		2026-04-26 13:04:16.495727

    		0.0 ms

  





  

    		2026-04-26 14:04:16.781268

    		0.0 ms

  





  

    		2026-04-26 15:04:17.349488

    		0.0 ms

  





  

    		2026-04-26 16:04:18.093737

    		0.0 ms

  





  

    		2026-04-26 17:04:18.326089

    		-0.2 ms

  





  

    		2026-04-26 18:04:20.224448

    		0.3 ms

  





  

    		2026-04-26 19:04:21.125515

    		0.0 ms

  





  

    		2026-04-26 20:04:22.505389

    		0.2 ms

  





  

    		2026-04-26 21:04:23.03258

    		-0.1 ms

  





  

    		2026-04-26 22:04:24.175391

    		0.0 ms

  





  

    		2026-04-26 23:04:24.284295

    		0.0 ms

  





  

    		2026-04-27 00:04:24.32493

    		0.0 ms

  





  

    		2026-04-27 01:04:24.626614

    		-0.1 ms

  





  

    		2026-04-27 02:04:24.679298

    		0.1 ms

  





  

    		2026-04-27 03:04:26.13579

    		0.0 ms

  





  

    		2026-04-27 04:04:26.164992

    		0.0 ms

  





  

    		2026-04-27 05:04:26.808194

    		0.0 ms

  





  

    		2026-04-27 06:04:28.24965

    		-0.1 ms

  





  

    		2026-04-27 07:04:28.916348

    		0.0 ms

  





  

    		2026-04-27 08:04:29.959496

    		0.0 ms

  





  

    		2026-04-27 09:04:30.761504

    		0.0 ms

  





  

    		2026-04-27 10:04:30.982242

    		0.0 ms

  





  

    		2026-04-27 11:04:31.369779

    		0.0 ms

  





  

    		2026-04-27 12:04:31.848639

    		0.0 ms

  





  

    		2026-04-27 13:04:32.113685

    		0.0 ms

  





  

    		2026-04-27 14:04:32.891338

    		0.0 ms

  





  

    		2026-04-27 15:04:33.151136

    		0.0 ms

  





  

    		2026-04-27 16:04:33.794002

    		0.0 ms

  





  

    		2026-04-27 17:04:34.918095

    		0.1 ms

  





  

    		2026-04-27 18:04:35.011229

    		0.1 ms

  





  

    		2026-04-27 19:04:35.844942

    		0.0 ms

  





  

    		2026-04-27 20:04:36.388892

    		-0.1 ms

  





  

    		2026-04-27 21:04:36.82354

    		0.0 ms

  





  

    		2026-04-27 22:04:39.124904

    		0.0 ms

  





  

    		2026-04-27 23:04:41.034177

    		0.0 ms

  





  

    		2026-04-28 00:04:42.441587

    		0.0 ms

  





  

    		2026-04-28 01:04:44.016848

    		0.1 ms

  





  

    		2026-04-28 02:04:44.192457

    		0.0 ms

  





  

    		2026-04-28 03:04:45.968481

    		0.0 ms

  





  

    		2026-04-28 04:04:47.668797

    		0.0 ms

  





  

    		2026-04-28 05:04:49.302163

    		0.0 ms

  





  

    		2026-04-28 06:04:49.753326

    		0.0 ms

  





  

    		2026-04-28 07:04:50.738026

    		0.0 ms

  





  

    		2026-04-28 08:04:51.506724

    		0.1 ms

  





  

    		2026-04-28 09:04:51.757991

    		0.0 ms

  





  

    		2026-04-28 10:04:52.095015

    		-0.1 ms

  





  

    		2026-04-28 11:04:52.451504

    		0.2 ms

  





  

    		2026-04-28 12:04:52.6986

    		0.0 ms

  





  

    		2026-04-28 13:04:53.259421

    		0.0 ms

  





  

    		2026-04-28 14:04:53.923832

    		-0.2 ms

  





  

    		2026-04-28 15:04:54.31816

    		0.0 ms

  





  

    		2026-04-28 16:04:54.788146

    		0.0 ms

  





  

    		2026-04-28 17:04:56.221622

    		0.1 ms

  





  

    		2026-04-28 18:04:56.926668

    		0.0 ms

  





  

    		2026-04-28 19:04:59.05711

    		0.0 ms

  





  

    		2026-04-28 20:04:59.313126

    		0.1 ms

  





  

    		2026-04-28 21:05:00.910234

    		0.0 ms

  





  

    		2026-04-28 22:05:01.199169

    		0.0 ms

  





  

    		2026-04-28 23:05:01.738778

    		0.0 ms

  





  

    		2026-04-29 00:05:02.413833

    		0.0 ms

  





  

    		2026-04-29 01:05:03.825982

    		0.0 ms

  





  

    		2026-04-29 02:05:05.335477

    		0.0 ms

  





  

    		2026-04-29 03:05:06.749213

    		0.0 ms

  





  

    		2026-04-29 04:05:07.95205

    		0.0 ms

  





  

    		2026-04-29 05:05:09.07935

    		0.0 ms

  





  

    		2026-04-29 06:05:10.17619

    		0.0 ms

  





  

    		2026-04-29 07:05:10.789845

    		0.0 ms

  





  

    		2026-04-29 08:05:11.332063

    		0.0 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2026-04-16 14:44:10.862 UTC

    		90.129.200.162

    		Magnus Lindell (ML) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-16 14:46:35.511 UTC

    		90.129.200.162

    		Magnus Lindell (ML) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-09 11:56:35 UTC.

  

  

    		2026-04-17 12:22:08.892 UTC

    		213.179.6.97

    		Göran Holmqvist (GH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-17 12:22:45.066 UTC

    		213.179.6.97

    		Göran Holmqvist (GH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-09 11:56:35 UTC.

  

  

    		2026-04-17 12:25:59.771 UTC

    		188.149.190.59

    		Amélie Poletti Lundström (APL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-17 12:30:06.956 UTC

    		188.149.190.59

    		Amélie Poletti Lundström (APL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-09 11:56:35 UTC.

  

  

    		2026-04-17 12:40:15.621 UTC

    		213.114.201.236

    		Charina Hallberg (CH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-17 12:41:23.573 UTC

    		213.114.201.236

    		Charina Hallberg (CH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-09 11:56:35 UTC.

  

  

    		2026-04-17 12:53:30.737 UTC

    		213.102.92.81

    		Nike Dahlskog (ND) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-17 12:54:06.508 UTC

    		213.102.92.81

    		Nike Dahlskog (ND) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-09 11:56:35 UTC.

  

  

    		2026-04-18 16:11:42.584 UTC

    		94.191.152.78

    		Ingela Svedin (IS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-18 16:12:17.717 UTC

    		94.191.152.78

    		Ingela Svedin (IS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-09 11:56:35 UTC.

  

  

    		2026-04-18 20:27:24.425 UTC

    		151.177.100.234

    		Ted Henningsson (TH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-18 20:28:12.193 UTC

    		151.177.100.234

    		Ted Henningsson (TH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-09 11:56:35 UTC.

  

  

    		2026-04-20 10:38:53.411 UTC

    		92.42.77.90

    		Johan Sundquist (JS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-20 10:41:36.037 UTC

    		92.42.77.90

    		Johan Sundquist (JS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-09 11:56:35 UTC.

  

  

    		2026-04-20 19:53:57.581 UTC

    		95.203.8.153

    		Jamal Abdulle (JA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-20 19:55:42.057 UTC

    		95.203.8.153

    		Jamal Abdulle (JA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-09 11:56:35 UTC.

  

  

    		2026-04-21 10:28:39.015 UTC

    		31.208.88.28

    		Björn Forsberg (BF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-21 10:29:38.941 UTC

    		31.208.88.28

    		Björn Forsberg (BF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-09 11:56:35 UTC.

  

  

    		2026-04-21 14:48:35.766 UTC

    		94.191.137.141

    		Sofia Halth (SH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-21 14:49:48.231 UTC

    		94.191.137.141

    		Sofia Halth (SH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-09 11:56:35 UTC.

  

  

    		2026-04-22 06:04:39.032 UTC

    		79.117.23.235

    		Johan Forsberg (JF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-22 06:05:45.597 UTC

    		79.117.23.235

    		Johan Forsberg (JF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-09 11:56:35 UTC.

  

  

    		2026-04-22 08:26:06.486 UTC

    		62.20.114.210

    		Linn Ternefors (LT) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-22 08:26:43.041 UTC

    		62.20.114.210

    		Linn Ternefors (LT) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-09 11:56:35 UTC.

  

  

    		2026-04-29 07:54:50.482 UTC

    		84.17.219.58

    		Cecilia Luther (CL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-29 08:41:36.561 UTC

    		84.17.219.58

    		Cecilia Luther (CL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-13 16:38:39 UTC.

  









